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Abstract

Distributed applications can fail in subtle ways that
dependbn the stateof multiple partsof a systemThiscom-
plicatesthe validation of suct systemsvia fault injection,
sinceit suggeststhat faults should be injected basedon
the global state of the system. In Loki, fault injection is
performedbasedon a partial view of the global stateof a
distributed system,i.e., faults injectedin one node of the
systentandependon the stateof othernodes.Oncefaults
are injected, a post-runtimeanalysis, using off-line clock
syndironization, is usedto place events and injections
on a single global timeline and to determinewhetherthe
intendedfaultswetre properlyinjected.Finally, experiments
containingsuccessfufault injectionsare usedto estimate
the specifiedmeasues. In additionto reviewing briefly the
conceptdehindLoki andits organization,we detail Loki’s
user interface In particular, we describethe graphical
userinterfacesfor specifyingstatemacdinesandfaults, for
executinga campaign,and for verifyingwhetherthe faults
were properlyinjected.

Keywords : Distributed systemvalidation, Experimental
evaluation,Fault injection, State-driverfault injection.

1. Intr oduction

The increasinguseof distributed systemso build criti-
calapplicationgnotivatesthe developmenbf techniquego
validatetheir dependability Fault injectionis animportant
andeffective way to validatesuchsystems However, fault
injectionof distributedsystemss adifficult andchallenging
task. Thereasondor this areasfollows. The behaior of a
distributedsystemdepend®n the statechangesandevents
occurringin the systems different processes. Thus, the
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faultsoccurringin sucha systemcandependon its global
state.This necessitatethat, while injecting faultsin a sys-
tem, thefaultinjectorkeeptrack of its global stateto inject
realisticfaultsand/orerrors.Oneapproactwould beto syn-
chronizeatall statechangesn thesystemput thiswould be

fartoointrusive,andmightaffectthebehavior of thesystem
in unacceptablavays. The alternatve to synchronizations

to usestatechangenotificationsto keeptrack of the global

state.Thoughthesenotificationsarelessintrusive thansyn-
chronization,fault injectionsbasedon notificationscould

occur in improper states,since the systemcould change
statebetweennotifications. Measurementdasedon such
improperinjectionsarenotvalid.

A fault injector for distributed systemsshouldthus be
ableto injectfaultsbasedon the global stateof the system,
andat the sametime not be too intrusive to the systemun-
der study It shouldalso be ableto determinewhethera
particularsetof faultswereinjectedasintended,so mea-
surescanbe calculatedusingonly the intendedinjections.
With thesdssuesn mind,we have developedaglobalstate-
driven fault injector, called Loki, for distributed systems.
Loki injectsfaultsin adistributedsystembasedn a partial
view of its globalstateobtainedusingnotifications,andcan
determinepsinga post-analysisywhethereachfaultwasin-
jectedasintended. In this paper we describethe features
of the Loki fault injectorandhow to useit for conducting
afaultinjectioncampaign We alsoprovide anoverview of
Loki conceptsandthe Loki runtimearchitecture.

Other fault injection and measurementools, includ-
ing EFA [5], Orchestra[4], SPI[2], NFTAPE [7], DOC-
TOR[6], andCESIUM[1], have alsofocusedondistributed
systemsTheseoolswork well for theirintendedpurposes.
However, Loki is uniquein thatit supportsfault injections
basedon the global stateof the systemcombinedwith a
powerful languagédor definingmeasurest-or acomparison
of thesetoolswith Loki, se€[3].

Theremainderof the paperis organizedasfollows. Sec-
tion 2 presentsibrief descriptiorof theconceptsinderlying
Loki, namely partial view of the global state,and off-line



clock synchronization.Section3 providesan overview of

theLoki runtimearchitectureSections4, 5, andé6 illustrate
the useof Loki for performinga fault injection campaign.
In particular Sectiond describeshe specificatiorof acam-
paignusingthe Loki interface;Section5 detailsthe execu-
tion of a campaignusingthe Loki interface;and Section6

explainsoff-line analysisof theexecutionresultsandhow to

obtaintherequiredmeasure¢rom them. Finally, Section7

present®ur conclusions.

2. Review of Loki concepts

In this section,we briefly review the basicconceptsof
Loki, namelythepartialview of theglobalstateandoff-line
clock synchronization.Additionally, we introducevarious
termsthatareusedin therestof the paper More detailsof
whatis presentedherecanbe foundin [3].

The concepiof stateis fundamentato Loki. We assume
that at the desiredlevel of abstraction(for fault injection),
the executionof a componenbf the distributedsystemun-
der study canbe specifiedas a statemachine. The global
stateof the systemis the vectorof the local statesof all of
its componentsDuringthefaultinjectionprocessit maybe
necessaryo inject faultsin acomponenbasedon the state
of othercomponent®f thesystem.It canbeseerthatto do
this, it is not necessaryo keeptrack of the completeglobal
stateof the systemat all times; instead,it is sufficient to
trackan“interesting”portionof the globalstatethatis nec-
essanyfor theinjectionof therequiredfaults. Thisinterest-
ing portionis calledthe partial view of theglobal state and
its selectiondependon the particularsystemunderstudy
andthefaultsto beinjected.

In Loki, the distributed system(understudy)is divided
into basicunits (i.e., processesjrom eachof which state
informationis collectedandinto eachof which faultsare
injected. Sucha basicunit of the distributed systemalong
with the Loki runtimeattachedo it is calleda node The
Loki runtimemaintainsthe partial view of the global state
for eachof thesenodesandinjectsfaultsin themwhennec-
essary It alsorecordsstate changesand fault injections
alongwith their occurrenceimes. The runtimeonly uses
the necessangtate change notificationsbetweennodesto
keeptrackof the partialview of theglobalstate.Also, to be
asnon-intrusizeto the systemaspossibletheruntimedoes
notblock the systemwhile thesenotificationsarein transit.
Thismeanghatthe systenmcouldchangestatewhile theno-
tification is in transit,implying that the partial view could
sometimede out-of-date.This couldleadto incorrectfault
injectionsandhenceincorrectmeasures.

To avoid such errors, Loki performs a post-runtime
checkon every fault injection to determinewhetherit has
indeed been performedin the desired state (an off-line
checkis usedto avoid the expenseandintrusivenesof an

on-line check). Only the correctfault injectionsare then
usedin computingthe measures.The post-runtimecheck
involvesplacingthelocaltimesfrom eachof thenodesnto
a single global timeline and thendeterminingwhetherthe
fault wasinjectedin the right state. Loki usesan off-line
clodk syndironizationalgorithmto translatethe local times
to a globaltimeline. Synchronizatiormessagesyhich are
usedby this algorithm, are generatedby the runtime be-
fore and after the applicationexecution. Thesemessages
arenon-intrusve, sincethey aregeneratedvhenthe appli-
cationis not executing. This algorithm assumeghat the
drifts of the systemclocksarelinear A moredetailedex-
planationof the algorithm, alongwith its usein Loki, can
befoundin [3].

3. Overview of Loki runtime architecture

In this section,we provide a shortoverview of the Loki
runtime architecture.The runtime executesalongwith the
distributed systemand maintainsthe partial view of the
global statenecessaryor faultinjections. It alsoperforms
fault injectionswhenthe systemtransitionsto the desired
statesand collects information regarding state changes,
faultinjections,andtheir occurrencdimes.

As shown in Figurel, thereis a Loki runtimefor each
of the nodesin the distributed system. The runtime can
be divided into two main parts: one that is independent
of the systemunderstudyandonethatis dependenbn it.
The statemadine, state madine transport fault parser,
andrecoder constitutethe system-independepiart, while
the probeis the system-dependeipiart. The statemachine
keepstrack of the partial view of the global statenecessary
for its node. It receiveslocal statechangenotificationsfrom
the probe, and statechangenotificationsof remotenodes
from remotestatemachines.The statemachine<of differ-
entnodessendstatechangenotificationsto eachotherusing
the statemachinetransport. The recorderrecordsthe state
changesand fault injectionsalong with their times of oc-
currence Booleanfaultexpressionsreusedto triggerfault
injections.Thefaultparseiparsesheseaultexpression®n
everystatechangeandinstructstheprobeto injectthecorre-
spondingaultwhenanexpressions satisfied.The probein
Loki hasto beimplementedy thesystendesignerThede-
signercaneitherselecta probeamongthe pre-implemented
probesin Loki, or develop his/herown probe. Therefore,
thedesignewill have considerabléreedomin selectinghe
type of faultsto injectinto the system.The probemonitors
thelocal nodefor statetransitionsandnotifiesthe statema-
chineof them.Also, it is the probethatperformsthe actual
fault injectionswhenthe fault parserinstructsit to do so.
For moredetailsregardingtheruntime,its componentsand
their functions,referto [3].

The evaluationof a systemusing Loki can be divided
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Figure 1. Loki runtime architecture

into five mainphasespamely
1. Aninitial synchronization-message-passpitse,
2. A faultinjectionandobsenationcollectionphase,
3. A secondsynchronization-message-passpiwgse,
4

. Determinationof experimentswith properly injected
faults,and

5. Computatiorof measuresisingtheseexperiments.

In the remainderof this paper we shav how a system
designercanuseLoki to evaluateasystemby providingin-
formationaboutthefive phase®f evaluationin Loki. More
specifically we describespecificatiorandexecutionof fault
injectioncampaignsndoff-line processingusingthe Loki
graphicaluserinterface.

4. Campaign specification

Loki is basedon the conceptof a fault injection cam-
paign A faultinjectioncampaigrfor adistributedsystemis
madeup of oneor morestudies At the studylevel, the sys-
temis describedusingstatemachineswhich aredefinedby
astatemachinespecificatiorandafault specification Each
studyconsistf a setof experimentseachof whichis one
run of the distributedapplicationalongwith thefaultinjec-
tionscorrespondingo the study Campaignganbedefined
usingLoki’s graphicaluserinterface the Loki interface

TheLoki Managershowvnin Figure2, controlsthemain
functionality of the Loki interface. The panelof buttons
alongthebottomof the Loki Managerllows acampaigrto
beimported,exported,createddeleted,or copied. After a
campaigris createdijt canbespecifiedwith the“Edit Cam-
paign”button. Thislaunchesa CampaigrManagemwindow,
which is similar to the Loki Manager usingwhich studies
for the selectedcampaigncan be created deleted,copied,
or edited.If astudyis edited,a StudyManagelis launched,
whichis alsosimilarto theLoki Manager Threeparameters
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Figure 2. The Loki manager

of the study mustbe specifiedin the Study Manager:the

numberof experimentsin the study the time betweenex-

perimentsandtheapplicationtimeout. The StudyManager
also allows statemachinesto be created,deleted,copied,
andedited. After the statemachinedor a studyhave been
created,eachstatemachinemust be definedwith a state
machinespecificatioranda fault specificationandthe dis-

tributedsystemmustbeinstrumentedor the study

4.1 Statemachine specification

Statemachinespecifications doneusingthe StateMa-
chineEditor which canbeseenn Figure3, andis launched
from the StudyManager The StateMachineEditor's “File”
menu allows the userto sase and closethe editor The
“Edit” menuprovidesundo functionality for the statema-
chinecarvasandthe ability to setthe statemachines prop-
erties. The third menuitem is the “Panel” menu; and it
determineghe control modeto be usedwhen editing on
the statemachinecarvas. Thelastmenuitem is the “Panel
Size” menu,which allows the size of the carvasto bein-
creasedr decreased.

The three basiccomponentghat can be placedon the
statemachinecarvasarestatesgvent-triggeredstatetransi-
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tions, and commentboxes. Statesare representean the
carvas by namednodes. The statetransitionsare repre-
sentedby connectionlines betweentwo states. The con-
nectionlinesareassociateavith eventsthattriggerthetran-
sitions. Thecommenthoxesaretext areaghatcanbeused
to noteadditionalinformationaboutthe statemachine.The
type of componentshat are placedon the carvasis deter

minedby thecontrolmodethatis selectedrom the“Panel”
menu,e.g.,in the“State” mode,statescanbe placedon the
carvas.Whenastateis createdit is givenanameandalist

is designateaf statemachineghatshouldbenotifiedwhen
the statemachineentersthe state. This list helpsthe state
machinesto maintainthe partial view of the global state.
Whena statetransitionis createdthe eventthattriggersthe
transitionmustalsobe providedby the user

4.2 Fault specification

After the statemachineshave beenspecified,the fault
specificationsshould be defined. The Fault Specification
Editor is launchedfrom the Study Managerat the same
time asthe StateMachineEditor. It shows a listing of all
the faults that shouldbe injectedinto the statemachines
correspondingapplication. The fault specificationof each
fault consistof threeparametersThey arethefault name,
afault expressiorthatdeterminesvhenthe fault shouldbe
injected,andanindicationof whetherthefaultshouldbein-
jectedonly thefirst time thatthe expressioris true,or every
time that the expressionbecomesdrue. As describedear
lier, the actualfaultinjection codeis calleda “probe” The
methodfor specifyinga probeis givenin Section4.3.

The main part of the fault specificationis the fault
expressiorthattriggersthefault. Theexpressiorrepresents
some partial view of the global statein the distributed
system. The variablesin the fault expressionare (state

machine:statepairs. The expressionsnake useof ‘& for
anAND, ‘|’ for an OR,and‘”’ for a NOT. An example
expressiorns:
((StateMachinel:State5)&("(StateMachine3:

State3)))

This indicates that a fault should be injected when
StateMachinelis in State5and StateMachine3ds not in
State3.

4.3 Instrumenting the distrib uted system

After thestatemachineandfault specificationsn astudy
have beendefined,the applicationcorrespondingo each
statemachinemustbe instrumented.The Loki runtimeis
implementedin C++; therefore,the instrumentedportion
mustalsobe programmedn C++. Therearethreestepsto
instrumentanapplication:

e Probelmplementation

e EventNotification

e Useof appMain()

A probemustbe definedfor the application,andits in-
jectFault() function mustbe implemented.This func-
tion takesin a fault name(which correspondso the name
givenin thefault specification)implementsnjectionof the
fault,andreturnghetime whenthefaultis actuallyinjected.
By having the Loki userwrite the injectFault() code,
Loki is capableof providing a high degreeof freedomin
thetypesof faultsinjected. The probeshouldalsoindicate
to thestatemachingheoccurrencef eventsthatwerespec-
ified in the statemachinespecification.This is doneusing
thenotifyEvent() methodof thestatemachineandpass-
ing theeventnameandthetime atwhichtheeventoccurred
asparametersAnotherrequirements thatappMain() , in-
steadof main() mustbeusedto starttheapplication.

Theinstrumentatiortanbe performedbothwhentheap-
plication’s sourcecodeis availableandwhenit is not. If it
is available, thenthe probecan be integratedinto the ap-
plicationcode.notifyEvent() andinjectFault() can
directly be a partof the applications sourcecode. For this
to bedone theapplicationsmain() functionshouldbere-
namedto appMain() . If the sourcecodeis not available,
the probecanbe usedasa monitorfor theapplication.The
probes appMain()  function is usedto startthe applica-
tion, andit canmonitor the applications input and output
for events.Theseeventsarethencommunicatedo the state
machineusingthenotifyEvent() method.Theinject-
Fault() methodcaninjectfaultsfrom outsidetheapplica-
tion. Thefirst approachprovidesmoreaccurateaventnoti-
ficationandfaultinjection, but it is moreintrusive thanthe
secondapproach.
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5. Campaign execution

After a campaignis fully specified,it canbe executed.
To do this, the ExperimentManagey shovn in Figure4, is
launchedfrom the Loki Manager Thereare six parame-
tersin the top panelof the ExperimentManagerthat must
be setbeforea campaignis executed. The Loki runtime
passesynchronizatiomessagefor theoff-line clock syn-
chronizationas discussedn Section2. Thesemessages
are passedetweenall the hostsin the distributed system.
Thefirst two parametersepresenthe numberof synchro-
nizationmessagethatshouldbe passedeforeeachexper
iment,andthedelaybetweerthosemessagesrhenext two
parametersre similar, but correspondo synchronization
messageshat are passedafter experiments. The fifth pa-
rameterindicatesthe port numberthatthe synchronization
messageshouldbe passedn. Thelastparametespecifies
whetherthesynchronizatioomessageareto bepassedafter
eachexperiment,or aftereachstudy

Onceall theparameterareset,thecampaigrcanbeexe-
cutedwith the“ExecuteCampaign’button. It executesach
study one after another Within eachstudyit executesthe
specifiednumberof experiments passingsynchronization
messagess indicatedabove. During execution,the mid-
dle panelof the ExperimentManagerindicatesthe current
studyanddisplaysthe experiments progress.The bottom
panelindicateswhetherstudiesandexperimentsweresuc-
cessfullyexecuted.

6. Off-line processing

Off-line processingconsistsof two steps: campaign
analysisand measureestimation. The campaignanalysis
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Figure 5. Analysis window for an experiment

creategylobal timelinesfor the differentexperiments,and
determinesvhetherthe faultswereproperlyinjected.Mea-
sureestimationin Loki usestheresultsof theseproperfault
injectionsto calculatestatisticallyrepresentatie measures.

6.1 Campaignanalysis

Two windowsareusedduringcampaigranalysis:“Anal-
ysis; whichperformsanalysiscomputationgor acampaign
and displayspreliminary resultsfor a study and “Exper-
iment Analysis, which shows the detailsfor a particular
experiment.The corversionto globaltimelineis doneonly
oncefor eachstudy Whenthe analysisis run for the first
time, the “Analysis” window is disabled,anda dialog box
shavsthe progresof thecorversionto aglobaltimeline. If
the corversionto the globaltimeline hasalreadybeenper
formed,the “Analysis” window allows the userto selecta
studyin orderto obtaina reportof how mary faultswere
correctlyinjected,incorrectlyinjected,and not injectedat
all for eachstatemachinein the study The usercanalso
focuson oneparticularexperimentof the studyby clicking
the“ExamineAnalysis” button.

The“ExperimentAnalysis” window, shavn in Figure5,
presentsietailedinformationon eachexperiment. The top
partof the window givesthe clock synchronizatiorresults
for thedifferentmachinesFor the meaningof theseresults,
referto [3]. Thesecondpartof thewindow shavs informa-
tion on eachstateof the selectedstatemachine Eachentry
consistsof the event name,thetime in clock ticks, andan
indicationof whetherthetimeis anupperor lower boundof
theevent. Notethatatime instanton alocaltimeline,when
projectedto the global timeline, becomesa time interval
definedby a lower andupperbound. Hence therearetwo
entriesfor eachevent. The third part of the window shavs



all the occurrencesf afaultin the selectedstatemachine.
For eachfault occurrencethereis anindicationof whether
thefaultwasinjectedproperly, notinjectedproperly, or not

injectedat all. The two boundsrelatedto eachfault are
alsoshavn. The last part of the window shaws the global
timeline for the given experiment. The first columnindi-

catesthe eventtype (statetransitionor faultinjection). The
secondcolumnshaws the statemachinein which the event
occurred.If theeventis a statetransition,the third column
indicatesghe endingstateof the statechangeandthefourth

columnindicatesthe eventthattriggeredthetransition.If a

faultwasinjected thethird columncontainghefaultname.
For both casesthe next column shows the time in clock

ticks, andthelastcolumnindicateswhetherthetime shavn

is alower or upperbound.

6.2 Measure estimation

The goal of measuresstimationin Loki is to provide a
mechanisnmto obtain statistically representatie measures
which areinterestingto the user Loki usesa flexible lan-
guageto describethesemeasures.The definition of mea-
suress doneattwo levels,namely atthe studylevel andat
thecampaigrievel.

Eachof the measurespecifiedat the study level con-
sistsof anorderedsequencef (subsetselectionpredicate,
obsenation function) triples, andis definedfor a particu-
lar study The subsetselectionis usedto selecta subsebf
experimentsasedn the obsenationfunctionoutcomeof
theprevioustriple. Notethatthe subseselectionof thefirst
triple would selectall the experimentsof the study The
predicateis a Booleanexpressiorcontainingqueriesof the
form (statemachine state,time), and (statemachine start
stategvent,time), combinedwvith AND, OR,andNQOT. The
outcomeof the predicateappliedto the global timeline of
anexperimentis calledthe predicatevaluetimelineandis a
combinationof impulsesandsteps. The observationfunc-
tion is definedon the predicatevaluetimeline andits out-
comeis calledthe observatiorvalue Theabovetriplesare
applied,in the specifiedorder, to eachof the global time-
linesin the studyto obtainthe correspondindinal obsena-
tion values.

Measurestthecampaigrievel areobtainedby collating
the final obsenation valuesof differentexperiments. De-
pendingon the methodof collation, and the obsenations
usedduringcollation,statisticallysignificantresultssuchas
thefirst four momentsandpercentiledor variousa-levels
canbecomputedor thesemeasures.

7. Conclusions

This paperdescribed oki, astate-basethultinjectorfor
distributed systems. Loki is uniquein its ability to inject

faultsbasedon a partial view of the global stateof a dis-
tributedsystemandits ability to checkafterwardswhether
thefaultswerecorrectlyinjected. Moreover, Loki provides
a powerful languageo definesophisticatedneasures\We
have shavn in this paperhow ausercan,by usingthe Loki
interface specifythefaultinjectioncampaigrandthefaults
to beinjected executea campaignandanalyzeheobtained
resultsto verify whetherthe faultswere properlyinjected.
Preliminaryperformanceesultsusinga simpleexample[3]
shavedthat,dependingpntheapplicationandthe OS, high
probabilitiesof correctfault injection can be expectedfor
statesn which the applicationwill remainfor at leastsev-
eralOStime-slices.
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