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Abstract

Distributed applications can fail in subtle ways that
dependon thestateof multiplepartsof a system.Thiscom-
plicatesthe validation of such systemsvia fault injection,
since it suggeststhat faults should be injected basedon
the global stateof the system. In Loki, fault injection is
performedbasedon a partial view of the global stateof a
distributed system,i.e., faults injectedin one nodeof the
systemcandependon thestateof othernodes.Oncefaults
are injected,a post-runtimeanalysis,using off-line clock
synchronization, is used to place events and injections
on a single global timeline and to determinewhetherthe
intendedfaultswereproperlyinjected.Finally, experiments
containingsuccessfulfault injectionsare usedto estimate
thespecifiedmeasures. In additionto reviewing briefly the
conceptsbehindLoki andits organization,wedetail Loki’s
user interface. In particular, we describethe graphical
userinterfacesfor specifyingstatemachinesandfaults,for
executinga campaign,and for verifyingwhetherthe faults
were properlyinjected.

Keywords : Distributed systemvalidation, Experimental
evaluation,Fault injection,State-drivenfault injection.

1. Intr oduction

The increasinguseof distributedsystemsto build criti-
calapplicationsmotivatesthedevelopmentof techniquesto
validatetheir dependability. Fault injectionis animportant
andeffective way to validatesuchsystems.However, fault
injectionof distributedsystemsis adifficult andchallenging
task.Thereasonsfor this areasfollows. Thebehavior of a
distributedsystemdependson thestatechangesandevents
occurring in the system’s different processes.Thus, the
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faultsoccurringin sucha systemcandependon its global
state.This necessitatesthat,while injectingfaultsin a sys-
tem,thefault injectorkeeptrackof its globalstateto inject
realisticfaultsand/orerrors.Oneapproachwouldbeto syn-
chronizeatall statechangesin thesystem,but thiswouldbe
fartoointrusive,andmightaffectthebehavior of thesystem
in unacceptableways.Thealternative to synchronizationis
to usestatechangenotificationsto keeptrackof theglobal
state.Thoughthesenotificationsarelessintrusivethansyn-
chronization,fault injectionsbasedon notificationscould
occur in improper states,since the systemcould change
statebetweennotifications. Measurementsbasedon such
improperinjectionsarenot valid.

A fault injector for distributed systemsshouldthus be
ableto inject faultsbasedon theglobalstateof thesystem,
andat thesametime not be too intrusive to thesystemun-
der study. It shouldalso be able to determinewhethera
particularsetof faultswere injectedas intended,so mea-
surescanbe calculatedusingonly the intendedinjections.
With theseissuesin mind,wehavedevelopedaglobalstate-
driven fault injector, called Loki, for distributed systems.
Loki injectsfaultsin adistributedsystembasedonapartial
view of its globalstateobtainedusingnotifications,andcan
determine,usingapost-analysis,whethereachfaultwasin-
jectedas intended. In this paper, we describethe features
of the Loki fault injectorandhow to useit for conducting
a fault injectioncampaign.We alsoprovideanoverview of
Loki conceptsandtheLoki runtimearchitecture.

Other fault injection and measurementtools, includ-
ing EFA [5], Orchestra[4], SPI [2], NFTAPE [7], DOC-
TOR[6], andCESIUM[1], havealsofocusedondistributed
systems.Thesetoolswork well for their intendedpurposes.
However, Loki is uniquein that it supportsfault injections
basedon the global stateof the systemcombinedwith a
powerful languagefor definingmeasures.For acomparison
of thesetoolswith Loki, see[3].

Theremainderof thepaperis organizedasfollows. Sec-
tion2presentsabriefdescriptionof theconceptsunderlying
Loki, namely, partial view of the global state,andoff-line



clock synchronization.Section3 providesan overview of
theLoki runtimearchitecture.Sections4, 5, and6 illustrate
the useof Loki for performinga fault injection campaign.
In particular, Section4 describesthespecificationof acam-
paignusingtheLoki interface;Section5 detailstheexecu-
tion of a campaignusingtheLoki interface;andSection6
explainsoff-line analysisof theexecutionresultsandhow to
obtaintherequiredmeasuresfrom them.Finally, Section7
presentsour conclusions.

2. Review of Loki concepts

In this section,we briefly review the basicconceptsof
Loki, namely, thepartialview of theglobalstateandoff-line
clock synchronization.Additionally, we introducevarious
termsthatareusedin therestof thepaper. More detailsof
whatis presentedherecanbefoundin [3].

Theconceptof stateis fundamentalto Loki. We assume
thatat the desiredlevel of abstraction(for fault injection),
theexecutionof a componentof thedistributedsystemun-
der studycanbe specifiedasa statemachine. The global
stateof thesystemis thevectorof the local statesof all of
itscomponents.Duringthefaultinjectionprocess,it maybe
necessaryto inject faultsin a componentbasedon thestate
of othercomponentsof thesystem.It canbeseenthatto do
this, it is not necessaryto keeptrackof thecompleteglobal
stateof the systemat all times; instead,it is sufficient to
trackan“interesting”portionof theglobalstatethatis nec-
essaryfor theinjectionof therequiredfaults.This interest-
ing portionis calledthepartial view of theglobalstate, and
its selectiondependson the particularsystemunderstudy
andthefaultsto beinjected.

In Loki, the distributedsystem(understudy)is divided
into basicunits (i.e., processes)from eachof which state
information is collectedand into eachof which faultsare
injected. Sucha basicunit of the distributedsystemalong
with the Loki runtimeattachedto it is calleda node. The
Loki runtimemaintainsthe partial view of theglobal state
for eachof thesenodesandinjectsfaultsin themwhennec-
essary. It also recordsstatechangesand fault injections
alongwith their occurrencetimes. The runtimeonly uses
the necessarystatechange notificationsbetweennodesto
keeptrackof thepartialview of theglobalstate.Also, to be
asnon-intrusiveto thesystemaspossible,theruntimedoes
notblock thesystemwhile thesenotificationsarein transit.
Thismeansthatthesystemcouldchangestatewhile theno-
tification is in transit, implying that the partial view could
sometimesbeout-of-date.Thiscouldleadto incorrectfault
injectionsandhenceincorrectmeasures.

To avoid such errors, Loki performs a post-runtime
checkon every fault injection to determinewhetherit has
indeed been performedin the desiredstate (an off-line
checkis usedto avoid the expenseandintrusivenessof an

on-line check). Only the correct fault injectionsare then
usedin computingthe measures.The post-runtimecheck
involvesplacingthelocal timesfrom eachof thenodesinto
a singleglobal timeline andthendeterminingwhetherthe
fault was injectedin the right state. Loki usesan off-line
clock synchronizationalgorithmto translatethelocal times
to a global timeline. Synchronizationmessages,which are
usedby this algorithm, are generatedby the runtime be-
fore and after the applicationexecution. Thesemessages
arenon-intrusive,sincethey aregeneratedwhentheappli-
cation is not executing. This algorithm assumesthat the
drifts of the systemclocksarelinear. A moredetailedex-
planationof the algorithm,alongwith its usein Loki, can
befoundin [3].

3. Overview of Loki runtime architecture

In this section,we provide a shortoverview of theLoki
runtimearchitecture.The runtimeexecutesalongwith the
distributed systemand maintainsthe partial view of the
globalstatenecessaryfor fault injections. It alsoperforms
fault injectionswhenthe systemtransitionsto the desired
statesand collects information regarding state changes,
fault injections,andtheir occurrencetimes.

As shown in Figure1, thereis a Loki runtimefor each
of the nodesin the distributed system. The runtime can
be divided into two main parts: one that is independent
of the systemunderstudyandonethat is dependenton it.
The statemachine, statemachine transport, fault parser,
andrecorder constitutethesystem-independentpart,while
theprobeis thesystem-dependentpart. Thestatemachine
keepstrackof thepartialview of theglobalstatenecessary
for its node.It receiveslocalstatechangenotificationsfrom
the probe,andstatechangenotificationsof remotenodes
from remotestatemachines.The statemachinesof differ-
entnodessendstatechangenotificationsto eachotherusing
thestatemachinetransport.The recorderrecordsthestate
changesand fault injectionsalong with their times of oc-
currence.Booleanfaultexpressionsareusedto triggerfault
injections.Thefaultparserparsesthesefaultexpressionson
everystatechangeandinstructstheprobeto injectthecorre-
spondingfaultwhenanexpressionis satisfied.Theprobein
Loki hasto beimplementedby thesystemdesigner. Thede-
signercaneitherselectaprobeamongthepre-implemented
probesin Loki, or develop his/herown probe. Therefore,
thedesignerwill haveconsiderablefreedomin selectingthe
typeof faultsto inject into thesystem.Theprobemonitors
thelocalnodefor statetransitionsandnotifiesthestatema-
chineof them.Also, it is theprobethatperformstheactual
fault injectionswhen the fault parserinstructsit to do so.
For moredetailsregardingtheruntime,its components,and
their functions,referto [3].

The evaluationof a systemusing Loki can be divided
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Figure 1. Loki runtime architecture

into fivemainphases,namely,

1. An initial synchronization-message-passingphase,

2. A fault injectionandobservationcollectionphase,

3. A secondsynchronization-message-passingphase,

4. Determinationof experimentswith properly injected
faults,and

5. Computationof measuresusingtheseexperiments.

In the remainderof this paper, we show how a system
designercanuseLoki to evaluateasystem,by providing in-
formationaboutthefivephasesof evaluationin Loki. More
specifically, wedescribespecificationandexecutionof fault
injectioncampaignsandoff-line processingusingtheLoki
graphicaluserinterface.

4. Campaign specification

Loki is basedon the conceptof a fault injection cam-
paign. A fault injectioncampaignfor adistributedsystemis
madeupof oneor morestudies. At thestudylevel, thesys-
temis describedusingstatemachines,whicharedefinedby
astatemachinespecificationandafault specification.Each
studyconsistsof a setof experiments, eachof which is one
run of thedistributedapplicationalongwith thefault injec-
tionscorrespondingto thestudy. Campaignscanbedefined
usingLoki’ sgraphicaluserinterface,theLoki interface.

TheLoki Manager, shown in Figure2, controlsthemain
functionality of the Loki interface. The panelof buttons
alongthebottomof theLoki Managerallowsacampaignto
be imported,exported,created,deleted,or copied. After a
campaignis created,it canbespecifiedwith the“Edit Cam-
paign”button.ThislaunchesaCampaignManagerwindow,
which is similar to the Loki Manager, usingwhich studies
for the selectedcampaigncanbe created,deleted,copied,
or edited.If astudyis edited,aStudyManageris launched,
whichisalsosimilarto theLoki Manager. Threeparameters

Figure 2. The Loki manager

of the studymustbe specifiedin the StudyManager: the
numberof experimentsin the study, the time betweenex-
periments,andtheapplicationtimeout.TheStudyManager
also allows statemachinesto be created,deleted,copied,
andedited. After thestatemachinesfor a studyhave been
created,eachstatemachinemust be definedwith a state
machinespecificationanda fault specification,andthedis-
tributedsystemmustbeinstrumentedfor thestudy.

4.1. Statemachinespecification

Statemachinespecificationis doneusingtheStateMa-
chineEditorwhichcanbeseenin Figure3, andis launched
from theStudyManager. TheStateMachineEditor’s“File”
menu allows the user to save and close the editor. The
“Edit” menuprovidesundofunctionality for the statema-
chinecanvasandtheability to setthestatemachine’sprop-
erties. The third menuitem is the “Panel” menu; and it
determinesthe control modeto be usedwhen editing on
thestatemachinecanvas.Thelastmenuitem is the“Panel
Size” menu,which allows the sizeof the canvasto be in-
creasedor decreased.

The threebasiccomponentsthat can be placedon the
statemachinecanvasarestates,event-triggeredstatetransi-



Figure 3. The state machine editor

tions, and commentboxes. Statesare representedon the
canvas by namednodes. The statetransitionsare repre-
sentedby connectionlines betweentwo states. The con-
nectionlinesareassociatedwith eventsthattriggerthetran-
sitions.Thecommentboxesaretext areasthatcanbeused
to noteadditionalinformationaboutthestatemachine.The
type of componentsthat areplacedon the canvasis deter-
minedby thecontrolmodethatis selectedfrom the“Panel”
menu,e.g.,in the“State” mode,statescanbeplacedon the
canvas.Whenastateis created,it is givenaname,andalist
is designatedof statemachinesthatshouldbenotifiedwhen
the statemachineentersthe state. This list helpsthe state
machinesto maintainthe partial view of the global state.
Whenastatetransitionis created,theeventthattriggersthe
transitionmustalsobeprovidedby theuser.

4.2. Fault specification

After the statemachineshave beenspecified,the fault
specificationsshouldbe defined. The Fault Specification
Editor is launchedfrom the Study Managerat the same
time asthe StateMachineEditor. It shows a listing of all
the faults that shouldbe injectedinto the statemachine’s
correspondingapplication. The fault specificationof each
fault consistsof threeparameters.They arethefault name,
a fault expressionthatdetermineswhenthefault shouldbe
injected,andanindicationof whetherthefaultshouldbein-
jectedonly thefirst timethattheexpressionis true,or every
time that the expressionbecomestrue. As describedear-
lier, theactualfault injectioncodeis calleda “probe.” The
methodfor specifyingaprobeis givenin Section4.3.

The main part of the fault specificationis the fault
expressionthattriggersthefault. Theexpressionrepresents
some partial view of the global state in the distributed
system. The variablesin the fault expressionare (state

machine:state)pairs. The expressionsmake useof ‘&’ for
an AND, ‘ | ’ for an OR, and ‘ ˜ ’ for a NOT. An example
expressionis:

((StateMachine1:State5)&(˜(StateMachine3:

State3)))

This indicates that a fault should be injected when
StateMachine1is in State5and StateMachine3is not in
State3.

4.3. Instrumenting the distrib uted system

After thestatemachineandfaultspecificationsin astudy
have beendefined,the applicationcorrespondingto each
statemachinemustbe instrumented.The Loki runtimeis
implementedin C++; therefore,the instrumentedportion
mustalsobeprogrammedin C++. Therearethreestepsto
instrumentanapplication:

� ProbeImplementation

� EventNotification

� Useof appMain()

A probemustbedefinedfor theapplication,andits in-

jectFault() function mustbe implemented.This func-
tion takesin a fault name(which correspondsto the name
givenin thefaultspecification),implementsinjectionof the
fault,andreturnsthetimewhenthefaultis actuallyinjected.
By having the Loki userwrite the injectFault() code,
Loki is capableof providing a high degreeof freedomin
thetypesof faultsinjected.Theprobeshouldalsoindicate
to thestatemachinetheoccurrenceof eventsthatwerespec-
ified in thestatemachinespecification.This is doneusing
thenotifyEvent() methodof thestatemachineandpass-
ing theeventnameandthetimeatwhich theeventoccurred
asparameters.Anotherrequirementis thatappMain() , in-
steadof main() mustbeusedto starttheapplication.

Theinstrumentationcanbeperformedbothwhentheap-
plication’s sourcecodeis availableandwhenit is not. If it
is available, then the probecanbe integratedinto the ap-
plicationcode.notifyEvent() andinjectFault() can
directly bea partof theapplication’s sourcecode.For this
to bedone,theapplication’smain() functionshouldbere-
namedto appMain() . If the sourcecodeis not available,
theprobecanbeusedasa monitorfor theapplication.The
probe’s appMain() function is usedto start the applica-
tion, andit canmonitor the application’s input andoutput
for events.Theseeventsarethencommunicatedto thestate
machineusingthenotifyEvent() method.Theinject-

Fault() methodcaninject faultsfrom outsidetheapplica-
tion. Thefirst approachprovidesmoreaccurateeventnoti-
ficationandfault injection,but it is moreintrusive thanthe
secondapproach.



Figure 4. The experiment manager

5. Campaign execution

After a campaignis fully specified,it canbe executed.
To do this, theExperimentManager, shown in Figure4, is
launchedfrom the Loki Manager. Thereare six parame-
tersin the top panelof the ExperimentManagerthatmust
be set beforea campaignis executed. The Loki runtime
passessynchronizationmessagesfor theoff-line clocksyn-
chronizationas discussedin Section2. Thesemessages
arepassedbetweenall the hostsin the distributedsystem.
Thefirst two parametersrepresentthe numberof synchro-
nizationmessagesthatshouldbepassedbeforeeachexper-
iment,andthedelaybetweenthosemessages.Thenext two
parametersare similar, but correspondto synchronization
messagesthat arepassedafter experiments. The fifth pa-
rameterindicatesthe port numberthat thesynchronization
messagesshouldbepassedon. Thelastparameterspecifies
whetherthesynchronizationmessagesareto bepassedafter
eachexperiment,or aftereachstudy.

Onceall theparametersareset,thecampaigncanbeexe-
cutedwith the“ExecuteCampaign”button.It executeseach
studyoneafter another. Within eachstudyit executesthe
specifiednumberof experiments,passingsynchronization
messagesas indicatedabove. During execution,the mid-
dle panelof the ExperimentManagerindicatesthe current
studyanddisplaysthe experiment’s progress.The bottom
panelindicateswhetherstudiesandexperimentsweresuc-
cessfullyexecuted.

6. Off-line processing

Off-line processingconsistsof two steps: campaign
analysisand measureestimation. The campaignanalysis

Figure 5. Analysis window for an experiment

createsglobal timelinesfor the differentexperiments,and
determineswhetherthefaultswereproperlyinjected.Mea-
sureestimationin Loki usestheresultsof theseproperfault
injectionsto calculatestatisticallyrepresentativemeasures.

6.1. Campaignanalysis

Two windowsareusedduringcampaignanalysis:“Anal-
ysis,” whichperformsanalysiscomputationsfor acampaign
and displayspreliminary resultsfor a study, and “Exper-
iment Analysis,” which shows the details for a particular
experiment.Theconversionto globaltimelineis doneonly
oncefor eachstudy. Whenthe analysisis run for the first
time, the “Analysis” window is disabled,anda dialogbox
showstheprogressof theconversionto aglobaltimeline. If
theconversionto theglobal timelinehasalreadybeenper-
formed,the “Analysis” window allows the userto selecta
studyin orderto obtaina reportof how many faultswere
correctly injected,incorrectly injected,andnot injectedat
all for eachstatemachinein the study. The usercanalso
focuson oneparticularexperimentof thestudyby clicking
the“ExamineAnalysis”button.

The“ExperimentAnalysis” window, shown in Figure5,
presentsdetailedinformationon eachexperiment.Thetop
partof the window givesthe clock synchronizationresults
for thedifferentmachines.For themeaningof theseresults,
referto [3]. Thesecondpartof thewindow shows informa-
tion on eachstateof theselectedstatemachine.Eachentry
consistsof the event name,the time in clock ticks, andan
indicationof whetherthetimeis anupperor lowerboundof
theevent.Notethata time instantona local timeline,when
projectedto the global timeline, becomesa time interval
definedby a lower andupperbound.Hence,therearetwo
entriesfor eachevent. Thethird partof thewindow shows



all theoccurrencesof a fault in theselectedstatemachine.
For eachfault occurrence,thereis anindicationof whether
thefaultwasinjectedproperly, not injectedproperly, or not
injectedat all. The two boundsrelatedto eachfault are
alsoshown. The last part of the window shows the global
timeline for the given experiment. The first column indi-
catestheeventtype(statetransitionor fault injection). The
secondcolumnshows thestatemachinein which theevent
occurred.If theevent is a statetransition,thethird column
indicatestheendingstateof thestatechange,andthefourth
columnindicatestheeventthattriggeredthetransition.If a
faultwasinjected,thethird columncontainsthefaultname.
For both cases,the next column shows the time in clock
ticks,andthelastcolumnindicateswhetherthetimeshown
is a loweror upperbound.

6.2. Measureestimation

The goal of measureestimationin Loki is to provide a
mechanismto obtain statistically representative measures
which areinterestingto the user. Loki usesa flexible lan-
guageto describethesemeasures.The definition of mea-
suresis doneat two levels,namely, at thestudylevel andat
thecampaignlevel.

Eachof the measuresspecifiedat the study level con-
sistsof anorderedsequenceof (subsetselection,predicate,
observation function) triples, and is definedfor a particu-
lar study. Thesubsetselectionis usedto selecta subsetof
experimentsbasedon theobservationfunctionoutcomesof
theprevioustriple. Notethatthesubsetselectionof thefirst
triple would selectall the experimentsof the study. The
predicateis a Booleanexpressioncontainingqueriesof the
form (statemachine,state,time), and(statemachine,start
state,event,time),combinedwith AND, OR,andNOT. The
outcomeof the predicateappliedto the global timeline of
anexperimentis calledthepredicatevaluetimelineandis a
combinationof impulsesandsteps.Theobservationfunc-
tion is definedon the predicatevaluetimeline andits out-
comeis calledtheobservationvalue. Theabove triplesare
applied,in the specifiedorder, to eachof the global time-
linesin thestudyto obtainthecorrespondingfinal observa-
tion values.

Measuresat thecampaignlevel areobtainedby collating
the final observation valuesof differentexperiments.De-
pendingon the methodof collation, and the observations
usedduringcollation,statisticallysignificantresultssuchas
thefirst four moments,andpercentilesfor various � -levels
canbecomputedfor thesemeasures.

7. Conclusions

ThispaperdescribesLoki, astate-basedfault injectorfor
distributedsystems.Loki is uniquein its ability to inject

faultsbasedon a partial view of the global stateof a dis-
tributedsystemandits ability to checkafterwardswhether
thefaultswerecorrectlyinjected.Moreover, Loki provides
a powerful languageto definesophisticatedmeasures.We
haveshown in this paperhow a usercan,by usingtheLoki
interface,specifythefault injectioncampaignandthefaults
to beinjected,executeacampaign,andanalyzetheobtained
resultsto verify whetherthe faultswereproperly injected.
Preliminaryperformanceresultsusingasimpleexample[3]
showedthat,dependingontheapplicationandtheOS,high
probabilitiesof correctfault injection canbe expectedfor
statesin which theapplicationwill remainfor at leastsev-
eralOStime-slices.
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