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Abstract overcome this limitation, one often has to add extra com-
Many sophisticated formalisms exist for specifying com- ponents to a model (e.g. places and transitions if model-
plex system behaviors, but methods for specifying perfor-ing using SPNs) to collect the desired information. These
mance and dependability variables have remained quite components are not part of the system being modeled, and
primitive. To cope with this problem, modelers often must must change whenever one desires new information from
augment system models with extra state information andthe model.
eventtypes to support particular variables. This oftenleads t js thys often the case that several different models of
to models that are non-intuitive, and must be changed t05 gystem must be built in order to obtain the desired per-
support different variables. To address this problem, we ex-formance measures. Changing the model can be a time-
tend the array of performance measures that may be OleriVedf:onsuming procedure, since it then must be validated to
from a given system model by developing new performanceyarantee thatit is still an accurate representation of the sys-

measure specification and model construction techniquestem ynder study. We address this problem by extending per-
Specifically, we introduce a class of path-based reward vari- formance measure specification and state-space construc-

ables, and show how various performance measures mayion procedures to allow more flexible use of a given model.
be specified using these variables. Path-based reward vari-this is made possible by 1) extending current reward vari-
ables extend the previous work with reward structures to al- 5pje specification methods to include variables that have
low rewards to be accumulated based on sequences of stategtate” and can capture behavior related to sequences of
and transitions. To maintain the relevant history, we intro- eyents and states, and 2) extending current state-space con-

duce the concept of a path automaton, whose state transi-ction algorithms that build stochastic processes that are
tions are based on the system model state and transitions,jjored to the variable(s) of interest.

Furthermore, we present a new procedure for constructing h ¢ berf di

state spaces and the associated transition rate matrices that | € USe of performance measures to direct state-space
support path-based reward variables. Our new procedure construction is not new, but has been limited to supporting
takes advantage of the path automaton to allow a single sys/UMPing based on symmetries for analytic models. In par-
tem model to be used as the basis of multiple performancdicular, [15] uses standard rate and impulse-based reward

measures that would otherwise require separate models or’ariables to put limits on the lumping that can be achieved
a single more complicated model. because of symmetries in a model, and to support impulses

that depend on particular activity completions. Path-based
) reward variables for impulses have been considered, but
1. Introduction only to the extent that their use did not change the state
space that is generated. Specifically, [13] considers the use
Many sophisticated formalisms now exist for specifying of such variables, but limits their use to impulses on se-
complex system behaviors, and many tools exist that canquences of instantaneous events in order not to change the
convert a model specified in the formalism to an underlying set of (stable) states that is generated.
stochastic process that can be solved. Specification methods oyr work extends previous work in two important ways.
for performance .and dependablllty variables, _On the OtherFirst, we provide support for a more genera| class of re-
hand, have remained quite primitive by comparison. For ex-\ard variables for a given system model. In particular,
ample, most stochastic Petri net (SPN) tools require a usefye support the definition of measures that depend on se-
to specify performance and dependability variables in termsquences of states and events that may occur. Examples of
of a rate defined on the states of the model, and possibly, aRariables whose specification is facilitated by these meth-
impulse defined on each event (e.g., transition in a SPN). Topds include computations of probabilities of occurrence of
*This material is based upon work supported by DARPA/ITO under pamCUIar.recovery actions, which have multlp_le steps, an.d
Contract No. DABT63-96-C-0069. Any opinions, findings and conclu- COmputation of measures related to consecutive Pe” loss in
sions or recommendations expressed in this material are those of the auATM networks, among others. We do this by introduc-
thors and do not necessarily reflect the views of DARPA/ITO. ing the “path automaton,” a finite automaton that can be




used to define rewards on sequences or sets of sequences  state of the model is defined as a mapping S —

of system model states and/or transitions (both timed and IN, where for alls € S, u(s) is the value of state
untimed). By building the required memory into the per- variables. LetM = {u | p : S — IN} be the set of
formance measure specification, we simultaneously accom- all such mappings.

plish two goals: we make more flexible the specification

of complex performance and dependability variables, and e FE is the set of events that may occur.

we avoid the need to develop multiple system models. This

approach offers the advantage of a single, smaller, system e ¢: E x M — {0,1} is the event enabling function.

model that is easier to construct and validate. Multiple per- For eache € E andu € M, (e, p) = 1if evente
formance measures defined on multiple path automata may may occur when the current state of the modet,is
then be defined relative to the single system model. and zero otherwise.

Second, we provide procedures for automatic construc-
tion of a state space that supports the specified variables ® A : E x M — (0,00) is the transition rate function.
from the definition of the system model, path automata, and For each event and stateu such thats(e, u) = 1,
reward structures. Note that the choice of variables as well evente occurs with rate\(e, 1) while in stateg.
as system model determine the state space that is generated,
and different variables result in different size state spaces ® 7:E x M — M is the state transition function. For
for the same system model. In addition, these state genera- eache € Fandu € M, 7(e,n) = p/, the new state
tion procedures include automatic support for state-space of the model that is reached whemccurs in.
truncation for the case of performance measures defined
over intervals terminated upon satisfaction of a condition  We now present a simple example to illustrate this mod-
on the system model, such as entrance to a particular stateling formalism. We will also use the same example in
or the occurrence of a sequence of states and/or transitionsSection 5 to illustrate our state-space construction methods.
This is made possible by the use of path automaton “final Consider the state transition diagram in Figure 1. This sys-
states,” which are interpreted by the state-space constructem has a single state variable and two events, each of which
tion procedure as indicating that the model state reacheds enabled in each state. Thiis= {s;} andE = {ej, ea}.
upon entry to the final state should not be explored any fur- The state variable takes values in the{de®, 3, 4}, leading
ther. to state mappingg; = (s1, 1), g2 = (s1,2), ug = (s1,3)

The remainder of the paper is organized as follows. Theandu, = (s1,4). Since each eventis enabled in each state,
next section describes a model specification formalism thate (e, 1) = 1 for all (e, ) € E x M. We define the rate of
we use to simplify the exposition of the ideas in this pa- occurrence ot; in any of the four states to bg and the
per. Section 3 introduces the new concept of a path-basedate ofe, to bed. The definition of the model is given in the
reward variable, and Section 4 shows how various perfor-tables of Figure 1.
mance measures may be specified using path-based reward A model executes as follows. Starting in a statethe
variables. Then, in Section 5, we present new proceduresnabled eventsiZ(u) = {e | e(e,u) = 1}, compete to
for automatically generating a state space that supports mulcause the next state transition. Each event occuys i
tiple path-based reward variables, and summarize the relerate)(e, u1). If evente occurs inu, the next state is given by
vant numerical solution techniques. Section 6 gives an ex-r(e, ). The probability distribution over the set of states
ample model and some results on the variation of state spac¢hat may be reached in one transition frans determined
size for different performance measures. in the usual way from the relative magnitudes of the event
occurrence rates. In the example model of Figure 1, the
mean holding time in each stateﬁ—e and the probability

of a clockwise move via; is ﬁ.

In this section we review a simple model description for- Models are created to answer questions about a system.
malism, defined in [10]. Our objective in introducing this We give such questions the generic name “performance
formalism is to simplify the presentation of our ideas for measures,” which we use in a broad sense, encompassing
variable specification and state-space construction, which@ll the standard performance, dependability, and performa-
are independent of the details of the actual modeling lan-Pility measures that have been defined in the literature. As
guage. While this formalism is well suited to our purpose, Pointed out in [6], directly formulating performance mea-
it is a low-level formalism, and leads to verbose and some-Sures defined at the system level in terms of a stochastic
times unwieldy model definitions. However, many different Process representation of a model is not always feasible, due
high-level modeling languages can be mapped to this for-t0 the complexity of the mapping. Therefore, itis necessary
malism. We demonstrate one such mapping through our(as well as desirable) to define performance measures at a

2. Model specification

use of a stochastic activity network in Section 6. high level. The concept of a “reward structure” has been es-
tablished as a useful technique for specifying performance

Definition 1 A modelis a five-tuplg(S, E, £, A, ) where measures on models [5, 1, 16]. Defined at the model level, a
reward structure associates reward accumulation rates with

e Sis aset of state variablegsy, so, . . ., s, } that take model states and impulse rewards with model events. Per-

values inIV, the set of nonnegative integers. The formance measures are then defined in terms of a reward



State transition diagram

el

State variables

Transition function and rate

Identifier

Description

S1

model state

State| Event| Next State| Rate
1 el 2 )
€9 4 0
2 el 3 1)
€9 1 0
3 €1 4 ¢
€9 2 0
4 el 1 1)
€9 3 0
Event set
Identifier | Description Enabling Condition
e1 clockwise always enabled
e counter clockwise always enabled

Figure 1. Example model

structure and a variable specification, which together de-Definition 3 A path automatondefined on a model,
fine a random variable calledraward variable.Common
examples of such reward variables are the instantaneous re-

ward at timet and the reward accumulated over the interval

[t,t +1].

3. Path-based reward variables

(S, E,e, A\, 1), is afour-tuple(X, F, X, §), where

e Y is the nonempty set of internal states;

Fis a (possibly empty) set of final states;
e X = F x M is the set of inputs; and

0 : ¥ x X — YU F is the state transition function,

We wish to evaluate a performance measure that is based where for any internal state € X and input pair
on a sequence of model states and events. We call such a z € X, §(o, z) identifies the next state.
sequence a “path,” and such measures “path-based perfor-

mance measures.” Formally,

Definition 2 Apath (u1,e1)(u2,e2), ..., (tn,en), IS ase-
guence of ordered pairs whefg is a model state and; is

a model event.

We say a path ifmitialized when the model enters the first
state in the path. A pattompletesvhen the last pair in the
sequence is satisfied. A pathabortedif the sequence is
violated, for example ik3 occurs inus instead ofe;. Defi-

nition 2 identifies a particular path, and there are many such
paths in any given model. Sometimes the level of detail

The path automaton executes as follows. Starting from an
initial statecy € 3, input pairs from the model are read,
one for each state transition of the model. For each input
pairz € X, the state transition functiof(o, =) identifies
the next automaton staté € X U F. If ¢/ € F then the
path automaton halts. We say a pathlistinguishedy an
automaton if completion of the path leaves the automaton
in a final state.

We propose to evaluate path-based performance mea-
sures using path automata, together with “path-based re-
ward structures.”

supported in this definition of path is not needed. For ex- pefinition 4 A path-based reward structutefined on path

ample, suppose that we are only interested in a sequence of,
eventsey, e, e3, Without regard to which states are visited.

utomatonX, F, X, §) is a pair of functions

If there are many possible states that can be visited during e C: ¥ x X — IR, theimpulse reward functionwhere
this sequence of events, then many different paths must be for all internal statess € ¥ and input pairse € X,
specified. For situations like this, we need a convenient for- C(o, ) is the impulse reward earned when the path
malism for describing sets of paths.

To facilitate path-set specification, we introduce the

automaton is in state and receives input pait.

“path automaton.” The inputs to the automaton are amodel ~® R : £ x M — IR, therate reward functiopwhere for
eventand the model state in which it occurred. For example, all internal statess € X and model stateg € M,
(e, p), indicates that evertoccurred in model state. The LW wr
automaton state transition function defines the next state in the path automaton is in stateand the model is in
terms of the current state and the input pair. Formally,

R(o, 1) is the rate at which reward is earned when

stateu.



The path-based reward structure is a generalization of the (p1,ed) (p2,e1) (p3,el)
standard (state-based) reward structure, since depending on
the internal state of the path automaton, different rate re- ‘e e G <>
wards can be assigned to the same model state and different
impulse rewards to the same model event. This is not pos-
sible with standard reward structures. On the other hand,
any standard reward structure is easily represented using a
path-based reward structure where the path automaton has
only one state.

Reward variables can be constructed from the path-based
reward structure and several random variables defined on

the evolution of the model and the path automaton. The fol- . S
lowing random variables serve as components from which 'andom times are callestopping timesPerformance mea-

we may construct a broad array of performance measures: SUres based on stopping times are easily handled by our for-
malism for path-based reward variables. We define the ran-

is an indicator random variable representing dom variablel'r to be the instant that the path automaton
entersF, the set of final states. Now we can defivig,
as the instantaneous reward immediately following entry to
F, andY}; 1., as the reward accumulated from tirantil
o J1 s a random variable representing the total S toF.

(o,e,1) In the next section, we show how path-based reward vari-

time during the intervalt, ¢ + ] that the automatonis  gples can be used to obtain various performance measures.
in states and the last input pair wag, 11); and

Figure 2. Path automaton for probability of
completion of (u1,e1)(p2,e1) (13, e1)

o It
(0,e,10)
the event in which at time, the path automaton is in

states and the last input pair wag, u);

o N'“"*Uis an indicator random variable representing 4. Example performance measures

(0,e,11)
the number of times within the intervl ¢ + {] that
the automaton is in state and receives input pair Given a model and a path, there are many different ques-
(e, p). tions one might ask. First, we may want to know the proba-

. . ' bility of traversing the path. Given that the path is traversed,
Following the approach in [15], we can now define the re- pqy jong does it take? How many times was the path com-
ward variables we need for evaluating the various perfor- pieted in some interval? What is the chance of finding the

mance measures. model in the middle of traversing the path, at some arbitrary
. time point? What is the total time spent traversing the path
Vi = Z (Cloy2) + R0y 1) * L (50 within some interval? In this section we show how all of
(o,x)EDXX these questions may be answered using path-based reward
variables.
is the instantaneous reward at timeNote that in the usual The model described in Figure 1 will be used to demon-

caseC would be zero for this type of variable. Otherwise the strate the use of path-based reward variables. First we iden-
Interpretation Is that the Impulse associated with the mOSt“fy a path Consider the fo”owing sequence of events:
recent event that occurred prior tas accumulated along  starting from statel, the process visits stat&s 3, and4

with the rate reward corresponding to the current automatonin exactly that order, with no other excursions. The path

and model state pair. (111, €1)(p2, €1)(us, €3) captures this sequence of events.

To compute the probability of traversing the path before

Y= », Cloz)- N([f;:;” + R(o, ) - J([';’t/j)” timet, we use the path automaton shown in Figure 2, where

(0,2)ESX X ’ ’ a path completion causes a transition to a final state.

The state transition diagram in Figure 2 maps to the for-

is the reward accumulated over the intervat + []. mal tuple-notation as follows. States of the automaton ap-
pear in the diagram as labeled circles. If there are final

Yt 4 states, they are denoted by two concentric circles. Each arc

Wit = 1 between two states is labeled with the input that causes the

transition represented by the arc. Unlabeled transitions are
is the time-averaged accumulated reward over the intervaltreated as “else” conditions. When we do not label an arc,
[t,t+1]. we mean that the transition is taken if the input does not

So far we have considered reward variables that give usmatch a labeled arc.

access to the value of the reward structure at fixed times The probability of traversing the path before timés
or over intervals defined by fixed times. Some path-basedthen the probability of finding the path automaton in its final
performance measures, such as time to completion, call forstate at time. Thus we use the reward structure
an interval that is based on the random time at which some
event occurs. In the literature on stochastic processes such Clo,z) = 0



(u1,e1) (p2,e1) In most cases we want to be able to obtain as many dif-
ferent performance measures as possible from a single state
e‘e e space. Our method supports multiple performance mea-
sures on a single state space, but they must be “compatible,”
in a way which we will now describe precisely. A single
state space can only support (one or more) fixed times, or
one (random) stopping time. For this reason, if a stopping
. time, Tr, is used, we restrict the set of reward variables de-
pletions of (u1, e1)(p2, €1)(us, €1) fined on a single state space such that each reward variable
in the set is defined in terms @f. Thus two performance
measures areompatibleif they both refer to fixed times
1 ifo=D or they both refer to the same stopping time. Suppose that
R(o,u) = { 0 otherwise () we define two path-based reward variablgsandwvs, on a
model, and that; is defined on a path automaton that has a
final state. For example; might measure the time to first
completion of some pathy;, while vy counts the number
of completions of a different pathp,. Clearly,v; andwvs
are most likely defined on different path automata. Yet, as
CﬂatEd previously, if a stopping time is present, all variables
ust be defined relative to that time in order to be supported

Figure 3. Path automaton for number of com-

and evaluatd’[V;], the expected value &f. SinceV; = 1
if the path completed ant; = 0 otherwise,E[V] is the
probability that the path completes before

To compute the time to completion of the considered
path, we use the path automaton in Figure 2, and the rewar

structure by the same state space. Thyss subordinate t@, in the
Clo,z) = 0 sense.thazb, if it is to be supported by the same state space
’ ] aswy, is understood to measure the number of completions

Ro,p) = 1 ifo#D of p, prior to the time of the first completion gf. For ex-

’ 0 otherwise. ample, if we desire results for constant timand stopping

) o ) timesTr, andTF,, three different state spaces are needed.
The time to completion is the reward variablg ., where,  Another ramification of this restriction is that a state space

for this automatonf’ = {D}. can only support one path automaton that has a nonempty
To count the number of completions of this path, we need set of final states.
to assign an impulse reward of 1(@s, 1), but only if this This section has demonstrated how a variety of perfor-

eventis preceded by:;, e1) (12, €1). In addition,wedonot  mance measures can be specified using path-based reward
want path completion to be a final state, since this perfor-variables. Specific examples related to performance and de-
mance measure is defined over multiple completions. Thependability are given in Section 6. In the next section, we
path automaton in Figure 3 is suitable for this performance discuss the problem of constructing a state space that sup-
measure. The reward structure for counting the number ofports path-based reward variables.

completions of the path is

Clox) = 1 if o =Candz = (us3, e1) 5. State-space support
@)= 0 otherwise

R(o,p) = 0. ) We have now presented path-based reward variables and
demonstrated how to use them to derive various perfor-
An impulse reward of 1 is assigned to the transition from mance measures. In this section we present a method for
path automaton stat€ to A if this transition is caused by ~ constructing state spaces that support these variables.
eventp occurring in model stat€’. The number of comple- The first step is to _prowde a precise def|n|t|or_1 of a state.
tions of the path within the intervél, ¢ + 1] is Yj; ;.- We wish to allow multiple path-based reward variables to be
The probability of finding the model on the path at time associated with a given model. In general, this means that
¢ and the time spent traversing the path within some inter- there will be multiple path automata and multiple reward
val are closely related; they have the same reward structureStructures to manage. Suppose that therexatiéferent re-
Each performance measure can be Computed by using thé\/ard variables defined on a model. Each reward variable

path automaton in Figure 3 and the reward structure comprises_a path automaton and a path-based reward struc-
ture. We index the path automaton and reward structure
Clo,z) = 0 definitions byi = 1,2, ..., n, so that, for exampld, is the

state transition function for thieth path automata. Thus we

1 ifo=Aandu = are led to the following definition of a state.

Rio,p) = 1 ifoe{B,C}
0 otherwise. Definition 5 For a model and a set of path-based reward

. ) variables, astateis a four-tuple(c/[], u, c[], r[]) where
The expected value df; gives us the desired result. To

get the total time spent in states on the path in the interval e o[ is an array of path automaton states, whetf¢ is
[t,t + 1] we evaluatd’; ;). the internal state of théth path automaton;



U : unexplored states
E(s) : events that may occur is1

1. Initial statesy = (UQ[],IL0,0,TO[])

3. §= {80}

4. whileU # 0

5. chooses € U

6. U=U-{s}

7. E(s)={ec E|e(e,s.u) =1}

8. for eache € E(s)

9. w =rT(e,s.u)

10. fori =1ton Figure 5. Markov process state transition dia-

11. o'[i] = 0i(s.oli], s.p, €) gram for simple model

12. cli] = Ci(s.ofil, s.u, €)

13. rli] = Ri(o'[i], 1)

14 s'= (o'l c[], r[])

15. ifs' ¢ S states and the set of visited states. At line 4, starting from

16. S=SU{s} the initial state, a breadth-first search of the state space is

17. if o'[1] ¢ F conducted.

18. U=Uu{s) First, we choose a membe, c_)f the set of ynexplored

. states (line 5). The next step (line 7) is to find the set of
19. add arc frons to s” with rate (e, s.u) events,E(s), that may occur in the current state. For each
event the next model statg’, is found (lines 8-9) by eval-
uating the model state transition function At this point
, , we have all the information needed to compute the reward

Figure 4. Procedure for constructing a state structure for the new state. For each reward variable, we
space that supports multiple path-based re- compute (lines 10-13) the next automaton state, the impulse
ward variables reward fore occurring inu, and the rate reward for the new

automaton state, model state pair. These elements form the
new stateg’, constructed in line 14.

Then (line 15) we check to see if we already visited this
state. If not,s’ is a new state and we add it to the set of
states (line 16). As long as the first path automaton in the
array did not enter a final state as a result of the event that
just occurred, we also add the new state to the set of un-
explored states (line 18). We do not add the state to the

e r[] is an array of rate rewards for this state, where unexplored set if it corresponds to a final automaton state,

r[i] is the rate reward for thé-th reward variable. because in this case we want the state to be an absorbing

state in this state space, even if it would not be an absorbing

Note thatr[], the array of rate rewards, is determineddoy ~ State in the model. We do this in order to support evaluation
andy, the automaton and model states, so it does not add t@f reward variables defined in terms of stopping times. We
the state space. However, it is convenient for our presentaWill discuss this further at the end of this section. Finally,
tion to include the complete reward structure in the notion in line 19 we add a transition from the current state the
of state. In an implementation, some additional flexibility new states’. The process just described repeats until there
can be achieved by defining rate rewards separately fromare no remaining unexplored states.
the states. As stated at the end of Section 4, the set of path To demonstrate the construction procedure, we use the
automata supported by a single state space can only includsimple example of Figure 1. The Markov process con-
one automaton wherE is nonempty. We use the conven- structed directly from the model in Figure 1, without ac-
tion that if there is a path automaton with # 0, it takes counting for any performance measures, is shown in Fig-
the first position in the array of automaton definitions. ure 5. We now construct state spaces for two path-based

Figure 4 shows a procedure for constructing state spacegerformance measures, one of which is defined on an inter-
that support multiple path-based reward variables. In line val determined by a stopping time. The first example is the
1, the initial states is identified by the initial state of each  probability of path completion. To support this variable, we
path automaton, the initial model state, and the initial re- use the path automaton of Figure 2 with the reward structure
ward structure values for each reward variable. By conven-in (1). The state space is shown in Figure 6.
tion, the initial impulse rewards are zero, which is indicated  As a second example, we consider the number of com-
by 0. In lines 2 and 3 we initialize the set of unexplored pletions within an intervalt,¢ + []. For this performance

e 4 is the state of the model;

e c[] is an array of impulse rewards for this state, where
clt] is the impulse reward for thieth reward variable;
and



work
arrival

Figure 6. State-space supporting probability oos

of completion of path (p1,e1), (12, €1), (13, €1)

by time ¢ Figure 8. SAN model of fault-tolerant com-
puter system

occupancy probabilities at tintewhich we then use as the
initial state distribution for the methods used 5 7).
The time-averaged accumulated rewdnd; ;) is easily
derived fromY".

6. Fault-tolerant computing example and re-
sults

The size of the state space that is needed to support a
path-based reward variable clearly depends on the under-
lying model and the nature of the path automaton. In this

Figure 7. State-space supporting number of section we introduce a larger model and investigate the vari-

completions of path (u1,e1), (12, e1), (13, e1) ation in the size of the state space required for several path-

based reward variables.
As mentioned in Section 2, the modeling formalism in-
troduced there and used to develop the variable specification
measure, we use the path automaton in Figure 3 and the reand state-space construction procedures is not intended to
ward structure in (2). The constructed state space is showrbe used for large models. For the example modelin this sec-
in Figure 7. tion, we use a stochastic activity network (SAN) [7] to rep-

After the state space has been constructed, the modetesent the system. Each place in the SAN is a state variable
needs to be solved for the performance measures of interin the formalism of Section 2. The possible stable mark-
est. Table 1 summarizes examples of solution proceduresngs of the SAN correspond to state variable mappings in
that can be used to obtain the reward variables defined inthe formalism. We now define the mapping between events
Section 3. In the tabley is the vector of steady-state oc- in our formalism and events in a SAN. The completion of
cupancy probabilities and SOR stands for Successive Overa timed activity, a case selection, and a sequence of instan-
Relaxation. The distribution of the instantaneous reward taneous activity completions, if any instantaneous activities
variableV; is completely determined by the state occupancy are enabled, is mapped to an event in our formalism. Using
probabilities at time, which may be computed using uni- SAN terminology, we map each possible “stable step” [14]
formization for timet or by standard Gauss-Seidel or SOR to an event in the formalism. The state transition function
for the limiting casél; , . ForY} ,,, the expected value is determined by the execution rules of the SAN, as are the
is easily obtained using uniformization. Techniques for cal- event enabling function and the event rate function.
culating the distribution o¥7; ;) are much more sophisti- We model a computer system designed to function in the
cated but available (see, for example, [17, 4, 11, 3, 12, 8]). presence of software faults. A stochastic activity network

To evaluateY]y 1., the methods described in [5, 2, 9, model of the system is shown in Figure 8. The system has
18] can be used to compute the distribution of the reward two modes of operation: normal and diagnostic. In normal
accumulated until absorption. FBJ; r.; we need the state  mode, there is one token in plaiermal and in diagnostic




Table 1. Methods for evaluating the reward variables

| Reward Variable] Solution Method | Obtainable Information
Vi Uniformization Distribution
Visoo Gauss-Seidel, SOR Distribution
Y0 e Uniformization Expected value
Special methods (e.qg. [3, 4, 8, 11, 12, 17]Distribution
Y0, 7 Linear system (e.g. [2, 5, 9, 18]) Moments
Yt 00,641 Y],y starting withm Distribution

mode, there are zero tokensNormal Jobs arrive to be anvdl  amvadl  amval  arval - amvdl L
processed according to a Poisson process defined by timed

activity arrival. The finite buffer capacity is modeled by @90 e’ e’ e’
input gatelG1. When there are jobs to be processed, the ' c
system stays in normal mode. Jobs are processed at a rate
defined by timed activitgo work. During operation in nor-

mal mode various program bugs may be encountered, at a
rate governed by timed activityit_bugs The result of exer-
cising a bug may be an immediately effective error (case 1),
or a latent error. An example of an immediately effective
error is an address violation; corruption of a data structure
is an example of a latent error.

Immediately effective errors are handled by special er-
ror handling routines that attempt to recover from the error.
The error handling operation is modeled by timed activity i fi i na di i
IE_handleand its two cases. If the error is mishandled (case lon orime Spent running diagnostcs. .

1), the system crashes. Furthermore, coincident errors can S€veral path-based performance measures are also inter-

not be handled, so if an immediately effective error arrives €Sting- A path automaton is well-suited to the problem of
; rgvaluating the number of times the buffer blocks as a result

sition is modeled by instantaneous activinax |E and in-  ©f & given number of consecutive job arrivals before a job
put gatelG7. Latent errors do not generate any immedi- CO'T‘P:e“O“- Wef:efer ;VOC a ;equencr(]aloto?]secut|ve job.
ate problems, but the number of latent errors in the system@/"vals as aun of lengthik. Figure 9 shows the state transi-
(number of tokens in plackE) affects the rate at which tion diagram of a path automaton that can be used to count
immediately effective errors occur. This is modeled by the 1€ number of runs of length > 5. Starting from automa-
marking dependent rate of timed activitfE 2 IE. We as- ton state zero, the automaton records arrivals by increasing
sume that the maximum number of latent errors that can'tS state for each arrival. If a job completion occurs, the
actually be tolerated is five, so if the number of tokens in automaton resets. If any other event occurs, the automaton

placeLE exceeds five, input gat&8 enables instantaneous  "€Mains in its current state. , _

activity max LE to model the resulting system crash. Using the path automaton of Figure 9, we define three
Upon completing the available workload, the system reward variables. The first (3) is simply the numberoftlmes

runs a diagnostic program to check for errors. Input gate 1€ Systém blocks, which translates to the number of times

IG11 controls the switch to diagnostic mode. When the &I0P arrives and causes the buffer to be full.

completion of timed activitylo.work leaves zero tokens in

Figure 9. Path automaton for detecting runs
of length k > 5

be defined for this system. Standard non-path-based mea-
sures include the distribution of the number of jobs waiting
to be serviced, the availability of the system, and the frac-

placework, 1G11 removes the token from pladéormal 1 p(work) = Wmax— 1 and
thus initiating diagnostic mode. This program is capable Clo,x) = e = arrival 3)
of detecting and removing latent errors. The latent error 0 otherwise.

detection and removal process is modeled by timed activity Ro,u) = 0

handleand its six cases. The outcome of the diagnostic pro-

gram depends on the number of latent errors in the systemTh . .
: - . . e second (4) reward variable has an impulse of 1 on the
This dependency is modeled by the six marklng-dependentevent in which the automaton reaches state five, which cor-

case probabilities defined for timed activitgndle responds to a run length of at least 5
Finally, when the system crashes, it automatically begins '

a restart operation, which is essentially a reboot. The time 1 if o — 4ande — arrival
it takes to restart the system is modeled by timed activity Clo,z) = { o= cande=arval
restart Upon restarting, the system is as good as new. 0 otherwise.

There are many different performance measures that can R(o,p) = 0



LE 2 IE

/\ . . .
Q@ @ Table 2. Required state space sizes for vari-
ous performance measures
\_/
Figure 10. Path automaton for number of Description State Space Size
crashes caused by a latent error becoming Number of model states 1586
effective and being mishandled Number of crashes via the sequence

LE_2_IE, IE_handle, case 1 1952
Number of runs in the workload
process that are 2 and
Number of overflows preceded
by arun> 2 3826
Number of runs in the workload
process that arg 3 and
Number of overflows preceded
. by arun> 3 4567
1 ifo=5and Number of overflows
Clo,z) = p(work) = Wmax— 1and (5) and Number of overflows preceded
e = arrival by arun> 4 4567
0 otherwise. Number of runs in the workload
R(o,p) = 0 process that are 4 and
Number of overflows preceded
by arun> 4 5295

Finally, the third variable (5) records an impulse of 1 each
time the buffer becomes full while the automaton is in state
5, which corresponds to the system blocking on a run of at
least 5.

Blocking events are primarily of interest for performance
reasons. From a dependability standpoint, we are more in-
terested in the processes that govern the transition from nor-
mal operation to a system crash. Understanding the domi-
nant failure mechanism in a system is important in deciding
where to spend time and money to improve the dependabil-
ity. An example of a path-based dependability measure is
the number of crashes in an interval that result from a latent
error becoming effective and then being mishandled by the
error handling routines. This event is modeled by comple-
tion of timed activityLE_2_IE followed by completion of
IE_handleand selection of case 1. The path automaton that ¢ 17500
captures this sequence of events is shown in Figure 10.

The automaton spends most of its time in state 0, but

25000

22500

20000

tate space size

15000

when timed activityLE_2_IE completes, the automaton 12500
moves to state 1. Upon the next event, the automaton re-
turns to state 0. The reward structure 10000
1 ifo=1and 7500
Clo,x) = e =handlelE, case one
. 5000
0 otherwise.
R(o,p) = 0 2500

assigns an impulse reward of 1 to the event in which
LE 2 IE completes and is immediately followed by Run length - x
IE_handle case 1.

Table 2 shows the sizes of the state spaces required to
support the example performance measures. To see how Figyre 11. State space size versus arrival run
the state space grows with increasing path length, we con- length
structed state spaces for run lengths of 5, 10, 20, 30 and
40. Figure 11 shows the state space growth corresponding
to increasing run length.



7. Conclusion

This paper presents a new performance/dependability
measure specification technique and state space construc-
tion procedure that, together, solve the problem of support-
ing a broad array of performance measures from a given
system model. Using this new approach, performance mea-

(4]

(5]
(6]

sures based on model states, model events, or sequences of

(model state, model event) pairs can be supported by a sin-
gle system model. Furthermore, the performance measures
may be evaluated in steady-state, at an instant of time, or
over an interval of time defined by fixed endpoints or in

terms of a (random) stopping time.

More specifically, we have shown how to specify path-

(7]

based performance measures using the notion of a path au-18l

tomaton. With the current model state and model event as
the basis for path automaton state transitions, we can use the
path automaton to specify in a compact way variables that

9]

depend on particular sets of sequences of model states and

events, as well as those that can be represented by standar
reward variables. In addition, we have developed a state

10]

generation procedure that makes use of one or more path
automata and the system model to generate a state :spacF1 1

that is tailored to the variables of interest.
a single system model can support many different perfor-
mance/dependability variables, and drive the generation of
many different state-level models, depending on the mea-

sure(s) of interest.

Finally, we have illustrated the use of these measure

In this way,

[12]

specification and state generation techniques on several

small examples, to illustrate the versatility of the approach,
and on a more realistic fault-tolerant computing example,

to illustrate the variation in state-space size that can be ex-[13]

pected for different measures. These results show the diver-

sity of measures that can be supported by a single model.
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