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Abstract—The costs of data loss and unavailability can be
large, so businesses use many data protection techniquesick
as remote mirroring, snapshots, and backups, to guard agast
failures. Choosing an appropriate combination of techniqes is
difficult because there are numerous approaches for proteatg
data and allocating resources. Storage system architectggically
use ad hoc techniques, often resulting in over-engineeredxpen-
sive solutions or under-provisioned, inadequate ones. Inonitrast,
this paper presents a principled, automated approach for de
signing dependable storage solutions for multiple appliddons in
shared environments. Our contributions include search hetistics
for intelligent exploration of the large design space and mdeling
techniques for capturing interactions between applicatias during
recovery. Using realistic storage system requirements, wshow
that our design tool produces designs that cost up to two tine
less in initial outlays and expected data penalties than thdesigns
produced by an emulated human design process. Additionally
we compare our design tool to a random search heuristic and
a genetic algorithm meta-heuristic, and show that our apprach
consistently produces better designs for the cases we havtadied.
Finally, we study the sensitivity of our design tool to sevaal input
parameters.

Index Terms—data protection techniques, design space ex-
ploration, discrete event simulation, genetic algorithm, search
heuristic, storage system design
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I. INTRODUCTION

William H. Sanders-ellow, |IEEE

architect must select one or more data protection techaique
to apply to each application workload. Resources, suchsks di
arrays, servers, tape libraries, and network links, musst bk
assigned to the application to support these techniques. Th
resources and data protection techniques have many config-
uration parameters; for example, a backup policy needs to
specify the frequency of the backups and whether the backups
will be full or incremental. The architect must verify théiet
design will meet normal operational performance requineise
(for example, the backups will complete overnight), anaals
that the recovery behavior will be adequate under various
expected failure scenarios. These decisions must be maae in
cost-effective manner. Faced with such complexity, aecié
usually resort to simple ad hoc heuristics: categorizeiappl
cations by importance (gold, silver, or bronze) and assign a
standard data protection design depending upon the cgtegor
This approach frequently results in either an over-engette
system that is more expensive than necessary, or an under-
provisioned one that does not meet requirements.

In this paper, we provide a principled, automated approach
to designing dependable data storage systems for multi-
application environments, which minimizes the overalltcos
of the system while meeting business requirements. Prgviou
work considers methods to automatically design a depeadabl

USINESSES today rely on their IT infrastructures, angiorage system that uses a single technique to protect a
events that cause data unavailability or loss can hayggle application workload [1], and algorithms to evatutite

expensive, or even catastrophic, consequences. Suchsevifovery behavior of a single application workload pragelct

can include natural disasters, hardware failures, so&Weil-

by a combination of techniques [2]. Storage system design

ures, user and administrator errors, and malicious attacks multi-application environments presents even greciei-
Given these threats, most businesses protect their daig Usénges. First, the design space of data protection techsiqu
techniques such as remote mirroring, point-in-time copigfq resource configurations for multiple applications is ex
(e.g., snapshots), and periodic backups to tape or dislseThgemely large. Second, if multiple applications and theitad
techniques have different properties, advantages, ants.COgrotection techniques share the same physical resouities, e
For example, using synchronous remote mirroring permi$ non-failure mode or in recovery mode, contention for €hes
applications to be quickly failed over and resumed at th@sources may impact application performance, relative to
remote location. Snapshots internal to a disk array areespaghat it would be if each application operated in isolation.

efficient and permit fast recovery of a consistent recergivar
of the data. Backups to tape or disk allow an older version

Third, designing for multiple applications may prompt dgsi
BEcisions that are different from those that would resieith

the data to be_recovered. These_techniques have Umitatioﬁﬁplication were considered in isolation. For instancepaty
Remote mirroring usually has high resource requiremenss more cost-effective to consolidate multiple workloagisef

local snapshots do not protect against failure of the diskyar
and recovering from backups can result in significant loss
recent updates.

if some are less important) onto a high-end disk array than to
@fnploy a high-end array for important workloads and a less
expensive array for less important workloads.

To achieve adequate levels of data protection, it may begyr contributions include search heuristics for inteltige
necessary to use a combination of techniques. The storgg@ioration of the large design space, as well as model-
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ing techniques for capturing interactions between applica

tions during recovery. These techniques extend earligiesin



application models [2] to multi-application environmerifge copies address application data object errors, like antatle
guantitatively evaluate our heuristic approach usingisgal deletion and software failures due to buggy software orsviru
storage system environments and compare its solutionsirifection, by permitting restoration of a previously catent
those produced by a simple heuristic that emulates humeopy. Those data protection techniques can be combined to
design choices and to those produced by a random seapcbvide more complete coverage for a broader set of threats.
heuristic and a genetic algorithm meta-heuristic. For ttee s After a failure, application data can be recovered either by
narios we study, we find that our approach’s solutions redustoring one of the secondary copies at the primary site or a
overall system costs due to equipment and software outlagecondary site, or by failing over to a secondary mirror.tRer
and data outage and loss penalties by at least a factor of twgtoration case, data is copied from the secondary copheto t
when compared to the human design choices. Furthermaegget site. For failover, the computation is simply tramsfd

our approach consistently produces better solutions than to the secondary mirror, without any data copy operations.
random heuristic and genetic algorithm. Finally, we stuuly t Failover requires a later fail-back operation (performedhie
sensitivity of our approach’s solutions to several paramset background) to copy data and transfer computation back to
including the number of applications to be protected, thbe target site.

bandwidth and capacity characteristics of those apptinati ~ We leverage the framework described in [2] to model data
the likelihood of failures, and algorithm execution time. protection and recovery technique behavior, includingtos,

The remainder of this paper is organized as follows. Setention, and propagation of secondary copies. Primady an
tion Il formulates the problem of designing storage systensgcondary copies are modeled as a hierarchy, where eath leve
to protect application data. In Section Ill, we describe oun the hierarchy corresponds to either the primary copy or
design methods. In Section IV, we evaluate our approaohe of the techniques used to maintain a secondary copy. For
quantitatively. Section V presents related work, and $ectiexample, a hierarchy might include the primary copy, intra-

VI concludes the paper. array snapshot, tape backup, and remote vaulting. Segpndar
copies made at one level of the hierarchy are periodically
Il. DESIGNING DEPENDABLE STORAGE SYSTEMS transferred to the next level of the hierarchy. For example,

Our goal is to find the best storage solution, which is the off@P€ backups are periodically shipped offsite to the remote
that minimizes overall costs, including infrastructuretiays  Vault- For each level of the hierarchy, data protectionnégpie

as well as penalties for application downtime and data log&rameters specify how frequently secondary copies aremad

The solution to this problem specifies 1) a combination &f"€ @ccumulation windojy how long they take to propagate

data protection and recovery techniques for each appiicati© @ 9iven level of the hierarchy (tfpopagation windoy and
how long they are retained at that level (tle¢ention window,

workload (e.g., remote synchronous mirroring, local shaps - , ;
and local backup): 2) how those data protection techniqu@ys determining how much data loss might be experienced af-

should be configured (e.g., how frequently snapshots al&j @ disaster. (Table IIl provides examples of these paiensie

backups are taken): and 3) how physical resources like dig¢ our expe_nmental enwronme_nt.) Evaluation of the madel
arrays, tape libraries, and network links should be provisd also determines how the techniques consume resources, such
to supioort normal ar;d recovery operation. as storage device and network link bandwidth. Section I1I-B

To understand how the design tool makes choices among gescribes how this framework is extended to model resource
sign alternatives, this section describes the design spattall  cONtention in multi-application environments.
the parameters used to prescribe a particular design. We beg
by describing how we model the design space, including tee Application workload characteristics
data protection and recovery techniques, application leack
characteristics, device infrastructure, and failure aces. We
then describe how the cost of a particular solution is coegbut
and provide a precise description of the problem we solve,
terms of this design space.

To estimate the bandwidth and capacity requirements for
creating secondary copies, we must understand the appli-
(ﬁqtion’s data access patterns. Applications share common
resources to perform backup of data. Techniques that retain
a full copy of the data require the solver to understand the
] ) capacityof the dataset. Techniques that immediately propagate
A. Data protection and recovery techniques updates, such as synchronous mirroring, require an under-

In order to protect applications against data loss and ustanding of the application’'peak (non-unique) update rate
availability, it is necessary to make one or more secondaxy determine the required network bandwidth. Asynchronous
copies of the data that can be isolated from failures of tmeirroring techniques require network bandwidth to suppuet
primary data copy. Although standard redundant hardwaapplication’s average (non-unique) update rat@echniques
techniques such as RAID [3] are used to protect data fraimat periodically create secondary copies require theesolv
internal hardware failures, they are not sufficient to prbtiata to understand thaunique update rateFor a given period
from other kinds of failures, such as human errors, softwaoé time, the unique update rate measures the last update
failures, or site failure due to disasters. Geographicibdigion to a given location, omitting overwrites; it tells how much
of secondary copies (e.g., through inter-array mirroridfy [ new data is generated between the creations of subsequent
[5] or remote vaulting) provides resilience against sitel arsecondary copies. Finally, recovery techniques that eetir
regional disasters. Point-in-time [6] and backup [7], [B]] application computation, such as failover, also require th



solver to understand the applicatiordserage access (readcost (e.g., in US$ per hour) of data unavailability. After a
+ write) rate. Table Il provides examples of these parametefailure, data is recovered from a secondary copy, which may

for the workloads considered in our experiments. be out of date relative to the time of the failure, thus imptyi
the loss of recent updates. Thecent data loss penalty rate
C. Device infrastructure describes the cost (e.g., in US$ per hour) of recent data loss

Data protection and recovery techniques employ storage
devices, such as disk arrays, tape libraries, and netweek-in E. Solution cost

connects, to store and propagate copies. Recovery te@®iqu |n order to choose among alternative designs, the design too
like failover also employ computational resources. As ih [2must assign a cost to each potential solution. The overatl co
we model several aspects of device resource configuratighthe storage solution includes the outlays for the employe
Each device hasapacityandbandwidth constraintthat limit  resources and the penalties for recovering the applicaltita

the number of applications and data protection techniches toutlay costs are calculated for the entire resource infrast
can simultaneously use that device. Capacity and bandwigife including the fixed and incremental costs of the device
are allocated in discrete units, and we assume a linearaldiignd the facilities costs of the data center sites.

model for resource consumption. In addition, we model the Tpe design tool evaluates the models (as described in
outlay costsnecessary to use the device infrastructure. Eagfgction I1-B) to determine the recovery time (data outage
device has dixed costassociated with acquiring an instancgme) and recent data loss time for each failure scenario. It
of that device type (e.g., the cost of a disk array enclosure) yejghts the computed data outage penalty and recent data los
device may also haveer-capacity cosand aper-bandwidth penalty from each scenario by the likelihood of that failure
cost (e.g., the costs of tape cartridges and tape drives forfrfie overall penalty cost is the sum of the weighted data
tape library). The resource costs cover the direct andeetlir oytage and recent data loss penalties over all failure sicsna
costs of using the resources, including the hardware (e.§nd all application workloads. To provide a meaningful sum
purchase or lease price), software licenses, serviceamsr of the outlays and penalties, both cost categories must be
management costs, and facility costs. The solution must coga|culated over a common time frame. Since most businesses
pletely describe the employed resources, including eatheof |50k at annual costs, our models amortize the purchase price
available sites, the different storage and computatioedbes of devices over their expected lifetime (which is chosendo b
employed at each site, the interconnects between the aitds, three years). Similarly, the likelihood of failure is comtesl
their parameters. to an annual expected failure likelihood.

D. Failure model F. Putting it all together: Problem statement

f']!'hle prlmafttry c;pyl of an a:p.pllﬁagpn shda;aset f?C.T sa Va”etyGiven a description of application penalty rates, acceas-ch
ot fa ?r$S a err] eployment, II’IC(;J '.?g ac; ware all g s@e acteristics, topology of data center sites, maximum nurober
ware failures, human €rrors, and site and regional disaster permitted devices among all sites, and failure scenarios, o

fallur_e scenario 1S de_scnbed by |fa|lur_e scope or the _set goal is to determine 1) the combination of data protecticth an
of failed storage and interconnect devices. Examples dmlurecovery techniques for each application: 2) the quaivitat
primary data object failure primary disk array failure and configuration parameters associated with ’each data piatect
primary site disasterA primary data object failure indicatestechnique_ 3) the device resources needed to support normal
the loss or corruption of the data due to human or softwa d reCO\;ery operation; and 4) the mapping of primary and
error without a corresponding hardware failure. Each fa”usecondary data copies (;nto the provisioned resource estan
scenario also has l&elihood of occurrencewhich describes such that the overall cost of the solution, including bottiays

the expected annual likelihood of experiencing that failur and expected penalties, is minimized. The next section de-

_We assume that primary d|sI.< array failures and primary S'%%ribes the approach we take to making those design choices.
disasters are detected immediately, and that the desirietl po

of recovery is the most recent point in time. For primary data
object failures, we assume that there is a delay between the
failure and the discovery of the failure(e.qg., due to usesrgr Our overall approach is to decompose the problem into two
The desired point of recovery is the time (in the past) of theets of decisions: 1ljjualitative parameter decisionsvhich
failure. For any failure, we assume that the recent data lagdate to the choice of data protection techniques and the
is the failure detection delay (i.e., the updates made #fier data layout over the resources (e.g., the choice of primary
failure), plus any additional updates lost due to recovesynf array, network link, or tape library) and 2juantitative pa-
a point-in-time copy that is out of date, relative to the dedi rameter decisionswhich relate to the choice of configuration
recovery point. For instance, the failure may have occurr@drameter values for the high-level design decisions ,(e.g.
just before a backup, resulting in the loss of all updatesesinthe frequency of backups and the number of disks in the
the previous backup. disk arrays). We chose to decompose the problem because
Failed applications incur penalty costs due to the unavaihe parameter space is too large to be explored efficiently
ability and loss of data. We model these penalties as destritin a single pass. Since different data protection techrsque
in [1]. In particular, adata outage penalty ratdescribes the have different configuration parameters, selecting the dat

IIl. SOLUTION TECHNIQUES



all the searches is returned. We describe the two stage of th

. Configuration | 8 ”

: Input 1 Design Solver | Solver search in more detail below.

: : - : Analytic | | . 3 .
| | DataOutagelloss || | |Greedy best-f Refit i i 1) Stage 1: Greedy best-fit algorithnThe greedy best-fit
i |Penalty Rates ($/hour) " Algorithm Algorithm

i i algorithm, shown in lines 3 through 8 of Algorithm 1, builds

Workload A / Exhaustive P . . . 1

§ ‘ ReconfigurationAlgorithm 5 5 an initial storage solution by successively adding apfitica
‘ ! T ‘ ' workloads and their data protection techniques to the isoiut
Output + +
Technic{ué’arame(ersJF

assuming that the solution for the previously added applica
tion workloads remains constant. To add a new application,
the algorithm exhaustively tries all possible data pratect
techniques for the chosen application and picks the one that
minimizes the cost. The order in which the applications are
protection techniques first allows a more meaningful searedded determines the quality of the solution. The algorithm
for the configuration parameters and reduces the searck.spabooses each application randomly, where the likelihood of
Figure 1 illustrates the architecture of the tool that enib®d choosing a particular application is based on a factor that
our general approach. It consists ofdasign solverwhich weights the sum of its penalty rates and the prior overall cos
selects data protection techniques for each applicatioth,aa of the solution for this particular application. More sgagzilly,
configuration solverwhich completes the design by selectingpplicationa is chosen with probability, 0.5 + p. * 0.5.
the quantitative parameters for the chosen data protectiqgre,pp is D Pa andp, is 2 Ca . whereU is the set
techniques and the associated storage, network, and comput . eu . ey ,
ing resources. The user provides the applications’ businé)il unas_3|gn_ec“i appllcatlons_P,x is the penalty rates _defmed
requirements (expressed as penalty rates) and the ajisat on applicationz, and Cx is the cost of the solution for

workload characteristics as inputs. The design tool usas tﬁ\pphcatlon z. We use a probabilistic variant because the

information to evaluate candidate storage designs and qr(?edy beSt'T't fa\lgo_rlthm may be. executed multlple t'med’ an
produce a solution that attempts to minimize the overalt.cod/€ Want variation in the result in ord_er to provide different
Many such complete designs are generated, and the deﬁbarﬁ'ng_ _pc_)mts for th? stage .2 a_llgorlth_m. The approach of
with the lowest cost is selected. The output of the desigh tdd ° _ab|I|st|caIIy se_lec'_ung ap_phcat_lons with h|_gh pegatates
is a dependable storage design with near-optimal (minimg rlier favors applications with stringent requiremeatg] the

cost. The next sections describe the operation of the des babll!stlc_tseletptlon pIrIOV|Qes ti“ghtlly dlltfrf]eretnt arew O?l
solver and configuration solver in more detail. ccessive iterations, aflowing the aigorithm 1o escajpallo

minima. The greedy best-fit algorithm terminates when all
. application workloads are assigned data protection teciasi.
A. Design solver The algorithm restarts if it determines that it is infeasibl

The process of assigning data protection techniques dRrgadd the remaining application workloads into the current
resources to application workloads can be thought of ass@lution. The functionreconfigurationis described in Sec-
search on a graph of candidate partial designs. Each nd@ !ll-A3. The greedily chosen feasible design is passed o
in the graph is a design with some fraction (possibly all) dP the refit stage for further refinement.
the application workloads to which data protection techaig;  2) Stage 2: Refit algorithmStarting from the greedily cho-
and corresponding resources have been assigned. If thergeig design, the refit stage iteratively searches its neitobd
an edge from noded to node B, then the design in nodein the design graph until a local optimum is found. In each
B can be obtained from the design in node either by iteration (lines 14 through 42 in Algorithm 1), the algorith
adding an application workload (with the correspondingadatandomly select$ (typically, 3) neighbors of the initial node
protection technique and resource assignments) or by afgmngand does a depth-first search up to a let/ypically, 5) from
the data protection technique or resource assignmentsfor €ach neighbor (lines 21 through 35 in Algorithm 1). At each
application workload. level, b randomly selected neighbors are evaluated, and the

The search consists of two stages. First, gneedystage best (minimal-cost) node is selected. At the end of the searc
starts with an empty node with no application workloadde best node found in that iteration is selected as theainiti
assigned and adds one application workload at a time uritfdde for the next iteration. A local optimum is detected when
a feasible solution is found with all application workload¢he iteration completes without any improvement. Travegsi
assigned. In the secondefit stage, the search explores th@n edge in the design graph in the refit stage requires a
graph starting from the feasible initial node until it findaal reconfiguration in which the data protection techniques and
optimum. In both stages, the design solver evaluates eatd ngesources assigned to an application workload are changed.
by running the configuration solver to complete the design 3) Reconfiguration algorithm:Reconfiguring an applica-
and compute the corresponding overall cost for the nodeisn is done by first removing the application from the design
design. The search is repeated multiple times until a reduirand then providing it with a new data protection design
computation time or until a specific criterion is satisfiethce and data layout. Although the choice of the application to
the steps in the search are randomized, all iterations of ttezonfigure is probabilistic, the selection is biased tdsar
search are expected to be different, thus enabling the Iseaapplications that contribute the most towards the overast c
heuristic to escape local minima. The best solution fouret owof the design, so that the reconfiguration has a higher chance

ProtectionTechniques|

Resource Layout Resource Parametel

Data Protection Technique and
Resource Library

Minimal Cost Storage Solution

Fig. 1. Automated design tool for dependable storage swlsiti



Algorithm 1 Design Solver TABLE |

1: Let LIKELIHOOD-CORRELATIONMATRIX
= number of applications

A; = ;t" application with its parameters, < i < N DPT

unC = unassigned set of applications, i.@,ﬁio A; Application ba-fl;iﬁe Asynr::]iilrrgrrli?]us Syr:%:if;;gzﬁus

curC = (), current partial candidate solution Stadent 0 0?? Og Og

newC = new partial candidate solution Corl:sjrr;e?ctf:#gns 0'5 0'3 0'2

bestC = minimum candidate solution seen so far c Web 9 0'3 0'1 0.6

d = level of depth of the search of a sibling tree ogpatnyl be kserwce 0'7 0'3 0'1

b = breadth of search of sub-tree entral banking : . .

stack[bxd] = stack

tfos = top Off_StaCk_ o parameters and correlates these choices with the cost of the
N frgctnt . reconfiguration iteration count design solution. Using the collected information on design

: f{gTXG_E 1: greedy bestfit algoritm cisions, the algorithm dynamically builds a matrix thatreer

3: repeat lates the quality of the design solution to qualitative paater

4:  chooseA; SUfCh fhart] sum Off feCOI}/er){ time and data loss penalty rafgglues. We call this matrix thékelihood-correlation matrix
Is maximum from the set of applications imc. (LCM). Each time the reconfiguration algorithm changes the

5. reconfiguration(curC,A;) X ; = ; A

6:  newC =configuration_solver(curC) value of one of the input design decision variables, it uses

;3 ﬁquE: 6‘;7“"0— =Ai the LCM to choose the new value. For example, consider
untl (unC = . . . . .
{STAGE 2: refit algorithrh a scenario with four applications and three data protection

9: tos =0 technique choices, as shown in Table I. Each row in Ta-

10: bestC = curC ble | represents the likelihood of choosing a particularadat

11: if rfgCnt > thresholdthen

12-  terminate solver, returbestC' to User. protection technique for the _appllcathn that Wo_uld mirzeni
13: end if the overall cost of the design. For instance, if application
igf repeat " c “Central banking” is being reconfigured, the algorithm is
s f(ffcl Eoftglﬂjo_ eur more likely to find a minimum-cost design solution if it
17: curC = reconfiguration(curC) chooses synchronous mirroring to protect the applicafitve.
ig: cztu“CI; [t= CTfIJg]uratlon_csolver(curC) reconfiguration algorithm maintains separate LCMs for each
. stac oS = cur . - . .. . n . .
: . litative input decision variable, including the choidelata
200 j=0 qualitat _ 3
21 while (j <= d) do protection technique and the choice of data layout.
gg g’rpgﬁt ftg b do The entries in these LCMs are generated by observing the
24 newC = reconfiguration(curC) past history of desigr_1 conf_iguration_s that hf_;lve_already been
25: newC' =configuration_solver(newC) explored. The reconfiguration algorithm maintains a hjstor
26: if (cost(newC’) < cost(curC)) then of the pastN designs. Each time a design configuration is
27: stack[tos + +] = curC o . - . . .
28: popCnt = popCnit + 1 evaluated, it is added into this list, provided that its cisst
29: end if less than twice the cost of the overall minimum-cost design
30: end for ; ot ;
oy curC = find_min(stack.popCnt) s_olu'uo_n e1xplored by the sea_lrch heur|st|c§._ If thg des_|gn} co
{find minimum-cost solution for the current leyel figuration’s cost does not satisfy that condition, it is adldeo
32: tos = tos — popCnt the list with a very low probabilityf < 0.01). Both policies
2431: jtﬁcg?[ioi 4] =curC prevent the solver from getting stuck at the local minimac®©n
35 end while the list grows to sizeV, the oldest configuration is removed,
36: curC' = stack|0] o o provided that it is not the minimum cost design solution. lEac
a7 enérf%srta” search for the next sibling of the initial ngde entry in the LCM is computed as the ratio of the number of
38 bestC = find_min(stack,tos) times a particular value was chosen to generate the design
39:  tos=0 solutions maintained in the list to the total number of desig
pe %’(‘:sz_sé‘é%kgtt‘f T +] = bestC solutions in the list. Looking back at the application “Qmait
{if sufficient progress check fails, go back to bes}-fit banking,” if tape backup was usexl times, asynchronous
42: until (rfgCnt > max) || (user-de fined termination condition) mirror was usedX?2 times, and synchronous mirror was used

43: return  bestC

X3 times, and these choices resulted in good designs, then
entries in the “Central banking” row would b&!, X2, and
23, respectively.
of reducing the cost significantly. The algorithm first che®s  To further restrict the space of possible data protection co
the data protection technique(s) to protect the applinaticfigurations to explore, we divide both the applications arel t
based on the application’s requirements. The algorithnt nefata protection techniques into a small number of classgs (e
determines the data layout (choices of devices and thedulay three). Applications are categorized based on fixed thidsho
on the sites) for the application. The resources that carseeé uUvalues of the sum of their penalty rates. Data protection
are limited to those that can support the chosen data pi@tectechniques are categorized according to the level of piiotec
technique. they provide against downtime and data loss. In descend-
The reconfiguration algorithm keeps track of the quality ahg order of protection, categories include techniquesigisi
designs. It tracks the design choices made for the quabtatmirroring with failover recovery, techniques using miiray



with data reconstruction, and techniques using backupealotevels of the data protection hierarchy. More specificéliyg
For a given application class, the algorithm considers onfgcent data loss at level is >°7_, propWin; + accWin,,
data protection configurations from the correspondingsatas wherepropWin,; is the propagation window angbcWin; is
better. It evaluates all such eligible configurations tedeine the accumulation window at level
their incremental costs in the context of the full candidate 2) Recovery time:Recovering an application from failure
solution. The algorithm chooses one of the eligible techesy involves specific recovery tasks at each level of the regover
randomly, with a bias towards picking inexpensive techaiu hierarchy, including repairing failed resources, copyiogsis-
More precisely, techniquelpt is chosen with probability tent data back onto the primary disk arrays, and reconfigurin
. all_eligible_dpt H : H

proportional tol — cost_dpt/ > cost_dpt. the application. The CS simulates the recovery process to

A new, unused resource is picked from the pool of resourcégtermine the recovery time for each failed applicatione Th
only if all the currently used resources cannot accommod#E& builds a resource usage and scheduling chart (RC) for each
the applications and their data protection techniquess Thivailable resource. Each row in this chart is a resource such
policy prevents the algorithm from having a large amoums a disk array, tape backup, or network. The RC also stores
of underutilized resources in the final design solution. THeformation about the maximum capacity of the resourcehEac
resources are selected randomly; the selection is biased &otry in the row is a linked list that represents the utiiaat
wards underutilized resources (to encourage load balghciof the resource over time. Each entry has three records: the
and against resources that have been used for this applicatiurrent time, the availability as a percentage, and theteoin
workload in previously explored configurations (to encgera to the next entry for the same resource. The CS reads this
diversity of choices). More precisely, the selection ptulily  information entry by entry to determine the availability @f
of each eligible resourcel is proportional toa,;; * (1 — resource over time. The CS tries to minimize recovery time
util(A)) + (1 — aust) * (1 — LCM (A)), whereutil(A) is the by maximizing the usage of available resources. Furthezmor
current utilization ofA, LCM (A) is the fraction of times that the recovering applications are provided with exclusiveeas
A has previously been used for this application workload ard available resources to eliminate contention. AlgoritBm
resulted in a low-cost design solution, ang;; is a weight describes the process of determining the recovery timeeof th
between zero and one. We generally agi; greater than failed application.
0.5, favoring load balance over historical diversity. Thawn
choices of data protection technique(s) and resource tayeu Algorithm 2 Recovery time simulation using discrete event
added to the design solution and returned to the designrsolgénulation

(lines 5, 17, and 24 in Algorithm 1). L Let represent a resource
a represent an application
] ) M represent the total number of resources
B. Configuration solver (CS) RC is a data structure that manages the resource utilization as

. . . . . . applications are scheduled for recovery
Given the partial candidate solution provided by the desigp. . . . L .
. . L ~~~ .92 Trigger failure based on the failure model (applicatiailuie, disk array

solver, the configuration solver optimizes the quantigativ ajlure, or site failure)
parameter values to obtain a complete candidate solufives(] 3: Mark failed resources iRC as unavailable
6, 18, and 25 in AIgorlthm 1)' It performs an exhaustlve4' Initialize non-failed resources as 100% available
search over a discretized range of values for each of thgfor eachr e failed-resource-listo
parameters. The valid ranges of values are based on polics Determine timet,. required to repair resource and bring it online

; ; 7., Add an entry{¢,, 100, null} into the RC at location
(e.g., the period between successive backups must be ‘in {This entry states that resourceis 100% available. seconds after

12-hour increments) and infrastructure deployment (eag., the failurey
physical limit on the number of network links between two8: end for
sites).

. . . 9: Add entries into RC to account for resources used for eniapted
The configuration solver determines the recent data 0SS gperation of applications and workloads that are unaftebig failure

times and recovery times for each failed application undler a , o

failure scenarios. The times are used to compute the pen%@yfor ng'n?ifeffgggﬁfgs“gﬁtmi'gﬁfzepends

costs for recovering the failed applications. 12:  Determine order in which resources are required to tesfmlication
1) Recent data loss timeUpon failure of the primary = 2 _ .

copy, a secondary copy must be used to recover the ddh. ~PCaie eny of n RClorelectresource usage by appicaten

The recent data loss time is the difference in time between available resources and application characteristics

the failure occurrence and the point in time represented bgq deemovea from the failed-application-list

the Second_ary copy used for the recqvery: The configura’;i%) ??heoc;rder in which the application is chosen determines ts ¢

solver applies the methodology described in [2] to deteemin

how out-of-date each secondary copy is, and to choose whigh Return values of,, for all failed-applications

copy should be used for recovery. The solver determineshwhic

secondary copies are still accessible after the failuraasie, Application and data protection workloads that are unaf-

and chooses the copy that provides the minimum recent détated by the failure continue to run uninterrupted, usimgjrt

loss. Recent data loss is determined based on how frequeaigigned resources. The remaining bandwidth and capaeity a

the secondary copies were made and propagated throughrttegle available for recovery operations, as indicated ia %in




of the algorithm. Scheduling recovery of failed applicaso  The “human heuristic” emulates this process by classifying
is itself a complex problem; for simplicity, we assume théhe applications, data protection techniques, and ressurc
following policies. If multiple recovery operations contpe into three categories. The heuristic provides each apita
for the same resource, their execution is serialized agogrdwith data protection from the same or a better category of
to a priority (the sum of each application’s penalty ratesjlata protection technique. Each category might have multi-
Recovery tasks for applications with higher penalty rates gple applications, so applications are assigned data pimtec
higher priority, thus delaying the execution of lower-pityp techniques in a randomized-priority order, based on the sum
recovery tasks. If the sum of penalty rates cannot break tbeeach application’s penalty rates. Similarly, there may b
tie, the data loss penalty rates are used to prioritize tHeror multiple data protection techniques in each class; theistar
of recovery. selects one of these techniques, where all of the eligible
The configuration solver optimizes the resource-related gachniques have the same probability of being selected. Any
rameters by first evaluating the recovery times for configtechnique whose class is the same or better than that of the
rations containing the minimum resources required to stippapplication’s class is an eligible technique for the aggilan.
the applications and their data protection techniques.d¥ew The set of required resources and sites is chosen such that
it is possible to shorten these initial computed recovenet applications are well-distributed over all the sites. Omdie
by adding resources to the system (e.g., additional netwdhe applications have been assigned a data protectionndesig
links or tape drives to provide more bandwidth). Addinghe heuristic uses the configuration solver to optimize the
resources may decrease the overall cost (because the skecreanaining configuration parameters.
in recovery time penalties outweighs the increase in outlayThe heuristic determines if the assignments make the stor-
costs), or increase the overall cost (because the increasede protection solution infeasible; if they do, it restatie
outlay costs for the additional resources does not providgorithm. After a fixed number of iterations, if no feasible
sufficient recovery time savings). The algorithm contintees solutions are found, it returns without a solution. Otheeyi
add resources until it no longer produces any cost savinggice the choices are random in nature, the human heuristic
The configuration solver determines which set of configarati is run for a bounded execution time, and the minimum-cost
parameter values minimizes the overall cost and returns #@ution is selected.
fully specified candidate solution and its cost to the outer

design solver. B. Random search

One question that often arises is the density of the optimal
IV. EXPERIMENTAL RESULTS solution in the design space. If a design problem has a large

: . number of nearly optimal solutions, then a simple strategy
We present experimental results to evaluate the design to ; . . o
. . of random exploration should suffice. Since it is usually not
In doing so, we compare the design produced by our design . . . .
. . - possible to explore the entire design space, we implement a
tool with those of a hypothetical human storage soluti

n ‘ ) i
architect (approximated by a “human heuristic’), a randoﬁ?ndom search to compare the quality of the solution obtkine
design-selection algorithm, and a genetic algorithm (aeggn

using our design solver to a random strategy that uses the sam
meta-heuristic). After we describe the heuristics, we carap amount OT co_mpl_Jtationf_zll resources. In the ran_dom strategy,
our method with three types of results. We first describeeaaCh application is provided with a.data prqtectlon.tec_:lh'mg
simple case study for a small environment, in order to bui d a layout on the resources using a unllform _dlstrlbutlon.
our intuition about the design tool's operation. We therdgtu © rgndom searc_h s_trategy uses the configuration solver to

. 4 . ptimize the quantitative parameters.
the scalability of our algorithms using a larger number ot
applications. Finally, we analyze the algorithm’s semugiti
to algorithm execution time, failure likelihood, applizat C. Genetic algorithm
bandwidth, and capacity requirements. Past research has explored Storage Area Network (SAN)
design using genetic algorithms (GAs) to produce good de-
signs [10]. We develop a similar generic genetic algorithm
formulation to serve as a comparison point for the design
To understand the effectiveness of our design tool, we nesalver.

a comparison point that approximates the behavior of a humarl) Background: A GA is a computer simulation of bio-
storage solution architect. Our discussions with storggtem logical evolution. The values of all the decision variabdee
architects revealed that they typically categorize apfiims, represented as a DNA string (also calledidividual), where
data protection techniques, and resources into diffedlesses each position in the string has a finite set of values. The GA
(e.g., gold, silver, and bronze) based on their businessineq keeps track of the fitness of the DNA string (individual) gsin
ments, features, and capabilities. The architect apglieslata a function (e.g., a simulation or analytical evaluationatth
protection techniques and resources from a given classeto thkes the string as input and returns a scalar value. A group
applications in the corresponding class. Depending upen tbf individuals together forms a population. The transition
availability of resources, the architect spreads the apfitins from one generation to the next is performed by crossover
uniformly over the resource topology and sites to minimizgnating) between two individuals, genetic mutation witkain
the penalties due to failure. single individual, and selection of the fittest individudits

A. Human heuristic



the next generation. This process is repeated over sueeesEl. Environment

generations of the population. Our experiments use a common set of input parameters

othzérielmc())rr;r?mimg:rmgloezi\(l)?jez ;6:1'; Z?(m&igse(;nomth for application business requirements and workload charac
I ag ) . nd exp only tti(]-,\?istics, data protection technique alternatives, astuee
qualitative decision variables. To optimize the quarititat

decision variables, the GA uses an exhaustive search to aapabnmes and costs. Table Il describes the applicatiasses

tﬁ:)e libraries, network links and data center sites.

The likelihoods of an application data object failure (e.g.
due to user error or software malfunction), a disk arrayfail
and a data center site disaster are set to once in three years,
once in five years, and once in ten years, respectively. For
an application data object failure, we model the delay from
when the failure occurs to when the failure is discovered as

is encoded into a single sequence ordered on the basis of
application to which it belongs, as shown in Figure 2.

3) Algorithm: Algorithm 3 describes the details of our
implementation. The initial individuals are generatedi@mly
to form the initial population. The maximum population size
a user-tunable parameter currently set to a value of 1070G9.
algorithm is run for several generations until a termingtni-
terion is reached. This criterion could be a limit on exewuti ten hours. . . .
time or a limit on the number of successive generations, or All our experlments were carried out on a 256-node Linux
situation in which the solution has not improved for a define?ﬁ"‘:'ter running on the 2.6.9 kernel. Each node on the cluster

amount of time. At each successive generation, the fitness of " AMD dual-processor machine with 1 to 8GB of RAM

each individual is computed. Here the fitness function is ﬂ%)nnected through an InfiniBand network to the cluster. The

total cost of the design solution. A lower cost means a mo%(perlments were submitted as jobs to the cluster, where

fit individual. The unfit individuals are discarded stochzalty Sach Job used a single processor core. All experiments were

(Line 5 in Algorithm 3) to keep diversity in the populationdin ter:fetcu;[.ed for téurt)k/]mlnute_s, antd Ithe e><|?§r|r{1hents were 'tenf?h
prevent the algorithm from getting stuck at local minima. Irty imes. £ach experimental result Is the average ot the
thirty runs, and the error bar represents a 95% confidence

Algorithm 3 Genetic algorithm to design dependable storad'éterval'
1: Let Lo . .
N  be total number of individuals in the population 1000000000

fi  Fitness of an individuat, where f; is the total cost of the design

100000000

: while (timerunning < timeallotted) do

Compute fitnesg; for eachi € N

Sort the individuals in a nondecreasing order based ;0 fin iS

the fittest individua}

5: For eachi, N — n < ¢ < N, delete: with probability p, where
(M < %)

6:  GenerateZ new individuals usingnutation

7: Generate; new individuals usingrossover

8: end while

rwn

10000000

1000000

100000 +-

Frequency distribution

10000

9: Sort the individuals in a nondecreasing order based’;on
10: Return the individual(s) with value equal f@,;n

1000

0 250 500 750 1000 1250 1500 1750 2000 2250 2500 2750 3000 3250 3500 3750 4000 4250 4500 4750
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The next two steps in the algorithm are used to generate #§ 3. Distribution of data protection solution costs oepsites. Note that
individuals for the next generation of the population (lsri& the Y axis is in log scale.
and 7 in Algorithm 3).Mutation is a process by which the
algorithm creates a new |ngI|V|c_JIuaI f_rom a parent by choosu@ Simple case study: Peer sites
a random number of applications in the genome string and
modifying all the genes of these chosen applications. WeTo build our intuition about the solution space and the
pick a random number (user-defined probability) of applalgorithms’ behavior, we modeled a simple peer environment
cations and replace all the genes (qualitative and assdciain which a pair of sites serves as the primary site for a foacti
guantitative parameter values) during the mutation pmcesf the applications and as a secondary site for the remaining
Crossoveris a process by which the algorithm creates #action of the applications. This scenario models a nsits-
new individual (offspring) by recombining substrings ofth corporation or service provider.
encoded genome strings from each individual parent. We pickWe want to deploy eight applications on two peer sites,
a random number (user-defined probability) of application®l and P2. Each site can accommodate a maximum of two
and cross-over (exchange parameter values for) all thesgedisk arrays (e.g., one high-end and one low-end), a single
for those applications. That enables the algorithm to nyodifape library, and compute resources for eight applicatidns
the characteristics of an individual (the qualitative paeters) network with a capacity of up to 32 links connects the two
on a per-application basis. sites.




Central banking Consumer banking Student account
DPT| ST|P|S|T|V |NJ|DPT|ST|P|S|T|V|[N|DPT|ST|P|{S|T|[V]|N
9 0 11 - 5 - - 1 1 2147 - 6 7 1 2 111 - - 6
Note: DPT = Data protection technique, ST = Site, P = Primargtya S = Secondary array,
T = Tape library, V = Tape vault, N = Network

Fig. 2. Possible genome encoding of a design solution tooglethiree applications. Values refer to the indexes of infattam presented in Table Il and
Table IV.

TABLE Il
APPLICATION BUSINESS REQUIREMENTS AND WORKLOAD CHARACTEFSITICS
Type | Outage Recent loss Data size| Avg update Peak update | Average accesg Category
penalty rate ($/hr)| penalty rate ($/hr)| (GB) rate (MB/sec)| rate (MB/sec)| rate (MB/sec)
Central banking (B): critical, expects zero data loss artd datage loss
B | $5M | $5M | 1300 [ 5 | 22 | 50 | Gold
Company web service (W): high transaction volume, modestntedata loss, zero outages
W ] $5M | $5K | 4300 [ 2 | 10 | 20 | Silver
Consumer banking (C): high transaction volume, expects merent data loss, modest outages
C | $5K | $5M | 4300 [ 1 | 5 | 10 | Silver
Student accounts (S): student accounts, tolerant to dasadod vulnerability
S | $5K | $5K | 500 [ 05 [ 2 [ 5 | Bronze
TABLE Il
DATA PROTECTION TECHNIQUES
Data protection Reconstruct (R)| Category Level 1 Level 2 Level 3
technique type or shapshot (S) or tape library vault
Failover (F) mirror (M) in days in days
On | accWin | propWin | accWin | propWin | accWin | propWin
1 | Split mirror Failover Gold M | 0.5 min | niw
with backup S 12 hr | tape 7 days | tape 28 days | 1 day
2 | Split mirror Reconstruct Silver M | 0.5 min | niw
with backup S 12 hr | tape 7 days | tape 28 days | 1 day
3 [ Asynchronous mirror Failover Gold M 10 min | n/w
with backup S 12 hr | tape 7 days | tape 28 days | 1 day
4 | Asynchronous mirror|  Reconstruct Silver M 10 min | n/w
with backup S 12 hr | tape 7 days | tape 28 days | 1 day
5 | Split mirror Failover Gold M | 0.5 min | niw
6 | Split mirror Reconstruct Silver M | 0.5 min | niw
7 | Asynchronous mirror Failover Gold M 10 min | n/w
8 | Asynchronous mirror|  Reconstruct Silver M 10 min | n/w
9 | Tape backup Reconstruct Bronze S 12 hr | tape 7 days [ tape | 28 days| 1 day
note: “n/w” and “tape” indicate that the propagation delapends on the available network or tape library bandwidth.

TABLE IV
RESOURCE DESCRIPTIONUNAMORTIZED PURCHASE PRICE
Resource Class Fixed Incremental cost ($)] Total amount of | Capacity BW
type cost BW | per unit | per unit | capacity BW per unit | per unit
(%) | (MBI/s) | capacity BW (units) | (units) (GB) | (MBIs)
1 | Disk array (XP1024) High 375,000 512 8723 1024 143 25
2 | Disk array (EVA8000) | Med 123,000 256 3720 512 143 10
3 | Disk array (MSA1500)| Low 123,000 128 3720 128 143 8
4 | Tape Library High 141,000 2400 18,400 720 24 60 120
5 | Tape Library Med 76,000 400 10,400 120 4 60 120
6 | Network High 640 500,000 32 20
7 | Network Med 160 200,000 16 10
8 | Compute High 125,000
9 | Site 1,000,000
TABLE V
DATA PROTECTION SOLUTIONS CHOSEN BY DESIGN TOOL FOR PEER SISE
App | Type | Data protection technique Primary site Site P1 Site P2 network
array | tapelib | array | tapelib
1 B Async mirror (F) with backup P2 V4 VA V4 V4
2 C Sync mirror (R) with backup P1 Vv VA VA Vv
3 w Async mirror (F) with backup P1 Vv V4 V4 Vv
4 S Tape backup P1 Vv Va
5 B Async mirror (F) with backup P1 v VA VA v
6 C Sync mirror (R) with backup P1 Vv V4 V4 Vv
7 w Sync mirror (F) with backup P1 Vv V4 V4 Vv
8 S Tape backup P2 v v
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Fig. 4. Comparison among costs of search heuristic sokitard optimal umber of deployed applications

solution for peer sites running eight applications Fig. 5. Comparison among search heuristic algorithms a$cafipns are
scaled for a scenario with fully connected sites

1) Solution space insightThe parameter space of the1.5 times less than either the human heuristic’s solution or

dependgble storage solution problem 'S extremelz/ largen EVthe random heuristic’s solution. Here, the design toolarske
the partial qualitative parameter space is ahffut a’, where - . .
heuristic found one of the optimal solutions for the casestu

dis .the. number of primary disk arrays, is the number (.)f Due to the simplicity of the case study, the solutions ideti
applications deployed, andis the number of data protection ; ; ; o
by the design solver and the genetic algorithm have similar

techniques. Figure 3 illustrates the distribution of thesrpecosts_ In the next section, we will see the impact of incregsi

sites _solut|on Space, which is determmed by exha_usuve e number of decision variables on the quality of the design
ploration of the design space. The size of the design space

considering only the qualitative variables, is about 43llioh solution.
alternative configurationsd(= 2, a = 8, t = 9). Exploring the
entire space takes about 280 computer hours. We observe fhaf\lgorithm scalability

solution costs vary by more than an order of magnitude acrosyaying developed an intuitive understanding of the sofutio
the distribution. The goal of any heuristic is to quickly iy  space, in this section we now examine the quality of solstion
solutions on the left side of the graph. found by each of the algorithms as we scale the number of
The distribution of solution costs is multimodal, wherefeacapplications in a larger environment. The environmentainist
mode corresponds to a different set of choices being made fgiyr sites, each with the potential to support two types ekdi
the design trade-offs. Low-cost solutions protect apfiite arrays, one tape library, compute resources, and six nketwor
with stringent requirements by increasing resource outigiks that connect all the sites together. We assume thareve a
expenditures to decrease penalties. Protection for @ifulits \yorking with the classes of applications described in Table
with more relaxed requirements may be able to leverage thgd the failure model used in Section IV-D. We scale the
resources already in place for the more stringent applicghvironment by adding four applications at a time, one from
tions. Higher-cost solutions provide inadequate provector ezch class.
Worquads with stringent requirements, and thus incur high Figure 5 compares the scalability of the four algorithms
penalties. for the described environment. The design tool consistentl
2) Solution to case studyTable V describes the data proprovides better solutions than the other heuristics. Mpeei$-
tection solution chosen for each application by the autemhatically, the design solver’s solutions are 1.9 times to 2nfet
design tool. As expected, applications with high data c&itagheaper than those chosen by the human heuristic, 1.7 times

penalty rates always employ failover for recovery. It is@per to 1.9 times cheaper than those chosen by the random search
to provide additional network links and compute resources t

support failover than to incur penalties for recovery teghas 2000 71" ___ Human heuristic — - Random search
that take longer. All applications employ some form of tape & 1800 1 — - Design solver — Genetic algorithm
backup to support recovery from user errors and software

malfunctions.

Counter to intuition, we note that the central banking
applications (1 and 5) use asynchronous mirroring instdad o
synchronous mirroring. The increased recent data losslgena
for asynchronous mirroring is small, relative to the outlay
for the additional resources to support synchronous niirgor
Therefore, the design tool chooses asynchronous mirroring
over synchronous mirroring. Figure 4 compares the outlay, 0
data loss penalty, and data outage penalty costs of the four
different heuristics against the cost of the optimal soluti

For our case study, the design tool’s solution costs rougHfig- 6.  Comparison of different heuristics’ execution tisensitivity for a
sCenario with fully connected sites that have 40 applicatio
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Fig. 7. Design solver's solution sensitivity to Fig. 8. Design solver’s solution sensitivity to Fig. 9. Design solver’s solution sensitivity to
likelihood of data object failure likelihood of disk failure likelihood of site failure

heuristic, and up to 1.2 times cheaper than those chosentbgn the design solver does because the GA does not capture
the genetic algorithm. While the human heuristic fares [yoorrelationships among input decision variables. Its evohary
due to its inefficient layout strategy, the solutions predd strategy is completely independent of the decision vaembl
by the random search heuristic and the genetic algoritrand depends only on the objective function value. Unlike the
deteriorate as the solution space becomes larger. The k&, the design solver attempts to build a distribution of the
difference between the design solver search strategy ded odecision variables that result in good solutions, whiclovad
approaches is its ability to determine the sensitivity effinal our approach to converge to better solutions.

solution to the decision variable values, and to make d&tssi

for the variable; that have a larger impact on the Qesigﬂ Sensitivity to failure likelihood

solution. In particular, the GA chooses the decision vaeisb ) ) . _
by looking at the overall cost of the system. As the number " this section, we explore the sensitivity of the design
of design decision variables increases, this single ovecat solver’s solutions to failure likelihood. These experinsanere

metric masks the intricate relationships among the valdes @nducted using the enwronme_nt from the S|mplg case study i
the variables. The design solver tracks these relatiosstiips >¢ction IV-E and the base application characteristicsrieest
enabling it to determine good decision variable values taiob N Table Il. We varied the likelihood of all failure scopes
near-optimal designs more quickly. Thus, the cost gap tetwd©M ONnce in twenty years to once per year. When they were

the solution chosen by the design solver and the solutioﬂgt be_ing varied, t_he frequencie_s of data object, disl_<, Qnd
te failures were fixed at once in three years, once in five

chosen by the other heuristics tends to increase as the munmb . ) ) i
of decision variables increases. éeartg, alr\I/dDonce in ten years, respectively, as described in
ection IV-D.
Figures 7, 8, and 9 plot the design tool’s solution cost ratio
. . L .. asafunction of the likelihood of data object failures, ciskay
Figure 6 illustrates the sensitivity of the four heuristicse,jj res and site disasters, respectively. For all figuthe
solution quality to execution time. In our experiment, 4Qqqt ratio is calculated relative to the default failureelikood
a.ppl|cat|ons were deP'F’Yed on 4 fully qonnected data .cen@r_33 for data objects, 0.2 for disk failures, and 0.1 foe sit
sites. The cost of the initial solution obtained by each Iséi6r i) res) The columns are stacked to make it easy to view the
ranged from 800 million dollars to 1.9 billion dollars. Thegjative change in overall costs. We observe that increasin
figure traces the cost of the minimal overall cost desigfie t4jiyre likelihood of disk or site failures increases thata
solution for each of the heuristics by sampling the costyeveytaqe penalty. The disk or site failures increase the rryov
4 seconds until the.termmatlng time of twelv_e hours. As Wgne because of the resource contention among the multiple
observe no further improvements after 30 minutes, we focl'{ascovering applications.
on the improvement gained in the first hour. , That failure sensitivity analysis lets a human storage ar-
,fAItho_ugh v¥e :racgg the improvement '? soluron qua“tybaéhitect determine the range of failure likelihoods for whic
a function of algorithm execution time for a large numbe,q design solver’s solution would adequately protect the
of experiments (e.g., 30 replications for each algorithm f(?zlpplications. In this case study, the threshold is between
three different combinations of applications, or a totaB60 ' 55_0 75 for data object, disk, and site failures. Usina th

exper!ments), we presenF Qetalled_ results only for a s'méﬂﬁormation, a storage architect can design solutionsablst
experiment for each heuristic algorithm as other expertme%r the observed likelihood of failure

showed similar trends. The random search heuristic is very

simple in nature, and the solutions it determines depegelar o o o

on chance. Given sufficient time, the random search wli Sensitivity to application workload characteristics
determine the optimal solution, while the human heuristic Our final experiments examined the sensitivity of the design
might never find the optimal solution because of the limitesblver's choices to variations in the applications’ barditvi
rules of thumb it employs in decision-making to explore éargand capacity characteristics. These experiments were con-
design spaces. The genetic algorithm and design solver dreted using the environment from the simple case study in
able to quickly reduce the costs in a few seconds usiiggction IV-E and the base application characteristicsribeest
their specific strategies. As the design problem is scaleditoTable Il. In the capacity experiments, the capacitiesIbf a
larger sizes, the GA takes significantly longer to convergplications’ datasets were scaled by a constant factdhen

G. Sensitivity to execution time
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bandwidth experiments, all of the bandwidth parameters penalty costs increase for the scale factors at a singlé déve
Table 1l were scaled by a constant factor. We run the desitgme step function. As resource limits are approached for the
solver thirty times for each scale factor, and present thelt® larger-capacity scale factors (e.g., 25 to 50), it may ngéwn
as an average plus a 95% confidence interval. be possible to maintain the same data protection choicex as f

The results from the first set of experiments, shown in Figower-capacity scale factors. For example, backup windows
ures 10 and 12, show the behavior of the solution as appli¢Bay need to be increased from two hours to four hours, due
tion bandwidth requirements are scaled, with no conssaint 0 tape library bandwidth limitations. Those decisionsutes
the resources. As expected, we see that outlay costs iecasadn increased recent data loss and associated penalty costs f
the peak bandwidth requirements of all applications arkedca the highest-capacity scale factors. We note that the iserea
Data outage penalty costs increase slightly with increpsif data outage and data loss penalty costs isn't a smooth
bandwidth requirements, because less network bandwidtHifgar function, because different qualitative data proes
available. A separate set of experiments (not shown) in whitechniques (e.g., remote mirroring with failover vs. bauku
capacity requirements were scaled, resulted in similardge are chosen for the different workloads.

In the next set of experiments, we constrained the maximum,:igures 11 and 13 show the sensitivity of overall solution
amount of resources that could be deployed at each siteeln st to increasing application bandwidth requirementsieun
bandwidth scaling experiments, we constrained the amdunt,@soyrce constraints. We observe three regions of behavior
available network bandwidth to 64 links, totaling 1280M&Js gcale factors 1 to 5, scale factors 10 to 45, and scale fac-
In the capacity scaling experiments, we restricted the reimior 50. |n each region, the design solver increases network
of tape libraries to twelve; when fully populated with 24 ¢appangwidth (thus increasing outlay costs) to accommodate th
drives, a tape library is capable of backing up 200 TB of dajgcreasing application bandwidth requirements, until @oek
in two hours. bandwidth resource limit is reached. Between regions, the

Figures 14 and 15 explore the sensitivity of solution cosblver must change its data protection technique choices to
to increasing application dataset capacity. As expecteel, ase network bandwidth requirements, in the face of inargas
overall solution cost increases with increasing capaaity rapplication bandwidth requirements. In particular, théveso
quirements, driven by increases in data outage and data lomsst shift some of the applications from synchronous mir-
penalty costs. For small increases in capacity, it is most-cororing, which requires peak application update bandwittih,
effective to use the same (or similar) resources and suffeagsynchronous mirroring, which requires only average appli
slight increase in the outage duration (due to the need tmrection update bandwidth, thus reducing network demand. That
struct additional data). For slightly larger capacity eases, it shift in storage design results in a slight increase in data |
is more cost-effective to add resources than to incur amditi penalty, because an asynchronous mirror is slightly out-of
data outage penalties. We observe this behavior in Figues14date relative to a synchronous mirror. We also note that as
a piecewise linear overall cost function, with regions adlec the outlay costs increase, the outage penalties decraase (f
factors 1 to 10, 15 to 20, and 25 to 50. As seen in Figure 1&cale factor 1 to 5 and again from scale factor 10 to 45).
outlay costs increase as a step function, while the datageutaVith the shift from synchronous mirroring to asynchronous



mirroring as the bandwidth scale factor increases, thevexgo progress of research over the past fifty years [16], [17], the
technigues have more available bandwidth to recover thedifai characteristics of the storage design problem make it diffic
application data, which reduces the recovery time. to apply simulation optimization. For example,

Although the exact costs and pigcewise Iingar regions in the, 1o objective function (total cost) for the storage design
graphs are depende_nt on the business re_qulrements_, workloa problem is non-differentiable; it cannot be expressed as
par_ameters, and de""?e parameters used_ln the experiments, 5, analytical function of the inputs and the constraints to
believe that the described trends generalize to a broadgera the model
of environments. A more comprehensive sensitivity analysi | 1o decision variables that are being optimized can be

is an area for future work. either quantitative or qualitative. Very little literatur
exists to optimize systems with qualitative decision vari-
V. RELATED WORK ables [16].
The model being optimized is fairly complicated. It must
be evaluated using an analytical model (data loss time)
and a computer simulation model (recovery time).

Administration and deployment of storage systems are of-*
ten complex. Challenges include planning the infrastmegtu
laying out data on the storage systems such that application
performance goals are met, and planning efficient data andlhe optimization strategy and evaluation algorithms must
application failure recovery strategies such that the piesa Pe tailored for the class of problems addressed in this paper
due to a failure are minimized. Storage architects often useDirect search methods are some of the best-known tech-
ad-hoc approaches, which might not provide the best soligues for unconstrained optimization [17], [18]; they cipe
tions. Recent work addresses some of those problems ibglly address optimization problems in which the derivedi
showing how to automate the design of storage systemsofothe objective functions are not available or are not bitia
meet various performance goals at the lowest cost [12], [13]hey do not make any assumptions about the underlying
[14]. Minerva automates the storage design and configuratiparameter space, but rather optimize depending upon the
problem by decomposing it into two subproblems, whictalue of the objective function [18]. In the realm of diseret
are solved separately: storage array configuration and dimaut parameters, pure combinatorial optimization protse
layout based on application workload characteristics.[TRe are concerned with the efficient allocation of limited reses
disk array designer handles the two issues simultaneoudty,meet the desired objectives [19]. Techniques for solving
using a generalized best-fit bin-packing heuristic with-raisuch problems, including linear and integer programming,
domization and backtracking [14]. RAID-level selectiorB][1 expect prior knowledge of the bounds on the available re-
applies heuristics to choose a RAID array configuration,[RAlsources to optimize. The number of different alternatives i
levels, and data layout to minimize the cost while assuriije discretized space of available resources makes it compu
that the performance requirements are met. [1], [2], [1%qtionally expensive to compute all possible combinatiohs
consider questions in the broader area of dependable storajocations to solve the storage design problem using coabi
system evaluation and design, including online and ofé-lirtorial optimization techniques. In addition, the storagsign
data protection techniques. Keeton et al. explore methads problem for data protection requires the optimization ofhbo
dependable storage design in the context of a single agiplica continuous and discrete parameters, making it signifigantl
and a single dependability technique [1]; the current papar harder to simply use combinatorial optimization or direct
siders multiple applications and combinations of techegju search methods.
which present a much more complex problem. In the areaWhile it is interesting to determine an exact solution for
of modeling dependable storage system behavior, Keeton andesign problem, in practice it is often unnecessary, since
Merchant presented a framework for evaluating the recovahe computer models and specifications are simplificatidns o
time and recent data loss for a single application protecteshlity. Often, designers are interested in good solutitias
by a combination of techniques [2]; more recent work bsire better than those generated by very simplistic methods
their group examines how to schedule recovery operatians {gystem architects’ past design experience). For the ateze
multiple workloads [15]. [2] considers only the dependiépil sons, researchers have developed meta-heuristics teeffici
evaluation of an existing storage system, but does notdensiand effectively explore the problem to obtain near-optimal
how to design the system in the first place, which is the topsolution. Some well-known meta-heuristics are genera hil
of this paper. climbing [20], simulated annealing [21], ant colony opti-

Simulation optimization is one approach by which a systemization [22], tabu search [23], and genetic algorithmsg.[24
designer can determine the best input parameter values frblifi-climbing is a greedy approach that attempts to maxi-
all the possible values without explicitly enumeratingg@dls- mize (or minimize) the goal function by exploring the nodes
sibilities. In the worst case, when the number of input parameighboring the current solution. Simulated annealing)(BA
eters becomes very large, the cost to simulate all expetémeanalogous to the physical process of annealing in metallurg
becomes computationally prohibitive. The goal of simwlati At each step, the SA algorithm replaces the current solution
optimization is to minimize the computational resourcest thwith a neighboring solution, chosen with a probability that
are spent while maximizing the information that is obtainedepends on the difference between function values and the
through simulation. Although simulation optimization is alobal parameterl” (for temperature), which is gradually
well-researched topic, with several surveys available lmn treduced during the SA process. The solution efficiency and



effectiveness depend heavily on the paramétefabu search  Our automated approach to designing storage systems to

(TS) is a generalized approach that is similar to simulatedeet dependability goals provides dramatic improvements

annealing, in that it keeps track of multiple generatedtsmhs over today’s manual adhoc approaches. These improvements

to determine the next possible potential solution. translate into savings of millions of dollars in the expeéatest
Meta-heuristics searches are efficient in scenarios where bf deploying and recovering the resulting storage systems.

underlying structure of the parameter space is known [25].
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