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Abstract

Dependable systems are usually designed with multiple
instances of components or logical processes, and often
possess symmetries that may be exploited in model-based
evaluation. The problem of how best to exploit symmetry
in models has received much attention from the modeling
community, but no solution has garnered widespread sup-
port, primarily because each solution is limited in terms of
either the types of symmetry that can be exploited or the
difficulty of translating from the system description to the
model formalism. We propose a new method for detecting
and exploiting model symmetry in which 1) models retain
the structure of the system, and 2) all symmetry inherent in
the structure of the model can be detected and exploited for
the purposes of state-space reduction. Composed models
are constructed from models through specification of con-
nections between models that correspond to shared state
fragments. The composed model is interpreted as an undi-
rected graph, and results from group and graph theory are
used to develop procedures for automatically detecting and
exploiting all symmetries in the composed model. A state-
space generator which implements these algorithms within
Mobius [10] is then presented.

1. Introduction

We consider state-based modeling methods for evaluat-
ing dependable systems. Systems with dynamic structure
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and/or state-dependent component failures cannot be han-
dled by combinatorial techniques like fault trees. A state-
based modeling method is required to model systems with
such characteristics. The first step in applying a state-based
method is usually the generation of the state space. Unfortu-
nately, large models usually produce very large state spaces,
which are problematic for numerical evaluation techniques.

The question of how to cope with large state spaces
has received much attention from the modeling community
over the last two decades. The various solutions that have
been invented fall into two categories. Each approach ei-
ther seeks to tolerate large state spaces, or seeks to reduce
large state spaces to smaller ones. Research on the prob-
lem of tolerating very large state spaces has focused on ef-
ficient algorithms and data structures that seek to maximize
the number of states that can be represented and the speed
with which they may be manipulated within the memory hi-
erarchy of a workstation. Examples of this approach include
the Kronecker product [12] algorithms of Plateau [23, 24],
Buchholz [5, 3], Donatelli [17], and Kemper [20], and the
methods of Deavours and Sanders [15, 14], Ciardo and
Miner [8], and Derisavi [16].

Research on methods for reducing large state spaces
has focused on methods for exploiting system character-
istics to reduce the number of states that must be consid-
ered. Methods for partial exploration of the state-space
with error bounds for some measures are discussed in [13]
and [18]. Other methods for state-space reduction take ad-
vantage of the structure of the model. Examples of this
approach are the work of Aupperle and Meyer [1, 2], the
hierarchical modeling techniques of Buchholz [4], stochas-
tic well-formed nets [7], performance evaluation process al-
gebra [19], the reduced base model construction methods
of Sanders and Meyer [25], and Somani’s symmetry ex-
ploitation algorithms [26]. These approaches all use sym-
metry to reduce the state space by lumping states that cor-
respond to symmetric configurations. An alternative to



these exact methods is the decomposition method of Ciardo
and Trivedi [9], which treats nearly independent submodels
as independent and uses fixed-point iteration to solve the
model.

Each symmetry exploitation technique has its advantages
and disadvantages. Some techniques are easy to use but
limited in the types of symmetry that can be detected. For
example, [2] is limited to multiprocessor systems with per-
manent faults. Other techniques do well at detecting sym-
metry, but the specification language leads to models that
are difficult to read. Ideally, we would like to have a model-
ing technique that produces models that reflect the structure
of the system we are modeling, but is still able to detect and
exploit all symmetry in the model. In order to reflect the
structure of the system, the method needs to be composi-
tional, with explicit relationships between submodels. To
exploit symmetry, the model specification must either di-
rectly indicate the symmetry that is present or be amenable
to an analysis that detects the symmetry.

In this paper we present a new technique for detecting
and exploiting symmetry in discrete-state Markov models.
The technique relies on a composition graph that specifies
interaction between submodels, and automatically detects
all symmetry present in the graph structure. We present the
technique in the general context of discrete-state Markov
models, since our work is not specific to any existing mod-
eling formalism like the work of Aupperle and Meyer [2].
The theory underlying our approach uses results from group
and graph theory, but presents results that are more general
than that work. With our technique, models retain the struc-
ture of the system, and all symmetry inherent in the model
structure is detected and exploited to reduce the state space.

2. Model Description

The model specification language is meant to simplify
the exposition by providing the minimum notation needed
to discuss the composition of models and the construc-
tion of the underlying stochastic process. Many different
formalisms for describing discrete event systems can be
mapped onto this basic notation, but the ideas presented
here are useful regardless of the details of the specification.

Definition 1 A model is a five-tuple (S, E, e, \, T) where

e S is a set of state variables {s1, sa, ..., sy} that take
values in IN. The state of the model is defined as a
mapping i : S — IN, where for all s € S, u(s) is the
value of state variable s. Let M = {p | p: S — IN}
be the set of all such mappings.

e [ is the set of events that may occur.

e c: Ex M — {0,1} is the event enabling function.
Foreache € Eand p € M, e(e,u) = 1 if event e

Model A Model B

Cl={A2,B.1}

Figure 1. Models are connected through
shared state variables

may occur when the current state of the model is i,
and zero otherwise.

e \: EX M — (0,00) is the transition rate function.
For each event e and state p such that (e, ) = 1,
event e occurs with rate (e, ) while in state .

e 7: FE x M — M is the state transition function. For
eache € Eand n € M, (e, ) = p/, the new state of
the model that is reached when e occurs in .

The behavior of a model is a characterization of possible
sequences of events and states. Event occurrence rates are
determined by A. In Definition 1, once an event is chosen,
the next state is determined by 7. Given that the current state
of the model is p, the probability of transition to a particular
next state, ', is the probability that the next event to occur
is such that 7(e, ) = /. This is calculated as

2 eeBlr(ep)=ny A& 1)
Z{eEELfs(e,u):l} /\(ea ,LL)

Models are connected together through shared state vari-
ables to form “composed models.” Figure 1 shows an ex-
ample in which two models are composed the specification
of the superposition of two state variables. Models A and B
each have state variable sets containing two state variables
{A.1,A.2} and {B.1, B.2}. In this case, the second state
variable for instance A is joined to the first state variable for
instance B, forming a single composed model state variable
named C'1. The resulting composed model state variable set
S ={A.1,C1, B.2}. As shown in Figure 1, C'1 is the con-
nection representing the superposition of A.2 and B.1.

Systems composed of multiple identical subsystems ex-
hibit symmetry. For example, consider Figure 2, which
shows a ring of dual-processor nodes. Each of the boxes
labeled “R” represents a network node, and each box la-
beled “P” represents a processor. Figure 2 serves well to
demonstrate symmetry ideas that will be more completely
exploited in Section 5. For the system shown, we make two
models, one for the network node and one for the proces-
sor, and then build the composed model from “instances”
of these models. Before showing how this is done, we give
the formal definition of a composed model.

Prip— '} =

Definition 2 A composed model is a four-tuple (¥, 1, k, C)
where



Figure 2. (a) Ring of dual processors system
and (b) model composition graph

Y is a set of models.

o [ is a set of instances of models in Y.. Each instance is
a complete copy of a model in ¥, and is independent of
all other instances, except as explicitly defined through
the connection set.

o 1 : I — X isthe instance type function.

e C is a set of connections. Each connection ¢ € C
represents a state variable shared among two or more
instances. In this way, c represents the superposition
of one state variable from each connected instance.

A composed model thus partitions the state variable set
of each instance into two subsets: those variables that are
shared with other instances, and those that are not. Subsets
of a state variable set will be called state variable fragments.
The subset of an instance state variable set that is not shared
will be called the private state variable fragment of that in-
stance. Each state variable that is not in the private state
variable fragment is shared, and appears as an element in
exactly one connection set.

The tuple notation in Definition 2 is useful for formal
definition, but the graphical representation illustrated in
Figure 1 is better suited for visualization of the structure
of a composed model. The following conventions for draw-
ing composed models will be adopted. The private state
variable fragment for an instance is depicted by a box with
the instance identifier, while shared state variable fragments
are represented by circles labeled with a fragment identifier
comprising the instance name and state variable identifier.
Connection nodes are represented by small solid circles.

We call the graphical representation a “model composi-
tion graph.” A model composition graph is an undirected
graph, G = (V,W). Elements of the vertex set, V, are
private state variable fragments, shared variables, or con-
nection nodes. Every instance has exactly one private state

variable fragment, but this fragment may be empty. It is
possible that all state variables in an instance state variable
set are shared. In that case, the empty private state frag-
ment serves as an anchor for the shared variables, as will
be understood from the requirements on the edge set. There
are two rules that must be satisfied by the edge set, W, of
the graph. First, every shared state variable for an instance
must be adjacent to the private fragment for that instance.
Second, each shared variable is adjacent to exactly one con-
nection node.

To explain this approach to modeling, we use the exam-
ple of Figure 2. The first step in using our approach is to
model the two components used in this system. We give
detailed examples of component models in Section 5; our
main focus here is the composition of models. Given mod-
els of a processor and a network node, the question is how
to compose them to form the system model. Figure 2-b
shows a model composition graph for the system. Instances
A, B,C and D are instances of the network node model,
while instances E—L are instances of the processor model.
In drawing this model composition graph, we have assumed
the ring has direction and the processors share an interface.
Thus, network node instance A has three shared state frag-
ments. A.1is A’s incoming link, A.2 is its outgoing link,
and A.3 is its processor interface. To form the ring, A con-
nects its outgoing link to B.1, the incoming link of instance
B. Meanwhile, processor instance E has a network inter-
face, E.1, which is connected to A.3, as is F.1, the network
interface of processor instance F'. This connection indicates
symmetric access to the network node. From Figure 2, one
can see the symmetry that can be exploited. There is a rota-
tional symmetry around the center of the ring, and the pro-
cessors at each node are symmetric about the interface.

We can now describe the composed model in terms of
the models it comprises. The composed model state vari-
able set may be derived from the vertex set of the model
composition graph through deletion of vertices correspond-
ing to shared state variables. The resulting composed model
state variable set contains the state variables in the private
state variable fragment of each instance, and a state vari-
able for each vertex corresponding to a connection. As it
was with models, the composed model state is defined as a
mapping p : S — IN from the composed model state vari-
able set (.S) to the nonnegative integers. M again represents
the set of all possible states.

The composed model event set is simply the union of
the event sets for all instances. The subset of the composed
model event set that originates in an instance A is denoted
E 4. The event enabling function for the composed model
is also a simple union of the functions for each instance.
That is, given a composed model state, i, and some event,
e, the composed model event enabling function is (e, p1) =
eale,ua), when e € E 4. Likewise, the composed model



event rate function is A(e, ) = Aa(e, ua) whene € Ey.

The interaction between instances in the composed
model is captured in the “composed model transition func-
tion,” whose definition utilizes the notion of the “local state”
of an instance. The local state of an instance is the projec-
tion of the composed model state onto the state variables of
the instance. Note that the private state variable fragment of
an instance is represented explicitly in the composed model
state. The shared state variables of an instance are assigned
the values held by the associated connections in the com-
posed model state. Given a composed model state p, the
local state of instance A will be denoted 1 4.

Definition 3 The composed model state transition function
isdefinedas T : E X M — M, where EX and M are the set
of events and the set of all possible states for the composed
model. Let T4 denote the state transition function for the
instance A. Then, for all e € E 4 and composed model
states [,

T(e,p) = (p —pa) UTale, pa).

With the composed model functions defined, writing a
procedure that will generate the state space for a composed
model is straightforward, as shown in Figure 3. However,
the detailed state space will be very large for most com-
posed models. Fortunately, in many cases the detailed state
space contains much more information than is needed to
evaluate the dependability measure of interest. In such
cases, the specific identity of a model is not required.
Sometimes all that is needed is the quantity of each type of
model in each state possible for that type of model. In other
cases, it is not enough to know the numbers; one also needs
to know something about the configuration of the various
model states. An example of such a system is the BIBD
network proposed by Aupperle and Meyer [1]. In either
case, and in other situations where the precise identity of
each component in a redundant set is not required, there
are symmetries that may be exploited. Detecting such
symmetries in the model is the topic of the following
section.

3. Detecting Symmetry

In the composed model formalism of Section 2, the
structure of the model is exposed in the model composition
graph. We now describe a new method for detecting sym-
metry using the model composition graph. In this new ap-
proach, we use the automorphism group of the model com-
position graph to detect structural symmetry. The main re-
sult of this section is a proof that we can construct a Markov
process with states that are the partition of the state space

U : Unexplored states, S : Discovered states
FE : Event set, E; : Event set of instance ¢ € I
Initial state 19, U = {po}, S = {uo}
while U # ()
chooseap € UandletU =U — {u}
B(u) = {e € Uy, B | elea) = 1)
foreach e € E(u)
w= T(e, 1)
ify &8
S=Suu
U=Uuyy
add arc from p to ' with rate (e, p)
end for
end while

Figure 3. Procedure for detailed state gener-
ation from a composed model

induced by the automorphism group of the model composi-
tion graph.

A structural symmetry is present whenever there are
multiple instances of the same model present in the com-
posed model, and the names of these instances can be per-
muted in some way so that the model is structurally indis-
tinguishable from the original. A behavioral symmetry is
present if the permutation of instance names can be done
without changing the behavior of the model. The main tool
for detecting structural symmetry in the model composition
graph is the automorphism group of the graph. An auto-
morphism of a graph permutes the names of the vertices in
such a way as to maintain the structure of the graph, thus
exposing a structural symmetry. We now turn to the techni-
cal details. Then we will show that the structural symmetry
induces a behavioral symmetry, which can be exploited to
obtain a smaller Markov process representation.

The assumption of a homogeneous vertex set is implicit
in the standard definition of graph automorphism, so that
any two vertices with the same degree may be mapped onto
one another. However, the model composition graph may
include vertices representing instances of different models,
so it will not have a homogeneous vertex set. In this case,
automorphisms must be restricted to permutations that map
vertices representing state variables of each model type only
among themselves.

Let = = {&1,&2,...,&,}, be a partition of V' that satis-
fies the following requirements:

1. Two vertices are in the same partition element if and
only if the vertices correspond to the same state vari-
able fragment of instances of the same model.

2. All vertices corresponding to connection nodes are in



the same partition element.

Let I" be the automorphism group of the graph with respect
to =. By this it is meant that I is a permutation group on the
vertex set of the composition graph, such that for all v € T',
v € & if and only if y(v) € &;.

Permutations in I' map V' onto itself. For convenience,
the permutation notation ~(-) will be overloaded so it can
be used with an argument that is either a state variable frag-
ment or a state variable. This overloading is justified by the
fact that elements of I' are restricted by definition to map
vertices within their own partition elements, which means
that for all v € T, y(v) is a vertex with the same struc-
ture as v. Therefore, v(s) will be used to denote the state
variable in the fragment (v) that is the image of s under
v. An example should help clarify this notion. Suppose
vy = {A.1, A.2} is the private state variable fragment of
instance A, and vy = {B.1, B.2} is the private state vari-
able fragment of instance B. If v(v2) = v1, then by defini-
tion v(B.1) = A.1 and y(B.2) = A.2. The next step is to
demonstrate that such structural symmetries induce behav-
ioral symmetry, and to characterize the nature of the behav-
ioral symmetry.

To demonstrate the behaviorial symmetry among sym-
metrical structural configurations of a composed model, we
must investigate the effect of an automorphism on the com-
posed model state. An automorphism is a renaming of in-
stances, and a composed model state is a mapping of in-
stance state variables to numbers. One way to visualize
the effect is to imagine the model composition graph with
each vertex additionally labeled with the projected com-
posed model state. Now imagine that the vertex names
are shuffled according to an automorphism, while the pro-
jected composed model states remain in place. Formally,
for a given composed model state, i, and an automorphism,
v € I, the action of v on p is defined as

pl=pon,

where o denotes composition of functions. For every state
variable, s, in the composed model, 117 (s) = pu(y(s)).

For the simple example above, Definition 3 indicates that
wY(B.1) = p(A.1). Having given the mathematical defini-
tion, the next step is to consider what it means in terms of
the model behavior.

An automorphism of the model composition graph maps
instance states among themselves. If, as in the above ex-
ample, the action of v maps the state of an instance A onto
the instance B, this will be denoted by B” = A. In turn,
the new state of instance A is A”. Determining the model
behavior in the permuted composed model state requires
knowledge of the set of events that are possible in the new
state. Suppose e € E4 and B” = A. Then, by the defini-
tion of I', which ensures BY = A if and only if A and B

are instances of the same model, there must be an event, e’,
in B that corresponds to e in A. Since ¢’ is to e what p7 is
to pu, it is natural to call €’ the action of v on e and use the
notation e”.

We will now show how I' detects symmetry in the model.
The first step is to show how I induces a partition of M, the
set of all mappings of composed model state variables to
numbers.

Definition 4 L is a relation such that for two composed
model states, py and po, pu1Lus if there exists a v € T
such that ps = .

Proposition 1 L is an equivalence relation.

Proof See [22].

By Proposition 1, the automorphism group of the model
composition graph partitions the state space of the com-
posed model into equivalence classes defined by L. It will
now be shown that elements in the equivalence classes of L
are symmetric in the sense that all elements in a class of L
have future behavior that is statistically indistinguishable.
The main step in the proof is to demonstrate that for two
composed model states in the same class of L, the sets of
next possible states are equivalent under L.

As with the composed model state, it will be necessary
to refer to projections of permuted composed model states
onto instance states. The projection of x” onto some in-
stance, A, is denoted by [17]4. It is also useful to define
precisely the idea of the action of an automorphism on the
local state of an instance. Given the projection of a com-
posed model state, i, onto the local state of an instance, A,
the action of an automorphism, =, on 4 must be defined.
Note that this cannot be a straightforward composition of
functions, since the codomain of v is not the same as the
domain of p4. On the other hand, it is easy to define what
is meant.

Definition 5 Let the domain of pa, A C S, be denoted
D(ua). The action of vy on p 4 is defined as

[nal” =A{(s,na(7(5))) | 7(s) € D(pa)}-

The relationship between the projection of Definition 5
and the action of an automorphism can now be explored.
Suppose one delineates the local state of an instance, A,
and follows it as it is moved by an automorphism to another
instance, B. Now suppose one first applies the same auto-
morphism and then examines the local state of B. In each
case one sees the same local state. The formal statement is
Proposition 2.

Proposition 2 For all instance pairs (A, B) and for all y €
T such that BY = A,

[nal” =[]



Proof Automorphisms are one-to-one and onto, so for any
instance A and automorphism -y, there exists some other
instance B such that B = A. The set {s | 7(s) € D(ua)}
is exactly the subset of composed model state variables that
is projected onto the set of state variables of instance B to
obtain the local state of instance B in a given composed
model state. Therefore, D([u"]5) = D([r4]"). This means
that [114]7 assigns the values of the local state variables of A
in composed model state p to the corresponding local state
variables of B, since v(-) must be the same type of state
variable by definition of I'. Finally, the result follows from
the definition of p7. [

Now that the effect of an automorphism on a composed
model state has been established, the next point to consider
is the state transition function in the new state, and how it
relates to the state transition function of the original state.
This point is the key to behavioral symmetry, since the state
transition function defines what can happen next. After the
relationship between state transition functions of states re-
lated by automorphism has been established, the behavioral
symmetry can be characterized.

Proposition 2 is the main step in proving that states
within an equivalence class of L have the same behav-
ior. The next proposition gives the relationship between the
transition functions for two states related by automorphism
of the model composition graph. Informally, the proposi-
tion says that for any two states in an equivalence class of
L, their sets of next possible states are related by the same
automorphism as the two states themselves.

Proposition 3 Foralljp€ M, e € E, and~ €T,
T(e, 1) =7(e, u7).

Proof Let e be an event from an arbitrary instance A.
Then, for every v € I there exists an instance B such that
B7Y = A. First, the automorphism + is applied to the defini-
tion of the state transition function (Definition 3) to get:

(e, )" = [(n — pa) UTale, pa)l.

Since (u—p ) and 74 (e, pu4) are disjoint sets, the action
of v from Definition 5 can be applied to result in

(e, )" = [ps—a]" Ulrale, pa)l™.

At this point, recalling that BY = A, it follows from
Proposition 2 that

(e, 1) = [W]s—p UTp(e, [1"]B). )

Finally, after rewriting (1) as

(n” = [u"]B)UTp(e?, [1]B),

and applying Definition 3, the result follows from the
fact that e and A are arbitrary. [

The set of states that may be reached from a composed
model state, u, is

Ay = U

{ecE|e(e,n)=1}

T(e, ).

Each state in A, is also an element of some equivalence
class with respect to L. Let H be an equivalence class with
respect to L and suppose H N A, # (). In this case, H will
be called a destination class of (1. Furthermore, when H is a
destination class of p, the set of events {e € FE | 7(e,u) €
H} will be denoted by E, m. With these definitions, we
can precisely define the notion of equivalent behavior.

Proposition 4 For all pairs of composed model states (i1
and o, if ju1 Lo then 1y and (1o have the same set of desti-
nation classes and the same transition rates to those classes.

Proof 1y Lys implies there exists v such that ps = .
Therefore, the transition functions 7(-, pt1) and 7(+, u2) lead
to the same destination classes by Proposition 3. By the
definition of I', there is a one-to-one correspondence, e «
e”, between the set of events that may occur in p; and the
set of events that may occur in 2 = p]. Therefore, for
each destination class H, |E},, m| = |Ey,, |, and the total
transition rate from p to H is equal to that from ps to H.
(]

Proposition 4 establishes a localized notion of equiva-
lent behavior. If two states are related by an automorphism
of the model composition graph, then the things that can
happen next in both states are equivalent, in the sense that
each state that can be reached from one state is related by
automorphism to a state that can be reached from the other
state. So Proposition 4 establishes equivalent behavior for
one step into the future. To prove that the entire future be-
haviors of the two states are also symmetric, we use a well-
known result from the theory of Markov chains, commonly
known as the Strong Lumping Theorem.

Proposition 5 The model created by replacing each equiv-
alence class of L with a single representative state satisfies
the Markov property.

Proof Follows directly from Proposition 4 and the Strong
Lumping Theorem. [

In this section we have shown how the automorphism
group of the graph may be used to detect symmetry in a
model. The next section discusses the practical issues in-
volved in exploiting the detected symmetry for the purposes
of reducing the state space.



4. Exploiting Symmetry

As shown in Section 3, the automorphism group of the
model composition graph may be used to detect symme-
tries, which can in turn be used to reduce the state space
of the model. This section considers the practical issues of
how to compute the automorphism group and how to use
that information to directly generate a reduced state space
for the composed model. The main result is a procedure for
generating a compact state space for composed models.

The first step in generating a compact state space is to
derive the model composition graph and compute its auto-
morphism group. For models rich in symmetry, the order
of the automorphism group can be very large, but a group
can be compactly described by a few of its elements, called
a generating set. A generating set of a group I is a subset
of I, which when expanded to the smallest possible set that
satisfies the properties of a group, becomes I'. If a set S
generates a group I, this is denoted by < S > = I'. The
next problem is how to find a generating set for the auto-
morphism group of the model composition graph.

Efficient algorithms for computing a generating set for
the automorphism group of a graph have been developed in
the literature on computational group theory [21]. Darga
has provided an implementation to the problem in his soft-
ware package saucy [11]. The program reads a simple graph
description language and a vertex partition and produces a
generating set for the automorphism group of the graph.

Given that the automorphism group is known, the next
problem is how to exploit this knowledge to reduce the state
space. Since detailed state spaces are very large, it is impor-
tant to find a method for the direct generation of the reduced
state space. The reduced state space contains a single state
for each equivalence class, so a procedure for choosing a
representative state to serve as a canonical label for each
equivalence class is needed. The standard method of choos-
ing a canonical representative of a set is to order the set
and choose the minimum or maximum of the ordered ele-
ments. The model composition graph places constraints on
the sorting operation. For equivalence classes of composed
model states, the only permutations that may be applied to
order the set are those in I', the automorphism group. In
this case, transposing two elements means that other ele-
ments may have to shift as well in order to reach a state that
is still within the equivalence class. So the problem is that
once a state fragment has been moved to the vertex where it
belongs in the canonical label, further moves must fix this
state fragment at that specific vertex.

We use the concept of a “stabilizer chain” from com-
putational group theory [6] to develop a structure-sensitive
sorting procedure that solves the canonical label problem.
Recall that the automorphism group, I', is a permutation
group acting on the vertices v € V. The stabilizer of v in T’

B = [by,bs,...,by,] : Base for stabilizer chain
O® : Orbit of i*" base point
for each base point b; € B
let k be the index of the vertex in O*) with the
largest state (ties go to the vertex with lower index)
apply permutation that moves O™ (k) to b;
end for

Figure 4. Procedure for canonical labeling of
a composed model state

isthesetT', = {y € ' | y(v) = v}. Thus ', is the set of
permutations in I' that map the vertex v to itself. The set I,
is a subgroup of I', which means that the elements of I",, are
a subset of the elements in I, and I, satisfies the properties
of a group.

The idea of a stabilizer is easily extended to more than
one vertex. A stabilizer I';,,, iS a subgroup of I',; that
also fixes vo. A stabilizer chain is a decreasing sequence of
subgroups, I' D I';;, D L'y 0 2 -+ 2 L'yyu..0, = 1, that
stabilize a growing number of vertices. As the number of
stabilized vertices increases, the size of the stabilizing group
shrinks. Eventually, the only stabilizing group remaining is
the identity. The sequence [v1, vo, ..., vk] is called a base
when the corresponding stabilizer chain ends in the identity.
The subgroup that stabilizes the i*"* component of the base
will be denoted by ') with ') = T. A stabilizer chain
is typically described by a base and a “strong generating
set.” A strong generating set is a set S of generators for I'
that satisfies the condition < S N T'(?) > =T,

The stabilizer chain gives us exactly what we need to find
a canonical label, since it identifies the subgroups of permu-
tations in I that fix vertices. A composed model state may
be translated to its canonical label through maximization of
the state fragment at every vertex in the base of the stabi-
lizing chain. If p; Lus, each must each have vertices with
the same state in each subgroup I'”) in the stabilizer chain.
Therefore, in each case, the same state will be moved to the
base vertex.

The Schreier-Sims algorithm is the most efficient known
deterministic algorithm for computing a base and strong
generating set for a stabilizer chain of a given group. Our
implementation of the Schreier-Sims algorithm reads the
output from the saucy package and produces a base and
strong generating set for the stabilizer chain of the automor-
phism group. The next step is to exploit the stabilizer chain
to produce an efficient procedure for finding the canonical
label of a given composed model state.

A stabilizer chain, stored in the form of a base and a
strong generating set, provides a compact description of the
automorphism group. However, using the stabilizer chain



U : Unexplored states, S : Discovered states
FE : Event set, F; : Event set of instance ¢ € I
Compute automorphism group
Compute stabilizer chain
Convert initial state yio to canonical label
U={po}, S ={no}
while U # ()
chooseap € UandletU =U — {u}
E(p) ={e € Uic; Ei [ e(e,n) = 1}
foreach e € E(u)
W= T(ea ,LL)
convert 4’ to canonical label
ifu &8
S=85uy
U=Uuy
add arc from p to ' with rate (e, p)
end for
end while

Figure 5. Procedure for generating compact
state-space for a composed model

to find a canonical label requires access to permutations in
the subgroups that form the chain. The method used in our
implementation is based on a list called the factorized in-
verse transversal. The required permutations are easily cal-
culated from this data structure. Figure 4 shows the proce-
dure for producing a canonical label for a composed model
state. The full procedure for exploiting model symmetry to
generate a reduced state space is given in Figure 5.

We have built a state generator that works with mod-
els described as stochastic Petri nets. The models are de-
scribed graphically using the Mobius modeling tool. Then,
the model composition graph is created, and the structures
for canonical labeling are found. At this point, state-space
generation begins and is carried out according to the proce-
dure listed in Figure 5.

5. Examples and Results

In this section, we present modeling examples that
demonstrate some of the symmetries that can be detected
and exploited using our techniques. The algorithms pre-
sented are implemented as a state-space generator within
Mobius. Atomic models are hierarchically created to form
composed models. The state-space generator finds all of
the symmetry in the composed model to produce a compact
state space.

Figure 6-a is a diagram of the first example system. This
system consists of four clusters interconnected by a two-
level point-to-point network. The core of the system is a
fully connected set of four routers. Each cluster contains

Figure 6. (a) Network with fully connected
core and (b) model composition graph

State variables

Identifier | Description | Type

1 router state | private
9 cluster state | shared
r3 link one shared
T4 link two shared

Transition function

State Event | Next State
1,0,0,0 | req 0,0,0,0
1,0,0,0 | req 0,1,0,0
Event set
Identifier | Description Enabling Condition
rej fails safe ulry) =1
res failure propagation | u(ry) =1

Figure 7. Router model

several processor and I/O devices. Each time a device fails,
there is a chance that the failure will propagate and the oper-
ation of the whole cluster will be disrupted. For this exam-
ple we do not model failure propagation between routers.
The routers at the clusters can disrupt or be disrupted by a
processor or I/O device, but propagation of the failure of an
outside router to a core router, or vice versa, has not been
included in this example.

The composed model for this system comprises in-
stances of three models: one for the routers, one for the
processors and one for the I/O devices. The model for the
router is described in Figure 7. The router model has four
state variables and two events. If the router is functioning,
r1 = 1; otherwise it is zero. Likewise, if the cluster is func-
tioning, 2 = 1; else it is zero. The last two state variables
are dummy variables, which will be used to represent con-
nections to other routers. The two events correspond to the



Table 1. State-space sizes for configurations
(routers, CPU, 1/0) of the connected system

Config. Detailed | Symm. | Compact | Rel. Size
4,2,2) 2,025 2 1035 51%
6,3,3) 91,125 6 26,902 30%
(6,6,3) 804,357 48 185,835 23%
(6,6,6) | 6,751,269 384 | 1,575,896 23%
(8,4,4) | 4,100,625 24 859,922 21%

two types of failures that are possible. The first is a failure
that is successfully handled by the fault-tolerance mecha-
nism of the router. The second is a failure that propagates to
connected components. The coverage depends on the state
of the system, so the rates for the two failure events are
state-dependent, which precludes the use of fault-trees. The
rate function was omitted because the specific rates for the
events do not affect the size of the state space. The proces-
sor and I/O device models are the same as the router model,
except that they have one link instead of two. We assume
these devices must be distinguished for the dependability
measure.

The composed model for the network with a fully con-
nected core is constructed by connecting the router, proces-
sor, and I/O device models together via their shared state
variables. The model composition graph is shown in Fig-
ure 6-b. In Figure 6-b, A—H are instances of the router
model, I, K, M, O are processor instances, and J, L, N, P
are instances of the I/O device model. The fully intercon-
nected core is modeled by a single connection node repre-
senting the superposition of A.3, B.3, C.3, and D.3. The
other routers are each connected to a core router through
a superposition of link variables. For example, router £
is connected to core router A via the connection node
{A.4,E.3}.

This system has multiple symmetries that can be ex-
ploited. The first detected symmetry is among the four clus-
ters extending from the core. Interchanging any two of the
four core routers and their associated clusters produces an
automorphism. In addition to this core symmetry, analysis
of each cluster detects the symmetry among redundant pro-
cessors and redundant I/O devices within a cluster. Thus,
for the simple configuration of eight routers, four proces-
sors, and four I/O devices, the only symmetry is the inter-
change of clusters, which produces twenty-four automor-
phisms. Adding a redundant processor to each of the four
clusters results in 24 additional automorphisms. Combined
with the twenty-four permutations of the four clusters, the
order of the detected automorphism group grows to 384.

Table 1 shows the state-space compression that we
achieved using the procedures presented in Sections 3 and 4.

Figure 8. (a) Double ring network

For each configuration, the column labeled “Detailed” lists
the size of the state space generated by the procedure of
Figure 3. The “Symmetry” column lists the order of the au-
tomorphism group of the model composition graph for the
system, and the “Compact” column lists the size of the state
space generated by detecting and exploiting symmetry. Fi-
nally, we list the relative size of the compact state space in
the last column of the table. As can be seen in Table 1, our
techniques produced reduced state spaces that were small
relative to the detailed state spaces. The compression in-
creases with the size of the state space and the order of the
automorphism group.

Figure 8-a is a diagram of a system where the routers
are configured in a double ring. Clusters are the same as
in the first example, but each one of the processors and
I/O devices is connected to both rings. Failure propagation
within a cluster is modeled, so the failure of a component
in a cluster can potentially disrupt the entire cluster. Ta-
ble 2 shows the results for the double ring system. An “as-
terisk” represents a model we were not able to solve with
resources available to us. The symmetry for the basic sys-
tem with no redundancy within the cluster consists of four
rotations and an interchange of inner and outer rings, yield-
ing an automorphism group of order eight. Adding an extra
processor to each cluster introduces 2* processor configura-
tions, which increases the automorphism group to 128. Fi-
nally, adding a redundant I/O device to each cluster adds 2*
I/O configurations, bringing the order of the automorphism
group to 2,048. For the configuration using eight routers,
eight CPUs, and four I/O devices, the compact state space
was sixteen percent of the size of the detailed state space.



Table 2. State-space sizes for configurations
(routers, CPU, 1/0) of the double ring system

Config. Detailed | Symm. | Compact | Rel. Size
(8,4,4) 83,521 8 39,685 48%
(8,8,4) | 1,185,921 128 | 189,139 16%
(8,8,8) * 2,048 | 919,315 N/A

6. Conclusion

We have presented a new approach to detecting and ex-
ploiting symmetry. As demonstrated in the last section,
when there is symmetry in a model we can exploit it to
achieve very good compression of the state space. In our
approach, models retain the structure of the system, and
all symmetry inherent in the structure of the model is de-
tected and exploited for the purposes of state-space reduc-
tion. Many types of symmetries are detected and exploited,
and the developed techniques do not require any assistance
from the modeler. Results from group and graph theory are
used as a rigorous foundation for the presented techniques.
Specifically, we create a model composition graph from the
model specification and then analyze the graph to find its
automorphism group. Each model state is converted to its
canonical label via a procedure using a stabilizer chain for
the automorphism group, so that it is possible to generated
a reduced state without visiting every detailed state. Using
an implementation within Mobius, we obtained a large re-
duction in the size of the state space for several example
models.
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