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Abstract

Traditional techniques for building dependable, high-
performance distributed systems are too expensive for
most non-critical systems, often causing dependability to
be sidelined as a design goal. Nevertheless, systems are
expected to be dependable, and if dependability could be
provided at a lower cost, many applications would stand
to benefit. We believe that compiler techniques can be
used to create novel and enhance existing dependability
mechanisms to create a wider range of cost/dependability
tradeoffs than is currently available. Similarly, compilers
can assist in the area of error detection by expanding the
range of errors that can be detected. New compiler tech-
niques, combined with model-driven adaptation and con-
trol mechanisms, can be used to dynamically guide a sys-
tem as it makes choices, with cost, dependability, and per-
formance tradeoffs, in response to the occurrence of faults
and changes in the environment. This paper reports on
a new project that is exploring the approach. The broad
goal of the work is to create a powerful yet flexible run-
time environment for dependable and high- performance
systems that operate within much lower cost constraints
than is currently possible.

1. Introduction

Traditional approaches for constructing dependable
distributed systems using commodity hardware typi-
cally involve an expensive combination of replicated

software execution, redundant computation and stor-
age resources. With abundant resources, those pri-
marily static application designs are sufficient to pro-
vide a specified level of performance and dependabil-
ity. Such approaches are important for certain safety-
critical (e.g., aircraft control) and mission-critical (e.g.,
military decision support) systems, both because sta-
tic designs are inherently simpler than more complex
dynamic approaches, and because the high costs of the
underlying systems may be justifiable. Such solutions
are clearly not acceptable, however, for the growing
number of distributed applications with inter-operating
compute- and data-intensive components that must
meet more stringent cost constraints and operate at
a specified performance level. Such applications will
dominate computing applications of the future, and
are likely to span all major computing domains, in-
cluding commercial (e.g., large-scale Web services), sci-
entific (e.g., data-driven Grid computing), governmen-
tal (e.g., emergency response systems), and military
(e.g., operational coordination). Moreover, applications
in those areas are often highly variable in their com-
puting, bandwidth, and storage demands, and can in-
cur component failures, local network failures, and de-
mand spikes. In spite of the challenges, the common
requirement for those important but complex applica-
tions is that they perform as expected despite faults
that may occur.

Highly flexible, adaptive system management
is needed to achieve this requirement. In particu-
lar, in order to meet application performance and



dependability constraints in a cost-effective way, appli-
cations must be able to reorganize their computations
and/or reallocate resources in response to chang-
ing operating conditions. Achieving solutions of the
greatest flexibility requires the combination of in-
formation from applications (via compiler analy-
sis) and runtime environments (via measurements)
to enable systematic prediction and control of ap-
plication behavior (via online models). In order to
build such adaptive high-performance and depend-
able distributed systems, we believe fundamental new
techniques in three multidisciplinary areas will be
needed: compiler-driven flexible dependability mech-
anisms, model-based runtime prediction and control,
and compiler-guided measurements for early error de-
tection.

This paper gives an overview of a project, sup-
ported by the National Science Foundation, that aims
to create a compiler-enabled model- and measurement-
driven adaptation environment for dependability and
performance, by developing and integrating new tech-
niques in each of the three areas. If we are successful,
the developed environment will make it dramatically
easier to create highly flexible, high-performance, and
dependable distributed systems subject to prescribed
cost constraints.

We have identified several important ways in
which integrated techniques from the above three ar-
eas can be more flexible than uncoordinated ones.
They include examples from compiler-based repli-
cation strategies, compiler-driven measurement,
measurement-guided online models, and compiler-
assisted model construction on online models. In
the rest of this section, we first discuss the limita-
tions of current approaches to adaptive system man-
agement and explain the motivation for integrating
work in the three areas identified. We then summa-
rize our main research goals. In doing so, we also
briefly summarize our plan for using two concrete, re-
alistic applications to guide this work: one from the sci-
entific domain (the CARMA image pipeline, which
is a data-intensive Grid application for radio astron-
omy) and one from the commercial domain (iMo-
bile, an enterprise mobile services platform). Due
to their complementary requirements, the exam-
ples will challenge us to create a generic, tunable
solution.

1.1. The Need for Integrated Approaches
to Adaptive System Management

The primary dependability mechanisms ap-
plied in distributed systems have been computation
replication and checkpointing. Traditional replica-

tion schemes consume significant computational re-
sources, but have been used in dependable middleware
and runtime systems because they do not require sig-
nificant application-specific knowledge. Compiler
transformations can be used to develop new replica-
tion techniques that could provide a much richer set
of dependability mechanisms while remaining fully au-
tomatic. While there has been extensive work on
compiler-supported checkpointing schemes (which
we will use and extend, where possible), there has
been little previous work on compiler-enabled repli-
cation schemes, or on compiler-based schemes that
integrate replication with checkpointing. Finally, mod-
ern dynamic code generation techniques (and the
increasing speed of hardware) can allow practi-
cal, online generation of replicas, further reducing the
performance penalties of replication and greatly in-
creasing the flexibility of adaptive, dependable sys-
tems.

Measurement techniques for detecting errors and
performance anomalies are also crucial because they
can help minimize the performance impact of such
events, which can be relatively frequent in large dis-
tributed systems. Again, however, the applicability of
measurement techniques may be significantly limited
in the absence of compiler support, because many pro-
gramming errors are either difficult or very expensive
to detect purely through runtime monitoring. By build-
ing on recent advances in compiler technology for a
wide range of static error-checking problems and com-
bining them with runtime monitoring techniques, we
could greatly expand our error detection capabilities
for complex software.

It is necessary to use online models to guide run-
time adaptation in order to respond to changing en-
vironmental conditions and changes in requirements.
Recently, there has been significant interest in model-
ing techniques for guiding runtime adaptation (e.g., [1,
2,7, 20, 21, 24, 25]), but most of that work has focused
on adaptation for performance alone, not considering
faults and failures that may occur. Initial work by one
of the authors of this paper (i.e., [15, 16, 17, 18]) sug-
gests that simple online models, solvable in a few hun-
dred microseconds at the time of remote method invo-
cation, can be used to make intelligent decisions about
how to serve a call to meet performance requirements
while simultaneously providing dependability.

Another key opportunity related to online models is
the possibility of simplifying the process of construct-
ing dependability models by using compiler techniques
to partially automate it. Much of the past work on
compiler-supported modeling techniques (including our
own, e.g., [2, 3, 11, 12]), has focused solely on perfor-
mance modeling (because compilers have traditionally



focused on optimization and parallelization). Because
there are significant differences between dependability
properties/models and their performance counterparts,
extending those techniques or developing new ones to
support combined performance/dependability model-
ing will require significant new research.

1.2. Summary of Research Goals

The challenges discussed above motivated four spe-
cific goals for our joint research. Specific approaches
and potential solutions we will explore are discussed in
more detail in later sections of the paper.

Providing Compiler-Based Flexible Depend-
ability Mechanisms: We will use program analy-
sis and transformations to develop novel depend-
ability mechanisms that are more powerful and
higher-performing than those that operate without
compiler support. In addition, because the space of
possible transformations is very large, we will de-
velop dynamic code generation approaches for gen-
erating and optimizing code embodying the devel-
oped mechanisms at runtime, under the control of
the runtime adaptation controller.

Creating Efficient Model-Based Runtime Pre-
diction and Control: We will develop techniques
to predict the impact of a changing environment
and generate controlling actions to meet depend-
ability, performance, and resource demands. We
will do so using 1) offline modeling tools that help
create models of the relationships between system
and environment, 2) a compiler that facilitates au-
tomatic generation of models, 3) online and/or of-
fline decision procedures that combine these mod-
els with measured data, and 4) runtime environ-
ments that implement the chosen control actions.

Measurement-Driven and Compiler-Enabled
Early Error Detection: We will combine er-
ror measurements of operational systems with on-
line analysis to extract error symptoms for early
error detection (e.g., error patterns and exe-
cution patterns), and thus minimize perfor-
mance impact of failures [14, 13]. Such analysis
will provide the parameters and distribution char-
acteristics needed to enable adaptive system
models and thus ensure effective online con-
trol. We will use compiler support to develop
application-specific, preemptive detection tech-
niques to improve coverage and minimize error
propagation while maintaining performance.

Validate and Apply Developed Techniques on
Significant Scientific and Commercial Ap-
plications: To provide a concrete focus and a

basis for experimental evaluation, we will work
with realistic distributed applications from two
different domains: one from the scientific domain
(a data-intensive Grid-based application) and one
from the commercial domain (an enterprise mo-
bile services platform). Together, the two applica-
tions present a diverse set of application require-
ments, operating environments, and system con-
figurations, providing a good test for the devel-
oped environment.

2. Integrated Solution Overview

In this section, we present a high-level view of our
solution to the needs introduced in Section 1. Our solu-
tion integrates performance- and dependability-aware
compilation with a runtime environment supporting
prediction, control, and measurement. Figure 1 illus-
trates the interaction among the five logical compo-
nents of our design, namely the compiler, the instru-
mented executable, runtime prediction and control,
measurement, and the offline performance engineering
framework (e.g., M&bius [10]). The inputs to our en-
vironment are source code for an application program
(compiled with the Low Level Virtual Machine (LLVM)
instruction set [19]). A dependability specification for
the application that can be used to manage depend-
ability and performance requirements, and a descrip-
tion of the available system resources.

We propose several adaptation mechanisms. They
include compiler-generated code versions embody-
ing different forms of code replication (including
some novel ones), integrated checkpointing and repli-
cation schemes, and application-specific error de-
tectors. Adaptive management can also be used
to control many traditional fault tolerance mecha-
nisms (e.g., ways choose the number and location of
replicas) and to choose between alternative mecha-
nisms. To initialize the process, the static compiler
instruments an application with an appropriate ini-
tial set of adaptive mechanisms before deployment,
with aid from the offline performance engineer-
ing framework.

Adaptive decision-making is performed by the run-
time control unit and guided by the runtime prediction
unit. The control unit queries the prediction engine to
determine the application’s dependability /performance
needs, e.g., information about dependability-critical re-
gions of code. Prediction is supported by modeling the
application and its environment. We consider three
modeling approaches: non-stochastic models, Markov
decision processes (MDPs), and decomposition. Mod-
els are obtained in two ways. First, the offline perfor-
mance engineering framework is used for manual model
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Figure 1. Adaptation Environment

specifications and also to provide partial, and in some
cases complete, model solutions. Second, the compiler
enables partially automatic model construction by gen-
erating model components for aspects of a program.

The runtime control unit uses the predictions to
choose a policy that meets the application’s require-
ments. Adaptation requests may be either configura-
tion change requests, which are made directly to the
instrumented application through hooks provided by
the compiler, or code generation requests to the run-
time compiler for a code version not currently available
for a relevant code segment. Upon generation of the re-
quested code, the runtime control unit performs migra-
tion of the new code to the application.

The final component of the design is the measure-
ment engine. It serves 1) to derive error symptoms for
predicting the onset of major dependability problems,
2) to provide insight on why errors escape, and 3) to as-
sess coverage and performance of individual techniques.
The data collected by the measurement component is
provided as input to the runtime prediction unit to
guide adaptation decisions. Both the static and run-
time compilers assist in measurement by instrument-
ing the application for data collection.

In the following three sections, we examine the three
major aspects of the above solution, namely, compiler-
based dependability mechanisms, measurement-driven
and compiler-enabled early error detection, and model-
driven decision making.

3. Compiler-Based Dependability
Mechanisms

Replication and checkpointing are often used to pro-
vide dependability, and there exist several algorithms
and protocols with varying dependability and per-
formance characteristics that implement these basic
mechanisms. Our research aims to strengthen rather
than replace the existing choices, in three ways: 1)
new low-cost variants or alternatives for replication
and checkpointing that can detect or tolerate a wider
range of fault types through the use of compiler sup-
port; 2) ways to reduce the potential cost of both
traditional and new replication/checkpointing strate-
gies, by extracting information about program behav-
ior via compiler analysis; and 3) mechanisms that allow
a distributed application to switch between different
performance- and dependability-enhancing techniques
dynamically in an efficient and safe manner.

The fundamental insight we aim to exploit is that
compiler analysis and transformations can be used to
create multiple versions of a program or program com-
ponent that differs from the original, and to do so au-
tomatically. We envisage two orthogonal classes of such
versions, which in a dependable system can serve differ-
ent purposes that are complementary to existing repli-
cation strategies.

One class of compiler-generated versions we propose
is that of transformed replicas, i.e., ones that use data



layouts and computation sequences that are different
from those in the original code, but perform equiva-
lent computations. Transformed replicas can be used
to detect a class of runtime errors that are not caught
by identical replicas. The second class of variant repli-
cas is that of partial replicas, i.e., replicas that per-
form only a subset of the computations of the origi-
nal code, using a subset of the data. The key advan-
tage relative to transformed or exact replicas is that
the partial replica may have much lower time and re-
source costs, offering a new set of choices to the run-
time controller in a dependable system.

To accomplish the second and third goals of im-
proving the efficiency of existing dependability tech-
niques and enabling dependability mechanism switch-
ing during runtime, we rely on the insight that compiler
techniques could also create relatively simple models
that predict the relative cost of a variant replica or
code fragment compared with the original. Such mod-
els could not only be used to guide static or dynamic
decisions on the use of different combinations of vari-
ant/partial replicas for replication-based solutions, but
could also be used to reduce the cost of existing de-
pendability techniques such as checkpointing or pas-
sive replication.

For example, when checkpointing is being used, com-
piler analysis could be used to identify subsets of the
code for which the volume of data generated is large but
the time to recompute that data from existing data is
relatively small. (Simple and common examples are the
initialization or creation of a copy of a large data struc-
ture.) Instead of checkpointing this data, we can use a
partial replica of the code to recompute that data from
other checkpointed values (analogous to rematerializa-
tion as an alternative to spilling during register alloca-
tion [5]). The replica can be executed either at the stor-
age end or after reading back the checkpointed data to
reconstruct program state.

Similarly, for passive replication, the compiler could
identify state values that could be recomputed quickly
from other values. Then, only the latter values would be
transferred to the passive replica at every state trans-
fer point, while the former would be computed from
the latter if an error occurred. That approach, i.e., re-
computation on error, has the significant benefit that it
saves cost in the common case (state saving) at the ex-
pense of added cost in the uncommon case (error re-
covery).

4. Measurement-Driven Compiler-
Enabled Early Error Detection

Error detection is essential when making depend-
ability and performance predictions. Measurement-

based studies have shown that it is possible to predict
future failures based on current and historical on-
line error information. Our preliminary investigations
have shown that instruction sequence checkers, com-
bined with very simple program analysis and instru-
mentation, can be used to detect classes of errors that
are not detected by other checkers. Our goal is to ex-
plore how such low-level detection techniques (e.g., at
the instruction level) can be augmented with more so-
phisticated compiler-driven program analysis support
to generate application-aware detectors for rapid de-
tection of programming errors.

Towards that end, we are developing a theoretical
framework and concrete algorithms for automated gen-
eration of system and application signatures (e.g., ad-
dresses, values, or instruction sequences) that enable
detection of and recovery from runtime errors. Such
errors can arise from application bugs (e.g., dangling
references, data races, or numerical instability), com-
piler bugs, operating system bugs, system intrusions,
or transient hardware errors. The idea is to use com-
piler support for 1) extraction of logical predicates (re-
flecting dependencies between state variables and in-
structions) that, if violated, can be used as indicators
of errors, and 2) conversion of the predicates into run-
time assertions embedded into the application code or
hardware frameworks. Examples of specific checks (as-
sertions) include sequences of dependent instructions,
integer overflow or underflow on values used in array
index expressions, legal ranges or relationships for sys-
tem call parameters, and clusters of values traversed
by selected variables in a program [23, 22].

Our initial study demonstrated the feasibility of
combining static program analysis with hierarchical
simulation to search the program state space for dis-
covering dependencies and enabling generation of run-
time assertions. We have constructed an instruction
sequence checker module, which verifies whether run-
time execution of instructions preserves dependency
chain(s) identified via program analysis (implemented
using GCC). Failure of the processor to respect the de-
pendencies (due to transient hardware errors, for ex-
ample) may produce incorrect results and should be
considered an error. Initial fault injection results in-
dicate that while coverage of this simple technique is
in the range of only 15%-20%, it detects unique errors
that escape other techniques, e.g., control flow check-
ers.

The key challenge in this work is that sophisticated
compiler techniques can extract a very large number of
program properties from a program. We must first de-
termine which properties can be translated into com-
pact and efficient checkers, and then evaluate which of
these checkers are most effective for different classes of



applications. The LLVM compiler system provides an
effective basis for the compiler analysis in this work,
because 1) it is language-independent, and yet exposes
high-level type, control flow, and data flow information,
and 2) it permits transparent dynamic code generation,
which could be used to insert or customize checkers at
runtime and to vary the set of checkers used over dif-
ferent time intervals for long-running applications.

5. Model-Driven Decision Making

The compiler-assisted dependability mechanisms de-
scribed in Section 3, along with more traditional de-
pendability mechanisms, offer the application a wide
choice in terms of performance and dependability. How-
ever, the correct choice of dependability mechanism
depends not only on the application’s performance
and dependability requirements, but also on factors
such as application characteristics (e.g., the amount of
state in the application), the environment (e.g., com-
puting vs. communication costs), knowledge of what
kinds of faults are most likely to occur (or are al-
ready occurring), and the cost of switching depend-
ability mechanisms (perhaps requiring that the appli-
cation be stopped for some time). In addition, many de-
pendability mechanisms can be further tuned to change
their performance/dependability tradeoffs (e.g., vary-
ing the number of replicas in replication schemes).

In order to quantify the effects of those factors on
system performance and dependability and to choose
an appropriate dependability mechanism or appropri-
ate parameters for the chosen dependability mecha-
nism, models of the application, its environment (in-
cluding the fault environment), and the appropriate de-
pendability mechanisms are needed. The models must
take as inputs the information obtained through sys-
tem instrumentation and error detectors, and their so-
lution must indicate which mechanism is to be used
in order to maximize performance, dependability, or a
combination of the two.

A number of the factors listed above are nondeter-
ministic. They include imperfect error detectors (i.e.,
those that give false positives or false negatives), chang-
ing workloads, and varying system resources. There-
fore, we use stochastic models (e.g., queuing networks
or Markov chains) of the system as a basis for our
decision-making. Because there is a close relationship
between decision procedures and models, a key research
issue we are exploring is the applicability of various
decision procedures for different kinds of applications,
and different kinds of dependability and performance
properties.

For stochastic systems or systems with discrete
adaptation actions that introduce radical changes in

system dynamics (such as mechanism switching), we
believe that Markov decision processes (MDPs) [26]
with finite state spaces provide a suitable mathematical
framework. Although there has been some work on us-
ing MDPs for adaptive power management [24, 27, 28],
there has been very little work on using MDPs in the
performance and dependability domain [29]. We are in-
vestigating how dependability and performance prop-
erties can be represented in terms of MDP rewards,
how the corresponding mechanisms can be represented
in terms of the MDPs, and how optimal decisions can
be generated to achieve desired levels of these proper-
ties.

Because MDPs are extensions of Markov chains, we
will use the considerable body of research on modeling
the performance and dependability of systems using
Markov chains to our advantage. In addition, there ex-
ist a wide variety of languages based on Markov chains
for describing complex systems in a compact high-level
representation. We have implemented several of the
languages in the Mobius framework. We will extend the
languages (and the Mobius framework) to allow repre-
sentation of adaptation choices and facilitate the auto-
matic generation of MDPs.

Unfortunately, MDPs that model the combined ef-
fects of both performance and dependability can lead
to state-space explosion. We propose several techniques
to help mitigate this problem. The key insight we will
rely on is that the goal of online decision-making is not
to compute very accurate values of required measures,
but to generate enough insight to make a choice be-
tween alternative decisions. That means that approxi-
mate models for online decision-making may be good
enough. An open research question that we intend to
address is that of how accurate the models have to be
to generate good control decisions.

Finite Horizon Approximation: One way to re-
duce solution time is to project MDP trajectories
to only a finite horizon in the future. It is an ap-
proximation technique, because we must have a
value function that identifies the quality of differ-
ent states at the finite horizon (since we cannot
look beyond it).

Reduced State-Space Computation: Another
way to reduce state space is to consider only sub-
sets of the possible state space reachable from the
current state.

Model Hierarchies: In constructing small (but pos-
sibly approximate) models, hierarchy and decom-
position have been shown to be very effective tools
[Yu97, Li99]. We believe that compiler-based tech-
niques can be very helpful in generating such hi-
erarchical models. In particular, we have done



research in automatic generation of task graph
models of programs using compilers [3]. The task
graphs could be used in conjunction with stochas-
tic models of resource allocation and consumption
to predict execution times [4]. The execution times
could then be fed to higher-level state-based mod-
els of the behavior of dependability and perfor-
mance mechanisms in order to make decisions for
adaptation.

Offline Solution and Symbolic Techniques: For
systems and models in which large state spaces are
unavoidable, we propose to generate controllers us-
ing MDP solutions offline. Research done on sym-
bolic state-space representation and solution tech-
niques for Markov chains (e.g., [9]) indicates that
extremely large state spaces and controller func-
tions on them can be represented compactly us-
ing symbolic data structures such as Binary Deci-
sion Diagrams (BDDs) and Multi-valued Decision
Diagrams (MDDs) (e.g., [6, 8]). Although that ap-
proach would not reduce solution time, it would
remove model solution from the runtime control
path, thus making online control decisions very
rapid.

6. Conclusion

In this paper, we have reported on our vision for
a compiler-enabled model- and measurement-driven
adaptation environment for dependability and perfor-
mance. The project aims to provide a design and run-
time environment that will help distributed systems de-
signers construct systems that meet their performance
and dependability goals, but at a much lower cost than
traditional static dependability mechanisms. In order
to achieve the vision, we proposed three complemen-
tary approaches that are all assisted by compiler tech-
niques. The first approach was the use of compiler
transformations to 1) build variant and partial repli-
cas that have dramatically different cost/benefit trade-
offs than existing replication mechanisms and 2) im-
prove the efficiency of existing checkpointing and repli-
cation mechanisms. The second approach was to use
compiler analysis to automatically build application-
aware error detectors that can detect classes of errors
(e.g. programming errors) not easily detectable by the
current state of the art. Finally, the third approach in-
volved the use of stochastic models, based on Markov
decision processes, of the system, its environment, and
dependability mechanisms to build controllers that dy-
namically change/adapt the dependability mechanisms
to achieve the best cost/benefit tradeoff under the ex-
isting conditions and fault environment.
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