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Abstract

Semi-passive replication is a variant of passive replication that does not rely on a group membership
service. [Bfago et al. [4] defined the semi-passive replication concept in the crash fault model and described
a semi-passive replication algorithm based on a lazy consensus algorithm. In this paper, we consider semi-
passive replication and lazy consensus for a Byzantine fault model. We present lazy Byzantine consensus
algorithms for two system models: 1) a system with synchronous communication and partially synchronous
processing, and 2) an asynchronous system augmented with unreliable fault detectors for Byzantine faults.
We prove that our algorithms provide safety and liveness. Our algorithms are optimal in good runs, having
a latency degree of 2. We describe how our algorithms can be tuned to obtain the desired levels of fault
resilience or efficiency in the presence of faults. We also present optimizations to improve the performance
of the algorithms.

1 Introduction

Replication of critical components is a widely used approach for achieving tolerance of faults. However,
general approaches to replication are not simple, because of the need to maintain replica consistency. The
replica consistency problem deals with ensuring that the internal states of all correct replicas in the system
are consistent with each other. The techniques that have been proposed to solve this problem fall into two
fundamental classes: active and passive. In active replication (also called the state machine approach),
e.g., [13], all replicas start with the same initial state, and process client requests in the same order, thus
maintaining identical internal states. In passive replication (also called the primary-backup approach), e.g.,
[1], only one primary replica processes the client requests and updates the other backup replicas. If the
primary is faulty, one of the backup replicas is selected to be the new primary.

Both active and passive replication technigues have their advantages and disadvantages. While active
replication maintains good performance in the presence of failures, it requires that all replicas process each
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request and that operations on the replicas be determiniBite minismmeans that the result of an oper-

ation depends only on a replica’s initial state and the sequence of operations that the replica has completed
so far.) Passive replication, on the other hand, requires less processing power than active replication and
does not require determinism, but can suffer from poor performance (relative to active replication) in the
presence of failures. This potential drawback of passive replication has been attributed to its reliance on a
group membership service to detect failures and reselect the primary replica. To understand this, consider
that a group membership service excludes the primary from the group whenever it is suspected to have
crashed and selects a new primary. This reconfiguration of the group can be quite expensive, resulting in
poor response times to the client. If a conservative failure detection mechanism is used, in order to avoid
unnecessary reconfigurations, then when the primary does crash, the responsiveness will be poor.

Défago, Schiper, and Sergent defined the semi-passive replication conceptin [4, 5, 3]. Semi-passive repli-
cation is a technique that retains the principal advantages of passive replication (reduced processing power
and the no-determinism requirement) and removes the main disadvantage (reliance on a group membership
service). An additional advantage of semi-passive replication is that the client is oblivious to which server
replica is the primary replica. The client sends its request to all the replicas, and the failure of the primary
(or any replica) is transparent to the client process. Hence, in semi-passive replication, there is no need for
the client to re-issue its request.éfago et al. also presented an algorithm that implements semi-passive
replication using a sequence of lazy consensus operations. Lazy consensus is similar to standard consensus
except for one difference: in standard consensus, all processes start with an initial value, whereas in lazy
consensus, a process obtains its initial value only when necessary. When there are no faults, only the pri-
mary will obtain its initial value. Since obtaining of an initial value is equivalent to a replica’s processing of
a request, the “laziness” of the consensus results in the “passiveness” of the replication technique.

Défago et al.’s definition of semi-passive replication and lazy consensus, and their algorithms were for the
fault model in which processes can fail only by crashing. In this work, we consider semi-passive replication
and lazy consensus for a Byzantine fault model.

The key observation that we used to provide semi-passive replication in the presence of Byzantine faults
was that having only one primary replica (as in the crash fault model) is not possible, because a Byzantine
primary process could faithfully send the reply to the client, and send the updates to the backups in time,
but perform the wrong processing to obtain the reply and the updates. Our solution is based on having a
primary committeghat consists oft(+ 1) replicas (where is the maximum number of replicas that could
be Byzantine-faulty) and uses authenticated message exchanges. When there are no faults, only the primary
committee executes requests and updates backups. Such a solution involves much less processing power
than Byzantine fault-tolerant active replication techniques such as the PBFT algorithm [2], in which all
correct replicas execute the requests. However, a consequence of using more than one replica to execute
the request (which is necessary to tolerate Byzantine faults) is that deterministic processing is necessary (as
in all active replication techniques). We first present a solution that requires determinism, and then later
discuss how we can do away with that requirement.



Our approach to providing a Byzantine fault-tolerant semi-passive replication algorithm is to use a se-
guence ofazy Byzantine consensakgorithms. The lazy Byzantine consensus algorithm requires only the
primary committee to obtain values and reach a decision when there are no faults. When faults do occur, the
primary committee is reselected, and the new primary committee tries to reach a decision.

We provide lazy Byzantine consensus algorithms for two system models: 1) the synchronous communi-
cation and partially synchronous processing model [4], and 2) the asynchronous system model augmented
with unreliable fault detectors for Byzantine faults [10]. Our solutions require only the minimum number
of processes needed to solve consensus under each of those models. However, the efficiency of the solution
depends on the number of processes (above the minimum number required) and the policy for reselecting
the primary committee under faults. We present a few examples to illustrate this fact. We also prove that
our algorithms satisfy the properties of lazy Byzantine consensus.

2 Semi-Passive Replication in the Byzantine Fault Model

In this section, we define the concept of semi-passive replication in the Byzantine fault model. We also
define the lazy Byzantine consensus concept, and present a Byzantine fault-tolerant semi-passive replication
algorithm that is based on the lazy Byzantine consensus algorithm.

2.1 Application Model and Notations

The application model that we consider is the client-server model. The s&hgoesists of a set of
server replicagpi, - - -, pn } that are deterministic and initialized to the same internal state. A maximum of
t among then server replicas can be Byzantine-faultykAsubset ofS consists of exactly: distinct server
replicas. We us&* to denote the set containing all possiblsubsets 0. PC denotes the set containing
all the ¢ + 1)-subsets of that could constitute primary committeg®C C S'*1,

For simplicity, we assume that there is a single, hon-faulty client denoted@ymmunication between
and the individual server replicas is asynchronous and takes place through point-to-point, FIFO, and reliable
communication channels. Conceptually, we can congi@dsra serializing mechanism that accepts requests
from multiple clients, enforces a total order among the client requests, and forwards the requests to all the
server replicas. Itis easy to see the similarity betweeand a real-world corporate gateway.

We usereq, to denote theé:™* request from: at any server replicareq, will be the same at all replicas
(by our assumption of a single, non-faulty client). We use?, to denote the response fram for reg;,.
The response will be signed Ipy. The clientc acceptsa response if it has received the identical response
r from ¢ + 1 replicas. We useipd;, to denote the update in the internal statepphis a consequence of
processing the requesty,,.

2.2 Specification of Byzantine Fault-Tolerant Semi-Passive Replication

We now define semi-passive replication in the Byzantine fault model by the following properties:



Termination If a correct client sends a request, it eventuallgeptsa response.

Total Order For any twocorrectreplicasp; andp;, thek'" updates to their internal stategd_, andupd{:
respectively, are the same.

Update Integrity A correctreplicap; executesipd:, at most once, and only if the client semtj,,.

Response Integrity For any responseesp,, corresponding to the requesty,, acceptedy the clientupd’,
is executed by some correct repliga

Weak Byzantine Parsimony For any two element® and Q of PC and for two correct replicas andgq
suchthap € P Ap ¢ Qandqg € Q A q ¢ P, if both p andg process the same requesi,,, then at
least one of the following is true:

e Atleast one replica ifP is suspected by some other replicgin

e Atleast one replica i is suspected by some other replicadn

The definitions of the Termination, Total Order, Update Integrity, and Response Integrity properties have
some words in italics to highlight the differences from the corresponding properties for the crash fault-
tolerant case given in [3]. The differences are a consequence of the Byzantine fault model, in which faulty
processes may behave arbitrarily. We define a new Weak Parsimony ptdpeetgemi-passive replication
system subject to Byzantine faults. The Parsimony property is used to specify the characteristic that distin-
guishes passive replication from active replication: reduced processing requirements. Normally, in the crash
fault model, only one replica processes the requests. Our specification for the Byzantine fault model states
that under normal circumstances, only the-(1) replicas in some element fC process the requests.

2.3 Lazy Consensus and Lazy Byzantine Consensus

In [3], the semi-passive replication algorithm is expressed as a sequence of (crash fault-ti@eyant)
consensusperations. Lazy consensus is a generalization of standard consensus. In the standard consensus
algorithm, each process starts with an initial value. When the semi-passive replication algorithm is expressed
as a sequence of lazy consensus algorithms, the decision to be reached by the consensus algorithm is the
content of the update message that is generated after a request is processed. The contents of the update
message give the maodification to the internal state of a replica as a result of processing the request. If each
process started with an initial value, then each of them should process the request. However, in that case, the
replication algorithm would no longer qualify as “parsimonous.” Hence, the computation of an initial value
is deferred until necessary (hence the ndaazg consensus). In the crash-fault-tolerant lazy consensus, this
means that only the coordinator/primary process computes the initial value in the normal case (i.e., when

1The Weak Parsimony property in the crash fault model [3] states that “if the same reguissprocessed by two replicas
andq, then at least one gf andq is suspected by some replica.”



there are no faults). Only when the coordinator is faulty (or suspected to be faulty by enough other processes)
does another process become the coordinator and try to complete the consensus.

We follow a similar approach and express the semi-passive replication algorithm as a series of Byzantine
fault-tolerant lazy Consensus (henceforth calbe Byzantine consensos LBC) algorithms. However,
instead of having a primary process, we have a primary committee consisting of processest( 1) is
the minimum strength of the primary committee required to avoid the case in which the committee consists
of all Byzantine replicas that faithfully send the required messages to other processes but carry out the
wrong processing, resulting in wrong responses to client requests and bad updates to other server replicas.
In lazy Byzantine consensus, only the primary committee computes the initial value in the normal case.
When a primary committee member suspects another committee member, a new primary committee will be
selected. The new committee members compute the initial value (if they haven't done so already) and try to
complete the consensus. The reselection of the primary committee is the responsibility of the lazy consensus
algorithm.

Specification of Lazy Byzantine Consensu4roposing a value” from the point of view of lazy Byzan-
tine consensus is equivalent to “processing a request” from the point of view of semi-passive replication.
The lazy Byzantine consensus problem defined on the set of server répigapecified by the following
properties:

Termination Every correct process eventually decides on some value.

Uniform Integrity Everycorrectprocess decides at most once.

Agreement No two correct processes decide differently.

Uniform Validity If a correctprocess decides an thenv was proposed by sonwrrectprocess ofS.
Propositional Integrity Everycorrectprocess proposes a value at most once.

Weak Byzantine LazinessFor any two element® and Q of PC and for two correct processesand g
suchthap € PAp ¢ Qandg € Q A q ¢ P, if both p andg propose a value, then at least one of the
following is true:

e Atleast one process iR is suspected by some other proces®in

e At least one process i@ is suspected by some other procesgin

As before, the words in italics highlight the differences from the corresponding properties for the crash
fault-tolerant lazy consensus given in [3]. The first five properties are known properties for any solution to
the standard Consensus problem. We define a new Weak Byzantine Laziness property to ensure the Weak
Byzantine Parsimony property of semi-passive replication. Note that it is possible to define stronger versions
of the laziness property, but satisfying those properties would require a system in which failures are always



correctly detected. With the weak Byzantine Laziness property, we allow for incorrect suspicions that may
lead to the processes in two element$cfto propose a value.

2.4 The Semi-Passive Replication Algorithm

Our Byzantine fault-tolerant semi-passive replication algorithm is simple because it gives only the client-
server interaction, and delegates all the complexity in ensuring replica consistency to a lazy Byzantine
consensus algorithm. We present two LBC algorithms later in Sections 3 and 4. The semi-passive replication
algorithm is identical to the one presented in [3]; the only difference is that an LBC algorithm is invoked
instead of a crash-fault-tolerant lazy consensus algorithm. To make this paper self-contained, we briefly
describe the semi-passive replication algorithm here.

The semi-passive replication algorithm is executed by every server replica. Each replica maintains its own
receive queuthat contains the requests received from the clients drashdled sethat contains the requests
that have been processed. Any new client request (i.e., a request that is not alreadgdaitteequeuer in
thehandled sétis appended to theceive queueA new instance of the lazy Byzantine consensus algorithm
will be started by an invocation of a functidiazyByzConsensus(giwhenever the preceding instance has
terminated and theeceive queuss not empty. The argumegtv (whose name is short fgetinitial value) is
a function that computes the initial value and returns it. Since obtaining an initial value (at the LBC level) is
equivalent to processing the request (at the replication algorithm level), in order to satisfy the parsimonous
property of semi-passive replication, thes function must be invoked only by current members of the
primary committee during the execution of the LBC algorithm. The funaigrselects the client request at
the head of theeceive queueprocesses the request, and returns the initial value for the Consensus. Since
the client requests are received in the same order at all processes, all correct processes must have the same
initial value. The initial value is a 3-tuple containing 1) the selected client request, 2) the update that should
be applied to the replica state once a decision has been reached, and 3) the response that should be sent to
the client. When the consensus terminates, based on its decision, each server replica sends its response to
the client, updates its local state, removes the handled request froatthee queueand adds the request
to thehandled set The responses sent to the client are signed by the sending server replicas. The client
waits for identical responses frorh{ 1) server replicas before it accepts the response.

We need to emphasize that our semi-passive replication algorithm relies only on the Laziness property
of the lazy Byzantine consensus algorithm to satisfy the Parsimony property of semi-passive replication.
Substituting our lazy Byzantine consensus algorithm with any of the known standard Consensus algorithms
(e.g., [2, 6, 10, 11]) will not compromise replica consistency, but might lead to a violation of the Parsimony
property, so that the replication algorithm would no longer be “semi-passive.”



2.5 Solving the Lazy Byzantine Consensus Problem

As mentioned before, the LBC problem is a generalization of the standard Byzantine Consensus prob-
lem. Hence, the FLP impossibility result [7] applies to the LBC problem. This has the implication that no
deterministic algorithm can solve LBC in an asynchronous system in the presence of a single faulty process.
To circumvent this impossibility result, we take the common approach of strengthening the timing assump-
tions of the base asynchronous system model. In particular, we consider two system models: 1) the partial
synchrony model of Dwork et al. [6], and 2) the asynchronous system model augmented with unreliable
fault detectors for Byzantine faults [10]. We present a solution to the LBC problem in each of these system
models next in Sections 3 and 4.

3 Lazy Byzantine Consensus in the Partially Synchronous Processing and Synchronous
Communication Model

In this section we present an algorithm for lazy Byzantine consensus (LBC) as defined in Section 2.3.
The algorithm, which we call theBC-Psync algorithmis based on the partial synchrony model of Dwork
et al. given in [6]. We briefly describe the model below.

3.1 System Model

The system ofi server processeS, = {pi, - - -, p, }, follows the partial synchrony model of synchronous
communication and partially synchronous processing [6]. The server processes are connected by a syn-
chronous network. Since we assume synchronous communication, there is a fixed uppef mutite
time it takes it takes messages to be deliverrds known by every process. In particular, no messages are
lost. In addition, if we assume synchronous processing, there is an upperdpwhith is known by every
process, on the rate at which one processor’s clock can run faster than another’s. However, since we assume
partially synchronous processing, there gl@bal stabilization timéGST), unknown to the processes, such
that the processing respects the upper babificm time GST onward.

A correctserver process behaves according to its specificatifalty process doesn’t. Up toprocesses
may be corrupted by an adversary and might behave arbitrarily. We assuhenticated communicatipn
in which messages can be signed with the name of the sender process in such a way that the signature cannot
be forged by any other process. Hence, our fault model is the Authenticated Byzantine fault model. In it,
the minimum number of processes required to solve consensus & [6]. Hence, we require that< 3.

As mentioned in [6], any algorithm that solves Byzantine consensus in the GST model is required to
satisfy the safety conditions, evendifdoes not hold eventually. On the other hand, the algorithm needs to
satisfy termination only in caseé holds eventually.



3.2 Overview

The key idea in our algorithm is that normally only the- 1 processes that constitute the primary com-
mittee (denoted byc) obtain the initial values and send them to all processes. When any process obtains
identical initial values from#+ 1) processes, then it can decide on that value, since at least one of the
sender processes must be correct and a cosratiember always sends the correct initial value. However,
if one or more of these members are faulty, then the fauliy members may not send their initial values in a
timely manner, may not send them at all, or may send the wrong initial value. In such a cageythée
reselected. Primary committee reselection can be initiated only by a process that is curpemtigraber.

Since at least one process in flels correct, if a decision is not reachabje,reselection will occur. After
reselection, the neywe members will try to reach consensus and repeat the steps outlined above.

A correctpc member will initiate reselection if 1) it has waited what it thinks is “long enough” without
receiving the initial values of all the othget members, 2) the initial value of anothermember differs from
this pc member’s own initial value (which is not allowed since processing is deterministic, and the client
requests are serialized in the same order at all processes), or 3) it finds that axfath@mber has already
reselected a neye.

A reselection policyletermines what the next will be. In other words, the policy defines the elements
in the setPC and the ordering among them. The policy must be deterministic and identical at all processes.
We make the following assumption about the reselection policy:

Assumption 1 In an infinitely long run consisting of infinitely mapy reselection rounds, where at mast
out ofn processes i are faulty andn > 2¢, a (t + 1)-subset ofS consisting entirely of correct processes
must become thex infinitely often.

Assumption 1 has two consequences:

1. The setPC (defined in Section 2.3) should contain at least arel(-subset ofS that consists entirely
of correct processes, irrespective of which processé&sané faulty, as long as no more thaof them
are faulty.

2. Each element oPC should be selected as the infinitely often in a infinitely long run consisting of
infinitely manypc reselection rounds.

Later, in Section 3.8, we give some examples of reselection policies that satisfy the above assumption.
Intuitively, we expect that at some point after the GST, if plaeconsists only of correct members, then a
decision will be reached.

3.3 Notations and Message Types

Each procesg; maintains the following data structures:



e Vj is ann-vector for storing the values proposed by different processes. Specificallycontains
p;’'s estimate of the decision value. Initially;[j] =L for all ;.

e cn; denotew;’s current committee number (which indicates thereselection round number). This
is initialized to valueD.

e pc; denotew;’s perception of the primary committee.
e decided; indicates whethep; has decided. Initially, all processes are undecideddanled; is false

The primary committee corresponding to the committee nurmabgis obtained by a call to a function
committee() with c¢n; as the argumentommittee(x) for a positive integet: is a deterministic function that
gives thepc for the z” round of primary reselection. The reselection policy determines the implementation
of committee(x)

We use(M),, to denote a message signed by process;. Our algorithm uses three message types:

propose A pc memberp; conveys its initial value for consensus to other processes by meanzab@se
message. The message is of the [gRROPOSEv),,, wherev indicates the proposed initial value.

decision When a process has received- 1 proposemessages (possibly including one from itself) that
have identical initial values, it takes this value as its own decision value. It then seledssionmessage

to all the other processes. The message carries-thé signed proposed values as proof. The message is
of the form (DECISION v, proof),,., wherev is the decision value and “proof” is the set of signedpose
messages from+ 1 processes.

reselect A pc member may initiate reselection of the (for any of the three reasons stated above in Section
3.2) by sending aeselectmessage to all the processes. The vadigElectmessage from a procegsis of

the form(RESELECT cn;, proof),,, wherecommittee(cn;) is p;'s newly selected primary committee and
(pi € committee(cn;)) V (p;i € committee(cn;-1)). The proof field is null ifp; € committee(cn;-1);
otherwise, the field should contain a vaiigselectmessage sent by some € committee(cn;-1). That
enforces a property of the algorithm, namely thateselection can be initiated only by a curreamember
and should involve the patrticipation of only the curreatmembers and the next members.

3.4 Detailed Description of the Algorithm

We now present the full algorithm that solves lazy Byzantine consensus in the partial synchrony model
described above, provided that at leadt! | of the processes are correct and Assumption 1 holds. The
pseudocode for the full algorithm executed by a progess given in Figure 1. We omit details of how we
check the proper format of each received message. From the point of view of the semi-passive replication
algorithm, the algorithm in Figure 1 represents the computatiops and the communication that takes
place between the server repligaand other server replicas in order to service a single client request. In



Block 1: Initialization
Vilj] « L, forall0 < j <n
cn; < 0, pe; — committee(cn;), decided; «— false

Block 2: A pc member obtains its initial value and proposes the value to all
function propose-now()

Vili] — giv()

send(PROPOSEV;[i]),, to all

scheduleTimeout()

Block 3: p; has gotproposemessages front (+ 1) processes with identical valueand decides on
function decide-now()

decide(v), decided; — true

send(DECISION, v, proof),,, to all

if p; € pc, then, cancelTimeout()

Block 4: pc memberp; moves to the nexic reselection round
function reselect-now()
cancelTimeout()
cng < cng + 1, pe; — committee(cn;)
send(RESELECT cn;, proof),, to all, with proof= null
if [(pi € pe;) A (Vili] # L) A (decided; = false)] then, scheduleTimeout()

Block 5: pc memberm; has not proposed or decided yet; hence it proposes
when[(decided; = false) A (p; € pe;) A (Vi[i] = 1)]
propose-now()

Block 6: p; has not decided yet and receivegraposemessage from;
when[(decided; = false) A (received(PROPOSEv), from p;)]
if Vi[j] = L then
Vilj] v
if p; € pc, then
if Vi[i] = L then, propose-now()
if [(Vi[i] # Vilj]) A (p; € pe;)] then, reselect-now()
if [at least (t+1) non-null elements of vectdr have identical value] then
decide-now()

Block 7: p; has not decided yet and receivedexisionmessage from,
when[(decided; = false)A (received(DECISION, v, proof),,, from p; with valid proof)]
decide-now()

Block 8: p; receives aeselectmessage for thgc reselection round number,; + 1
whenreceived(RESELECT cn, proof),,; for pc reselection roundn; = cn; + 1
from (p; € committee(cn;-1)) V (p; € committee(cn;)) with valid proof
if p; € pc, then, reselect-now()
else
cn; «— eng + 1, pe; < committee(cn;)
if p; € pc, then
send(RESELECT cn,, proof),,, to all, with proof= reselectmessage received from
if [(Vi[i] # L) A (decided; = false)] then, scheduleTimeout()
else forward thereselectmessage to all

Block 9: pc memberp; has proposed but other members have not sent theioposemessages in tim
when [timeoutA (p; € pc;)], reselect-now()

Figure 1. The Lazy Byzantine Consensus Algorithm at a Process Di
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other words, given that the semi-passive replication algorithm is expressed as a sequence of lazy Byzantine
consensus problems, the following presents the details of hoki'tliestance of the problem (corresponding
to thek!” client request received) is solved.

A when block of statements is enabled as soon as the guard condition becomes true. Thewheabled
blocks are executed in the order in which they become enabled. We assume that the executiberof a
block is atomic and not interleaved with the execution of anotttezn block (or another instance of the
samewhen block).

The propose-now(Junction (Block 2) obtains the initial value for the consensus algorithm by invoking
thegiv() function. (This call to thegiv function is equivalent, from the semi-passive replication algorithm’s
perspective, to the processing of a client request.) gin@ function computes a non-null initial value and
returns it. The obtained initial value is sent ip@posemessage to all the processes. Omlynembers that
have the null valuel as their initial value and have not yet decided will invoke pingpose-now(junction
(from Block 5 and Block 6). To ensure livenesspamember that has sent its initial value schedules a
timeout by which it expects other members to send their respective initial values.

Thedecide-now(Junction (Block 3) is invoked by any procegsthat has received at least- 1 propose
messages with identical values (sayeither individually or collectively as the proof part ofdecision
messagep; takesv as its decision value (by executiagcide(v)), updatesiecided; to thetrue value, and
sends its owrdecisionmessage with correct proof to all. Additionally,zif is apc member, it cancels the
timeout it scheduled when it sent out its opiposemessage or when it switched to the current committee
number (whichever occurred last).

Thereselect-now(function (Block 4) is invoked by a currept: memberp; to initiate the nexpc rese-
lection round. Since the purpose of a scheduled timeout is to initiate theaesselection round if initial
values have not been received in time from othemembers, a timeout previously scheduled but hasn'’t
yet expired is now unneeded, and is therefore cancelled. The function increments the committee number
cn;, updates the primary committee,, and sends geselectmessage with the new committee number to
all the processes. Singewas apc member when invoking the function, theselecimessage does not need
any proof. Additionally, ifp; is a member of the newc as well, and has already sent its initial value, it
schedules a timeout by which it expects to receive the initial values from the members of the new

In Block 5, p; invokes thepropose-now(¥unction if it is a pc member, and has not yet decided or
proposed.

Block 6 describes the actions taken whgrhas not yet decided and receivepraposemessage from
proces; for the first time.p; updates thg*” element in thé/; vector. Ifp; is apc member and has not
yet sent itsproposemessage, it does so now; it then checks whether its initial value gaidhitial value
are the same. If the values are different (indicating fhas faulty) andp; is currently apc member,p;
initiates the nexpc reselection round by calling the functioeselect-now() The check to see whethgy is
apc member prevents the situation in which a malicipyshat is not currently ac member sends a wrong
initial value to initiatepc reselection when all thec members are correct. Finally; checks whether it has
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obtained { + 1) proposemessages with identical values; if it has, it invokesdbeide-nowfunction.

In Block 7, if p; receives a validecisionmessage with valid proof in the form df{ 1) proposenessages
with identical values of), thenp; invokes thedecide-now(function.

As described in Section 3.3 reselecimessage for a nepye reselection roundn ; can be sent by process
p; only if it is a member ofcommittee(cn;), a member otommittee(cn;-1), or both. Ifp; is a member of
committee(cn;) but not a member ofommittee(cn;-1), thereselectmessage must carry a valid proof in
the form of anothereselectmessage sent by some procgsthat is a member afommittee(cn;-1). Block
8 describeg;’s reaction to a valideselecimessage for a neyt reselection roundn; + 1 from procesg;.

If p; is currently gopc member, it invokes theeselect-now(junction, which incrementsn;, updategc,, and
sends its owmeselectmessage for that reselection roundp{fis not currently aoc member, it increments
cnj, updatespe;, and checks to see whether it is a member ofgiheorresponding to the new reselection
round. If itis a member of the newt, thenp; sends aeselecimessage witlp;’s reselecimessage as proof.
Additionally, if p; has already sent ifroposemessage (in some previous reselection round in which it was
apc member), it schedules a timeout by which it expects to hear from other members of thye abaut
their initial values. Ifp; is a member of neither the oja: nor the newpc, thenp; immediately relay;’s
reselectmessage to all the processes. This forwarding;&f reselect message to all the processeg;by
prevents situations in whighy is a maliciousc member sending @selecmessage for a nepe reselection
round to only a subset of correct processes. The forwarding is not necessarpvsapc member or a
member ofcommittee(cn;), because in those casgswill have to send its owmeselecimessage.

Block 9 shows that ip; is apc member and has waited long enough but still hasn't been able to decide on
a value (because { 1) proposemessages with identical values have not yet been received)ytivétiates
the nextpc reselection round.

3.5 Example Scenarios

Figure 2(a) presents an execution of the LBC-Psync algorithm when a client request is received at three
server processes, p1, andps. The primary committee consistsaf andp;. pg andp; process the request
to obtain the same initial value which they send ipraposemessage to all the processes. Once a process
receivesproposemessages from both the members with identical values, it decides on that value, and
sends alecisionmessage to all the processes.

Figure 2(b) presents another execution of the LBC-Psync algorithm when a client request is received at
three server processes, but in this case, one optlraembers, namely,, is Byzantine-faulty. Both the
pc memberspy andp; process the request to obtain their initial values, fgusends the wrong value in
its proposemessage to all the processes. Whenmeceives this message, it initiates the next roungcof
reselection. The reselection policy is such that (in this examplendp, become thexc members in that
round. After becoming ac memberps processes the request and sends oytrdposemessage. Singe
had already receiveg,’s proposemessage with initial value identical to its own initial value, it decides on
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Figure 2. Example Scenarios for the LBC-Psync Algorithm
that value, and sends outlacisionmessage. Similarly, whem receivesps’s proposemessage, it decides,
and send out decisionmessage.

3.6 Safety and Liveness of the LBC-Psync algorithm

In this section, we will sketch the proofs that the LBC-Psync algorithm satisfies safety and liveness
properties. First, we observe from Figure 1 that there are only three places in the algorithm where a correct
pc member will invoke theeselect-now(function to switch to the nextc reselection round and send a
reselecimessage to all the processes. This observation could be stated as follows:

Observation 1 There are only three cases in which a correetmembetp; will initiate the nextpc reselec-
tion round. They are (1) a timeout occurs (Block 9), which meansphadis waited what it thinks is “long
enough” and has not yet received the initial value of the othemembers, (2) the initial value of some
fellow pc member differs from its own initial value (Block 6), or (3) it finds that a feljpwmember has
already reselected a new: (Block 8).

Lemma 3.1 After GST, if thepc consists entirely of correct processes, then no fugthegselection rounds
will occur.

Proof (Sketch):  We prove this lemma by showing that the three situations in Observation 1 are not
possible when, sometime after GST, gheconsists entirely of correct processes.

Case (1) will not occur since all the members will (by the algorithm specification) send their initial values
throughpropose messageflsthey have not already done so and because@ahembers will receive the
initial values of other members in a timely manner, sificeolds.

Case (2) will not occur because processing is deterministic, and the client requests are serialized in the
same order at all processes. Hence, the initial values of all correct processes will be the same.
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Because case (1) and case (2) are not possible and since alpotnembers are correct,z& member
will have no reason to initiate a new reselection round. Hence, a corrgetmember will not receive a
reselectimessage from another member. Thus, case (3) is also not possible. Hence, after GST,jt:the
consists entirely of correct processes, no furgheareselection will occur. L]

Lemma 3.2 If GST exists, then the number pf reselection rounds after GST is finite.

Proof (Sketch):  The reselection policy (by Assumption 1) guarantees that there is at least -erig-(
subset consisting entirely of correct processes {3athat is an element gPC. The policy also guarantees
that in a run of infinitely many reselection round3,will become the primary committee infinitely often.
Hence, if GST existsP must become the primary committee some time after GST. From Lemma 3.1,
it follows that onceP becomes the primary committee after GST, then there will be no more reselection
rounds. Hence, the numberaf reselection rounds after GST is finite. ]

Theorem 3.3 Every correct process eventually decides on some v@leemination)

Proof (Sketch): Itis easy to see that if any correct process decides, it seddsisionmessage to all the
processes. Since messages are not lost, eventually all correct processes will receive this message and also
decide.

Now let us consider the case in which no correct process decides. Sineethesists of{+1) members,
it must have at least one correct member. This correct member will timeout (Block 9) and initiate the next
pc reselection round. By Lemma 3.1 and Lemma 3.2, it follows that the latest time when any correct process
will have to wait until before deciding would be the time when an all-correet-[)-subset becomes the
after GST. Hence, termination is satisfied. L]

Theorem 3.4 Every correct process decides at most orfdaiform Integrity)

Proof (Sketch):  When a correct procesgs decides on a value, it updatesdecided; to true. The only

place in our algorithm where this update is done is indbeide-now(function (Block 3). The function is
invoked at only two places in the algorithm: Block 6 and Block 7. Those blocks are executed only when the
value ofdecided; is false. Hence every correct process decides at most once. L]

Theorem 3.5 If a correct process decides on thenv was proposed by some correct processsof
(Uniform Validity)

Proof (Sketch): A correct procesg; decides on a value by calling thedecide-now(¥unction (Block

3). The function is invoked only after; has received at leastt- 1 valid proposemessages with identical
values (say) either individually (Block 6) or collectively as the proof part oflacisionmessage (Block

7). In both cases, at least one of the 1 proposemessages must be from a correct process. Thus, Uniform
Validity is satisfied. 0
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Theorem 3.6 No two correct processes decide differen(Agreement)

Proof (Sketch): Let us assume that two correct procegsesndp; decide on different values andws,
respectively. We show by contradiction that this is not possible.

Uniform Validity states that fop; to have decided ony, at least one correct process must have proposed
vi. Similarly, for p; to have decided on, at least one correct process must have proposetiowever,
all correct processes will propose the same value, because of the assumption of deterministic processing.
Hencev; = v9, a contradiction. ]

Theorem 3.7 Everycorrect process proposes a value at most orfeeopositional Integrity)

Proof (Sketch): A correct proces; proposes a value by calling th@opose-now(¥unction. The
function updated/[i] to a non-null value returned by tigév() function. Oncé/;[:] is set to a non-null value,
it never becomes null again. Since gh@pose-now(function is invoked in Block 5 and Block 6 only if
V;i[7] is null, it follows thatp; proposes a value at most once. U

Theorem 3.8 For any two element® and Q@ of PC and for two correct processgsand ¢ such that
pePAp¢ Qandg € QAq ¢ P, if both p andq propose a value, then at least one of the following is
true:

e at least one process s suspected by some other proces®in

e at least one process @ is suspected by some other proces®inWeak Byzantine Laziness)

Proof (Sketch):  Let us assume that neither (I) nor (Il) is true. We prove that this is not possible by
contradiction.

In the context of the LBC-Psync algorithm, when a corggctnember “suspects” a fellowe member,
it initiates the nexpc reselection round. Hence, the situations in whighcanember suspects a fellope
member are the three cases given in Observation 1. Conversely, a germetnber initiates the nextc
reselection round only if it suspects a fellpawvmember due to one of those three cases.

We can assume, without loss of generality, tftaprecedesQ in the reselection rounds. That is, if
committee(n; ) = P andcommittee(ng) = Q, thenn; < na.

A correct process proposes a value by invokinggtepose-now(function in Block 5 and Block 6 only
if it is currently apc member. That isp proposes its value only wheR is the pc (sincep ¢ Q), and
q proposes its value only whe@ is thepc (sinceq ¢ P). Sinceq proposes a value, it must bepa
member, which means that reselection round numbenust have been initiated by some member of the
pc corresponding to reselection round numher 1. By induction on the differences — ny, we can see
that for the reselection round number to be initiated, the reselection round numbegr+ 1 must have
been initiated some time before. However, only an elem@fitP can initiate the reselection round number
n1 + 1. Depending on whetheris correct, we will have one or the other of the following two situations:
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(i) If » is correct, then it must have initiated the reselection round numper 1 only because it suspects
some other member GF.
(i) If r is faulty and was the first member Bfto send aeselectmessage for the reselection round number
n1 + 1. Then, any correct process that receives this message will either send iteselectmessage or
forwardr’s reselecimessage to all the processes. Thusill come to suspect from case (3) in Observation
1.

In both (i) and (ii) above, condition (I) is true, which is a contradiction. L]

3.7 Safety and Liveness of the Semi-Passive Replication Algorithm

In this section, we show that if our semi-passive replication algorithm instantiates a sequence of LBC-
Psync algorithms (one for each client request, with the next instance created after the current instance ter-
minates), then the semi-passive replication algorithm satisfies the specifications given in Section 2.2.

Termination of the replication algorithm follows directly from the termination of the LBC-Psync algo-
rithm. From Theorem 3.3, the client will eventually receive responses from each of the correct replicas.
From Theorem 3.6, it can be seen that all correct replicas send identical responses. Since there are at least
t + 1 correct replicas, the client will eventually receive at lelagt 1 responses with identical result and
accept that result.

The Total Order property of the replication algorithm follows from 1) the fact thatthelient request
at all the replicas is the same, 2) and the Agreement property of the LBC-Psync algorithm.

Update Integrity of the replication algorithm can be shown as follows: A correct repliwdl execute
upd: only after a decision has been reached initteinstance of the LBC-Psync algorithm. However, for a
decision to be reached, at least1 processes must have proposed an initial value (they must have processed
the requesteq;). At least one of thoseé + 1 processes must be correct. A correct process will process a
request only if it receives the request. Hence, it is clearghakecutesipd;, only if the client sentreqy.

After executingupdt , replicap; will removereg;, from its receive queuand add the request to thandled
set(see Section 2.4). Thus, the request will not be handled again, and tefjcwill be executed at most
once byp;.

Response Integrity of the replication algorithm can be shown as follows: For any response to be accepted
by the client, at least one correct replica must have processed the request, proposed an initial value for
consensus, and decided on that value. After deciding on the value, the correct replica will update its internal
state. Therefore, for any responssyp,, corresponding to the requesi;, acceptedy the client,upd;, will
be executed by some correct repliga

The Weak Byzantine Parsimony property of the replication algorithm follows from the Weak Byzantine
Laziness property of the LBC-Psync algorithm, since “processing a request” at the replication algorithm
level is equivalent to “proposing a value” at the LBC-Psync algorithm level.
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3.8 Factors Influencing the Efficiency of the LBC-Psync Algorithm

As proved in Section 3.6, if at some point after the GST, stheconsists only of correct members,
then a decision will be reached. The maximum number of reselection rounds after GST (let us call this
mazx-rounds) required for an element gPC, say P, that consists entirely of correct processes to become
the primary committee is an important measure of the efficiency of the LBC algorittum-rounds gives
the upper bound on the number of reselection rounds after GST before a correct process can make a decision.
In this section, we present examples to illustrate the factors that determineounds.

Consider the case in which the fault resilience is optimal,#.e=, 2¢t 4+ 1. Consider a reselection policy
such that the sePC = S*1, |PC| = CZ1!, and each element G?C is chosen exactly once G711
reselection rounds in some order that is identical across all replicas. It can be seen that this reselection
policy satisfies Assumption 1. In this case, although the fault resilience is optimal;ounds is rather
large and is equal t@fﬁl. This value formaz-rounds is obtained by considering the worst case fafults,
where there is only one element®B€ that consists entirely of correct processes, and that element is chosen
in the last ofCZ1! reselection rounds.

We now obtain the value ofiaz-rounds for a more general case. Lete any value greater th&n. Let
f be the actual number of faulty processes. Consider a reselection policy such thatRfie=set’*!, and
each element oPC is chosen exactly once j®C| reselection rounds in some order that is identical across
all replicas. Themnaz-rounds = [C}', —C{ﬁf]. Here,Cﬁ:lf is the number of elements B1C that consist
entirely of correct processes. In the worst case, the reselection policy chooses all the elemréhtbaif
have at least one faulty process, before choosing any afﬁjé elements that consist entirely of correct
processes.

Now, consider another case in which the reselection policy is implemented by haxingittee(x)
return the se{p. mod n> P(z+1) mod n»* * * » P(a-+t) mod n) @S theépc for the reselection round. In the worst
case, the corrupted processes could be at “distancéfom each other{{p;, pat41,---,p214_1}). The
minimum value ofn required for the reselection policy to satisfy Assumption his= ¢t + ¢ + 1. If
f is the number of actual faultsf (< t), thenmaz-rounds = f -t + f. Specifically, if f = ¢, then
maz-rounds = t> + t.

We have presented a few examples that show that the reselection policy, the number of processes, the
maximum number of faulty processes, and the actual number of faulty processes are all factors that influence
the efficiency of the LBC-Psync algorithm. By careful selection of the reselection policy, it is possible to
tune the algorithm for desired levels of resilience or efficiency.

3.9 Latency Degree

In [12], Schiper introduced the conceptlatency degre¢o measure the efficiency of a distributed algo-
rithm. Informally, the latency degree of a consensus algorithm is the minimum number of communication
steps over all possible runs, which is typically obtainedand runs A good run is a run with no faults and
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no suspects. Our LBC-Psync algorithm has a latency degree of 2. There are only two communication steps
in a good run (as shown in Figure 2(a)):
1. A pc member sends ifgroposemessage with its initial value to all.
2. Once a process has receiydposanessages with identical initial values from all thie-() pc members,
it sends alecisionmessage to all, and decides.

A latency degree of 2 is optimal [8]. Hence, our LBC-Psync algorithm is optimal in the number of
communication steps in good runs.

3.10 Optimizations

We now present some optimizations that can be used to improve the performance of the LBC-Psync
algorithm (and hence the semi-passive replication algorithm).

From the point of view of the semi-passive replication algorithm, the overhead involved to “settle” on
an all-correct{ 4+ 1)-subset (as thgc) after GST could easily be made a one-time overhead, by carrying
over the knowledge of the latest primary committee from one instance of the consensus problem to the next
instance of the consensus problem.

A second optimization can be used to restrict the number of rounds taken to reach decisioh ftr
anyn > 2t. First, we observe that a process can make a decision as soon asiitigetpfoposemessages
with identical values. Second, we observe thatgl@osemessages sent by any correct process will have
the same value as tipgoposenessage of any other correct process. These observations mean that a decision
could be reached as soon asH1) correct processes send thpioposemessages. For that reason, instead
of needing to wait to “settle” on an all-correat-{ 1)-subset, it is enough to perform the minimum number
of pc reselections required to “covert ¢ 1) correct processes. Suppose we have a reselection policy such
that the sePC = S**1, and each element @1C is chosen exactly once iPC| reselection rounds in some
order that is identical across all replicas. It can be easily seen that irrespective of the val(esdbng
asn > 2t), the minimum number ofc reselections required to “covert ¢ 1) correct processes is only
2t + 1. Hence, if we require that a processupon becoming ac member for the first time, immediately
obtain its initial value and sendmoposemessage, then a decision can be reached at the epd-pfl) pc
reselection rounds. However, if the algorithm is made to terminate as soon as a decision has been reached,
then this optimization should not be used in conjunction with the first optimization, because at termination,
it may be that not alteselecimessages have been delivered. Hencedthieformation should not be carried
over to the next instance of the consensus problem; rather, each instance of the consensus problem should
start from the samge.
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4 Lazy Byzantine Consensus in an Asynchronous System with Unreliable Fault Detectors
for Byzantine Faults

In this section, we present a algorithm that solves the lazy Byzantine consensus problem in the asyn-
chronous system model augmented with unreliable fault detectors for Byzantine faults [10].

4.1 System Model

The system consisting of theserver processes, is an asynchronous system with no bounds on message
delivery times and relative processor speeds. The server processes communicate with each other through
reliable communication channelReliablemeans that messages exchanged between correct processes are
eventually received and are not modified by the underlying communication medium. We do not consider
network partitions. Processes have access to local clocks, which are not synchronized.

Processes could be correct or faulty. A correct process conforms to its specification, and a faulty process
can behave arbitrarily. We allow up tgrocesses to be faulty, and require that 5. Thus, at Ieasﬁ%}
processes are correct. We assume authenticated communication so that messages can be signed with the
name of the sending process in such a way that the signature cannot be forged by any other process. Thus,
our fault model is the Authenticated Byzantine fault model [6].

4.2 Unreliable Fault Detectors for Byzantine Faults

In [10], Kihlstrom et al. defined th&S(Byz) class of fault detectors for Byzantine faults. Here, we
briefly describe their work and propose an extension to define &xtefiiazyByz) class of fault detectors
that can be used for solving lazy Byzantine consensus.

Kihlstrom et al. identified the following completeness and accuracy properties of fault detectors for solv-
ing consensus in a Byzantine environment:

Eventual Strong Byzantine CompletenessThere is a time after which every processSithat has exhib-
ited a detectable Byzantine fault is permanently suspected by every correct process.

Eventual Weak Byzantine(¢ + 1)-CompletenessThere is a time after which every processSithat has
exhibited a detectable Byzantine fault is permanently suspected by at leastorrect processes.

Eventual Weak Accuracy There is a time after which some correct procesS ia never suspected by any
correct process.

The $ W (Byz) class of Eventually Weak Byzantine fault detectors satisfies the Eventual Weak Byzantine
(t + 1)-Completeness and the Eventual Weak Accuracy properties aboveé: J(Byz) class of Eventually
Strong Byzantine fault detectors satisfies the Eventual Strong Byzantine Completeness and the Eventual
Weak Accuracy properties.
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In the properties defined above, the tedetectableByzantine fault is used to indicate omission and
commission faults. An omission fault occurs when a process does not send a required message to one or
more correct processes. A commission fault occurs either when 1) a process sends messages that contain
a valid signature but are improperly formed or contain improper proofs, or 2) a process sends two or more
mutantmessages. Two or more messages are said to be mutants if they are of the proper form, have proper
proofs, have the same source, and have the same round/phase, but have different contents. If a correct process
p; has noticed that another procggds exhibiting a commission fault, then will permanently suspegt;.

Procesg; will also send to all other processes the proof thahas exhibited a commission fault; then,

all correct processes will receive this proof, declaseto be Byzantine-faulty, and permanently suspect

p;. Detectable Byzantine faults are different from non-detectable Byzantine faults in that non-detectable
Byzantine faults cannot be attributed to a particular process and are not observable by a process based on
the messages it receives.

In [10], Kihlstrom et al. showed 1) th&t}V (Byz) fault detectors are the weakest class of failure detectors
that can be used to solve Byzantine consensus in asynchronous systems, and@)fitt{Bya) fault detec-
tor can be transformed into@S(Byz) fault detector. They presented a three-phased consensus algorithm
based on the rotating coordinator (primary process) paradigm, in which termination is guaranteed by the
Eventual Weak Accuracy property. Intuitively, we can see that consensus will be reached when the correct
process that is not suspected by any other correct process becomes the coordinator.

However, in lazy Byzantine consensus, we do not have a single coordinator,ibatid €ommittee of
primary processes. The Eventual Weak Accuracy condition stated above does not ensure termination even
if the reselection policy guarantees that an elemer®R®f(say P) consisting entirely of correct processes
will become thepc infinitely often (as stated by Assumption 1). The reason is that the Eventual Weak
Accuracy property only guarantees that (eventually) some correct process will never be suspected by any
correct process. The othercorrect members gP could be suspected forever by enough other members
such that the lazy Byzantine consensus algorithm might never terminate. Hence, we define a new Eventual
Weak Lazy Byzantine Accuracy property as follows:

Eventual Weak Lazy Byzantine ¢ + 1)-Accuracy There is a time after which none of the processes in
some sefP € PC are ever suspected by a majority of correct processes.

We define(>S(LazyByz) to be the class of unreliable fault detectors that satisfy Eventual Strong Byzan-
tine Completeness and Eventual Weak Lazy Byzantine 1)-Accuracy.

4.3 A Lazy Byzantine Consensus Algorithm using)S(LazyByz)

We call this algorithm th& BC<>S(LazyByz) algorithmThe LBC<)S(LazyByz) algorithm is very sim-
ilar to the LBC-Psync algorithm, except for the following differences:

1. The LBC<}>S(Byz) algorithm does not directly employ timeouts, as the timeouts are abstracted away
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in the unreliable fault detector. Hence, the algorithm makes no calls tectiedule Timeout@nd
cancelTimeout(junctions.

2. In the LBC-psync algorithm, one of the three triggers that will cauge memberp; to initiate the
nextpc reselection round is the occurrence of a timeout befpigas received thproposemessage
from all the othepc members with the same initial value as its own (case 1 in Observation 1). In the
LBC-{S(LazyByz) algorithm, we use the following trigger insteadpifmemberp; finds that any
otherpc member is currently suspected ¥4 |+1 distinct processes possibly includipg(which is
equivalent to a majority of correct processes), then it initiates themeselection round.

3. An additional trigger fomp; to initiate the nexpc reselection round is the exhibition of a commission
fault by a fellowpc member. If that happeng, does not have to wait for suspects frqmj—tﬁl
processes.

Hence, observation 1 in the LBC-Psync algorithm could be restated for the(tBCazyByz) algorithm
as follows:

Observation 2 There are only four cases in which a corregetmembep; will initiate the nextpc reselection
round. They are (1) a fellowec member is currently suspected [ﬁ%gﬁjﬂ distinct processes, (2) the initial
value of some fellowc member differg;’s own initial value, (3) a fellowpc member has exhibited a
commission fault, or (4p; finds that a fellowpc member has already reselected a new

4.4 Implementing a<>S(LazyByz) Fault Detector

In [10], Kihlstrom et al. described the implementation c§&(Byz) class Byzantine fault detector under
partial synchrony assumptions [6] at each progesisat outputs a list of processes thaturrently suspects
of having exhibited a detectable Byzantine fault. We assume a similar implementatiaghS{LazyByz)
fault detector module in each of our server replicas. We also require another easily implementable feature,
namely that when the fault detector module at a propg$®gins to suspect a procgss process; will
send a signeddded-suspegif) message to all processes. Later, when the fault detector modyple at
stops suspecting process (maybe temporarily), procegs will send aremoved-suspegt() message to
all processes. Ip; has detected that; exhibited a commission fault, it will send auded-suspegi()
message, but it will never sendremoved-suspegtf) message.p; will also send the proof that; has
exhibited a commission fault to all the processes.

We also follow Kihlstrom’s method [9] for masking a fault in which a Byzantine process sends a message
to some correct process but not to others. We do so by requiring that any correct process that receives a
message for the first time must immediately relay it to all processes.

Additionally, we require that each process maintain a bit matrix of suspects callsdighect-matrix
The cellsuspect-matrix[i][j] of the matrix at a process;, is set wherp;, receives aradded-suspeqi)
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message from proceps the cell is reset whepy, receives aemoved-suspegtf) message from proceps
The added-suspecindremoved-suspechessages will be signed by the sender and timestamped with the
sender’s local clock. That means that ifaided-suspeqi() from procesg; is forwarded to process; (by
some process other thaf), but a more recent (determined from the timestarep)oved-suspegt() has
been received at;, thenp;, will ignore theadded-suspegif) message. Thus, proceggscan determine the
number of processes currently suspectindbased on the messages received so far) by checkingf’the
column of the matrix. Ifp;, andp; are currenpc members, ang,, based on itsuspect-matrifinds thatp;
is suspected by%tﬁl distinct processes, thep will initiate the nextpc reselection round.

Inthe LBC-Psync algorithm, it was the responsibility of the correct member(s) prtioeensure progress
by initiating the nextpc reselection round, if thec member has not received the initial value from some
faulty pc member. The corregic member relies on local timeouts to decide whether it has waited “long
enough” before it initiates the next reselection round. In the LB&-S(LazyByz) algorithm, again, only
a currentpc memberp; can initiate the nexpc reselection round. However, to detect omission faults of a
fellow pc member,p; relies not only on its local fault detector module, but also on the messages from the
fault detector modules at other processes. For that purpose, when any prdpessember or not) switches
to a newpc, it schedules a timeout by which it expects to ggreposemessage from ajjc members that
have not hitherto sent such a message; I apc member and has not sent fipoposemessage before, it
sends the message before scheduling the timeout. Ip@anyemberp; does not send itgroposemessage
before the timeout expires, then that member will be suspected by the fault detector module, and a signed
added-suspeqgif) message will be sent to all the processes. Iftoposemessage sent by a corregtis
delayed in reaching;, either becausg; is temporarily slow or because the message transmission is slow,
thenp; may incorrectly come to suspeget. Such incorrect suspicions are allowed by the properties of the
fault detector. Ifp; acts in a timely manner in latge reselection roundgy; will remove the suspicion for
p;. As in the LBC-Psync algorithm, a timeout set for the curgenis cancelled when a decision is reached
or when a newpc reselection round is initiated.

4.5 Safety and Liveness of the LBG)S(LazyByz) Algorithm

The proofs to show that the LBG-S(LazyByz) algorithm satisfies the Uniform Integrity, Uniform Va-
lidity, Agreement, and Propositional Integrity properties are identical to the corresponding proofs for the
LBC-Psync algorithm.

The termination of the LBC-Psync algorithm is conditional upon the existence of GST. Similarly, the
termination of the LBC¢ S(LazyByz) algorithm is conditional upon the Eventual Weak Lazy Byzantine
(t + 1)-Accuracy property of thé>S(LazyByz) fault detector. Proceeding as we did in Lemma 3.1, we can
show using Observation 2 that if there is a timafter which all the processes in some et PC are
never suspected by a majority of correct processes, then no fykthreselection rounds will occur. By
Assumption 1 of the reselection policl, must become the primary committee some time afteilhis
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implies that the number gfc reselection rounds after will be finite. Thus, each process will eventually
decide on some value.

The Weak Byzantine Laziness property of the LBG{LazyByz) algorithm can be proved much like the
LBC-Psync algorithm, but using Observation 2 instead of Observation 1.

4.6 Efficiency, Latency Degree, and Optimizations

In Section 3.8, we observed that the reselection mechanism, the maximum number of faulty processes, the
actual number of faulty processes, and the number of processes are the factors that influence the efficiency
of the LBC-Psync algorithm. The same observation applies to the {B@-azyByz) algorithm (with
the exception that must be greater thadr for the LBC<>S(LazyByz) algorithm). Like the LBC-Psync
algorithm, the LBC¢ S(LazyByz) algorithm has a latency degree of 2. The optimizations presented in
Section 3.10 can also be applied to the LBG{LazyByz) algorithm.

5 Non-Determinism

One of the advantages of passive replication over active replication in the crash fault model is that passive
replication does not require the replicas to be deterministic. However, in our Byzantine fault-tolerant semi-
passive replication algorithm, because we use a primary committee (instead of a single primary process as
in the crash fault model), the replicas need to be deterministic. In particular, the initial values of all correct
replicas for a particular instance of the lazy Byzantine consensus algorithm need to be the same. That is
a drawback, since there are many services that are non-deterministic. For example, if the replicas want to
reach a decision on the time at which a particular transaction took place (based on a client query), their
initial values could differ if each replica obtains the time only from its local clock.

To tackle such situations, we follow an approach similar to that of [2], and add an extra communication
step to our consensus protocol: flremembers first send their initial values (that could be different across
correctpc members) to all the processes. Then, eacimember chooses @onsolidatednitial value by
applying a deterministic function on the set of values obtained from alp¢lreembers (e.g., the average
of values). Thisconsolidatednitial value will be the value that is sent in tipgoposemessage. In order to
prevent the situation in which the: consists ot faulty members that faithfully send their messages in time,
but try to bias theonsolidatednitial value, a correcbc member could initiate the next reselection round
if it finds that theconsolidatednitial value is not within are bound of its original initial value. The value
of e should be given by the service specification.

6 Conclusions

In this paper, we presented specifications for Byzantine fault-tolerant semi-passive replication and lazy
Byzantine consensus. We described an algorithm for Byzantine fault-tolerant semi-passive replication based
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on a series of lazy Byzantine consensus algorithms. We then presented the LBC-Psync algorithm for lazy
Byzantine consensus in the partial synchrony model of [6] and the {BQ-azyByz) algorithm for lazy
Byzantine consensus in an asynchronous system augmented with unreliable fault detectors. We specified an
extension to Kihlstrom et al.'$.S(Byz) class of unreliable fault detectors to solve lazy Byzantine consensus.

We also proved that our consensus algorithms provide safety and liveness. Our algorithms are optimal
in good runs, having a latency degree of 2. We also used examples to show, how the reselection policy can
be appropriately chosen so as to tune the algorithm for either optimal fault resilience or efficiency in the
presence of faults. We presented optimizations to improve the performance of the algorithms.
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