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1. Introduction

Intrusion tolerance is an emerging approach to security
that aims to increase the likelihood that an application will
be able to continue to operate correctly in spite of malicious
attacks that may result in successful intrusions. Most tradi-
tional approaches to security validation have not been quan-
titative, instead focusing on specifying procedures that
should be followed during the design of a system (e.g., the
Security Evaluation Criteria [DODS8S5, ISO99]). When quan-
titative methods have been used, they have typically either
been based on formal methods (e.g., [Lan81]), aiming to
prove that certain security properties hold given a specified
set of assumptions, or been quite informal, using a team of
experts (often called a “red team,” e.g. [LowO1]) to try to
compromise a system. An alternative approach has been to
try to quantify, probabilistically, the behavior of an attacker
and his impact on the ability of a system to provide certain
security-related properties.

In this extended abstract, we first (in Section 2) review
existing probabilistic approaches. We then (in Section 3) de-
scribe work we are doing in this area, with the goal of creat-
ing a sound scientific basis for comparing alternative intru-
sion tolerance approaches quantitatively, and estimating the
intrusion tolerance of particular approaches. Our main meas-
ure of security is application-level availability, which we
define as a measure of correct delivery of service with
respect to the alternation of correct and incorrect service
[Lap91]. Realizing this goal will require work both in mod-
eling and measurement, and the creation of guidelines for
their application in intrusion tolerance approaches.

2. Existing Probabilistic Approaches

Early work on probabilistic quantification of security
was done by Littlewood et al. [Lit93]. The goal of this work
was to investigate the similarities between dependability and
security in order to define measures of “operational secu-
rity” similar to those used in dependability evaluation. In do-
ing so, Littlewood et al. made the important observation that
effort was an appropriate index for expressing security
measures.

Jonsson et al. [Jon97] presented a quantitative model of
the security intrusion process based on attacker behavior.
Jonsson conducted several experiments to build a model of
typical attacker behavior, postulating that a process repre-
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senting the behavior of an attacker can be split into three
phases: the learning phase, the standard attack phase, and
the innovative attack phase.

Several attempts have also been made to build models
that take into account both the attacker and the system being
validated. Specifically, Gong et al. [Gon01] present a gen-
eral 9-state model of an intrusion-tolerant system for de-
scribing known and unknown security exploits by consider-
ing the impacts of attacks, rather than explicitly representing
vulnerabilities that can lead to intrusions. The attacker and
system are not represented explicitly in the model; instead,
the model represents the state of the system in terms of
(high-level) events that lead to failures.

[JhaO1] proposes that state-level modeling, formal logic,
and a Bayesian analysis be used together to quantify the sur-
vivability of a system. The authors first model the network
nodes and links of a networked system using state machines.
Faults are then injected in the models; links are assumed to
be non-faulty, and the nodes are assumed to be non-faulty,
faulty, or intruded. The third step consists of specifying a
survivability property, e.g., the system enters a faulty state,
using a temporal logic. From the state machine model with
the injected faults and the survivability property, the authors
then generate a scenario graph. The scenario graph is then
used for evaluating the overall system reliability or the la-
tency using Bayesian networks.

Finally, Ortalo et al. [Ort99] propose modeling known
vulnerabilities in a system using a “privilege graph” (a privi-
lege graph is similar to the scenario graph described above).
By combining a privilege graph with simple assumptions
concerning an attacker’s behavior, the authors then obtain an
“attack state graph.” Parameter values for attack state graphs
are presumed to have been obtained experimentally; once
obtained, an attack state graph can be analyzed using stan-
dard Markov techniques to obtain several probabilistic
measures of security. To illustrate the use of their approach,
the authors present an analysis using an attack state graph
built using data obtained from measurements taken on a
large computer installation over a 21-month period.

3. Outline of Proposed Approach

Organizationally, we believe that a probabilistic valida-
tion of security with respect to availability should have two
components: 1) a model, of an attacker, the system, and the
workload demanded of a system, and 2) a set of measure-
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Figure 1: Probabilistic Security Model Structure

ments that provide estimates of the values of model parame-
ters.

More specifically, for intrusion-tolerant systems, we en-
vision the creation of a model with the structure depicted in
Figure 1. In particular, we believe that a probabilistic model
of an intrusion-tolerant system can be broken down into the
following submodels: an Attacker submodel, a Workload
submodel, an Application submodel, an Intrusion-Tolerance
Mechanism submodel, and a Resource/Privilege State sub-
model. The arcs connecting submodels in the figure repre-
sent possible interactions between submodels that can
change their state. For example, the attacker may be able to
change the state of a resource or amount of privilege granted
to him (as represented by the directed arc from the attacker
to the Resource/Privilege State submodel), or the attacker
may change his state (and hence change his behavior) by us-
ing knowledge he has gained by observing the state of the
system (represented by the directed arcs from the system
submodels to the attacker.)

In each model, determining the appropriate level of de-
tail/abstraction is very important, and depends on the scope
and purpose of the model. For example, the system submod-
els should represent the parts of a system that are important,
relative to the types of attacks considered and the expression
of a particular availability measure. In particular, they must
be detailed enough to support the expression of those parts
of state that an attacker may change and those parts that may
change his behavior. Depending on the nature of the attack,
the attacker model may either represent details of the intru-
sion itself or represent the effect of the intrusion.

Likewise, the system submodels must be detailed enough
to support the expression of the availability measure consid-
ered. For example, Ortalo et al. [Ort99] suggest that an ap-
propriate notion of state for a probabilistic system model
would be the degree of privilege that an attacker has at-
tained. In addition to representing the degree of privilege,
we believe that it is also important to represent resources in
the system that are necessary for the application to function,
since our ultimate goal is to quantify the availability as per-
ceived by a user of an application. The two state aspects will
be combined in the Resource/Privilege State submodel.

The level of detail/abstraction also depends on the input
parameter values (obtained from measurement data) avail-
able for each model. The type and accuracy of input parame-

ter values will depend on the stage of development of the
system that is being validated. For existing systems, we
could use methods similar to Jonsson’s to obtain values that
quantify the behavior of an attacker. Those values could
then be used to build a model of the attacker. Concerning the
Resource/Privilege State model, we intend to use an up-to-
date network security scanner like Nessus [Nessus] com-
bined with a security auditing tool like COPS [COPS] to ob-
tain the parameter values. The application, intrusion toler-
ance mechanism, and workload models are more case-
specific, and require further study to determine appropriate
input parameters and their values. We therefore intend to
explore the relevant level of detail for the model, input val-
ues, and measures by focusing on several case studies.

The goal of the presented validation framework combin-
ing models and measurements is to create a sound scientific
basis for comparing alternative intrusion tolerance ap-
proaches quantitatively, and estimating the intrusion toler-
ance of particular approaches.
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