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Abstract ness of systems. Because distributed protocols are complex

and their executions can be interleaved in many ways, auto-
We describe a group membership protocol that is part mated analysis of such protocols is not only desirable, but
of an intrusion-tolerant group communication system, and necessary.
present an effort to use formal tools to model and validate ~ PROMELA/SPIN [3] is a powerful tool for modelling
our protocol. We describe in detail the most difficult part and proving the correctness properties of distributed sys-
of the validation exercise, which was the determination of tems. We define a formal model of the GMP in PROMELA
the right level of abstraction of the protocol for formally (PROcess MEta LAnguage) and employ the SPIN model
specifying the protocol. The validation exercise not only checker to validate the correctness claims of the protocol
formally showed that the protocol satisfies its correctness specified in standard Linear Temporal Logic (LTL) [4].
claims, but also provided information that will helpus make  The paper is organized as follows. In the next section,
the protocol more efficient without violating correctness.  we describe the intrusion-tolerant GMP, and state the prop-
erties it is expected to provide. In Section 3, we describe the
formal specification of the protocol in PROMELA, explain
1 Introduction how the properties were formally specified and verified us-
ing SPIN, and present the results of this validation exercise.

. ) We summarize the analysis and conclude in Section 4.
Process groups have been widely used to provide fault

tolerance in distributed systems. Group communication )
systems have been developed to ensure state consistencgy 1 he Group Membership Protocol
among the processes that constitute a group in the presence
of failures. While a considerable amount of work has been 2.1  System Model and Assumptions
done to make group communication systems tolerate benign
failures, the problem of building group communication sys- e consider aimed asynchronous] distributed sys-
tems that can tolerate malicious faults resulting from intru- tem consisting of several processes on multiple hosts com-
sions has begun to be addressed only more recently. municating over an unreliable network. Processes have lo-
Intrusion-tolerant group communication systems pro- ca| hardware clocks (which need not be synchronized), but
vide reliable ordered message delivery and consistent groupthere are no upper bounds on message transmission and
membership, despite the malicious behavior of a subset ofscheduling delays. Thémed asynchronous system as-
the group. In this paper, we describe an intrusion-tolerant symption helps circumvent the impossibility of consensus
group membership protocol (GMP) that is part of the ITUA in an asynchronous environment [6] by defining time-outs
Group Communication System (ITUA GCS) [1][2]. for message transmission and scheduling delayserfor-
Distributed systems are notoriously prone to design mance failureoccurs if an experienced delay is greater than
faults. The use of formal methods has been widely advo- the associated time-out delay.
Ca.ted to reduce the I|kel|h00d Of SUCh faultS in the early The GMP operates over a process group by maintain_
stages of system development and to validate the correcting and updating the membership list (called thew) at
*This research has been supported by DARPA contract F30602-00-c-€ach of the constituent processes. Each group member has
0172. a unique identifier called iteank, which is a number from
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Figure 1. Finite state automaton for view installation

0to N — 1, whereN is the cardinality of the group. A
view is a set of process identifiers from 0A0 — 1. The
member with the lowest rank is calleg and is the leader

2.2 Detailed Description of the Protocol

The GMP is responsible for removing processes from the

of the view. Each member, from every other member’s per- group, adding new processes to the group, and ensuring that
spective, is eithecorrect suspectedor corrupt. A correct all correct processes maintain consistent information about
process conforms to the protocol specifications. If a processthe membership in spite of intrusions. We summarized the
p; does not conform to the specificatiops,will eventually protocol in [1]. We present it in detail here. Though our
be suspectedy other members. When a member decides protocol was influenced by the work of Reiter [7], which
thatp; is suspected by enough other members of the group,tries to solve the group membership problem in an asyn-
it labelsp; ascorrupt, and the GMP at that group member chronous environment in the presence of malicious faults,

starts a three-phase view-installation procedure, at the endour protocol differs from Reiter’s in the following aspects:

of which p; will be removed from the membership of the

group. The GMP can provide consistent group membership
to all the correct members of the group, as long as no more

thanF = [ (N — 1)/3| members of the group are corrupt.
If the leader is found to be corrupt, then the process
with the second-lowest rank (called ttheputy will become

the new leader. If both the leader and the deputy are found

to be corrupt, the process with the third-lowest rank (called

e While a view installation in [7] removes singlecor-
rupt process or adds single correct process to the
group, each view installation that we describe removes
all hitherto-known corrupt members from the group.

e The protocol in [7] becomes very complex if the man-
ager (the equivalent of a leader in our protocol) is cor-
rupt. Our protocol does not suffer from this drawback.

Figure 1 gives the finite state machine representation

the deputy’s depuly po, will become the new leader, and of the GMP. Upon initialization, all state machines are

so on. The leader wields no additional power to bring about in the NORMAL state.

Detections of deviation by a

any membership change single-handedly, but has additionalgroup member from the specifications are reportedies

responsibilities, which will be elaborated in Section 2.2.

picions to the GMP, which then multicasts these sus-

We use standard cryptographic techniques, such aspicions to the group. The GMP provides an interface
public-key signatures, to prevent spoofing and replays and suspect(process rank i, reason R) for that purpose. Cor-
to detect corrupted messages. Each process in the groupect processes will invoke tha:spect function if they ob-

possesses a private key, public key pair. A process uses itserve that another member has deviated from its specified
private key (known only to itself) to sign GMP messages. behavior; corrupt processes may invoke this function at any
We assume the existence of a mechanism by which a pro-time. When thesuspect function is invoked, the GMP of
cess can obtain the public keys of all processes in the groupthe process that suspects another process will broadcast a
to verify signed messages. We assume that the intrudersignedSuspecimessage to the group and change its state to
is computationally bound, and hence unable to subvert thePHASEO. TheSuspecimessage has two parts:

cryptographic technigues. We also assume that the intruder e The current view and the rank of the suspect.

cannot steal the private keys from correct processes.

The GMP relies on a reliable multicast protocol (such as
the one described in [1]) to reliably deliver the messages it
sends to maintain group membership.

e A signed version of the above data structure, called
suspecinotice The suspecinotice sent by process
pr for a process it suspectsy;, is denoted by
suspect_noticey(i).



suspect_message_handler(Suspect_message m,
process_rank k) in view Vy

1. i« get_suspect_rank(m)
2: y « getwview(m)
3: notice «— get_suspect_notice(m)
4: if (x # y) or (i = my_rank) then
5:  Stop
6: end if
7. if verify-suspect(m) fails then
8:  Invoke the functionsuspect(k, Bad Suspect)
9: Stop
10: end if
11: if notice_matrixy ; is emptythen
12:  Storenotice in notice_matrizxy, ;
13:  if thisis thef + 1** distinct suspect_notice received for
proces; then
14: faulty(i) — TRUE
15: my_leader « smallestj ( > 0) such thatfaulty(j)
is still false
16: found_new_fault(i)
17 endif
18: end if

Figure 2. The suspect_message_handler func-
tion

The GMP maintains anotice_matriz data struc-
ture. The entrynotice_matrizy,; in the matrix con-
tains suspect_notice(i). When the GMP receives 3us-
pect messagemn broadcast from procesg;, it invokes
the suspect_message_handler(m, k) function (Figure 2).
The veri fy_suspect function verifies whether the signa-
ture in thesuspect notice is valid. It also checks whether
the rank of the suspected procesdss between 0 anfl/,,|,
whereV,, is the current view. If theuspect notice is the
f + 1th distinct suspect_notice received forp;, then the
predicatefaulty(i) becomes true, and the first phase of the
view installation is triggered. Whefaulty(i) is true, that

indicates that at least one correct process in the group ob-

servedp; deviating from its specified behavior.

The found_new_fault function (Figure 3) is invoked
whenever thefaulty(i) predicate becomes true for some
processp;. If the GMP state is NORMAL or PHASEQO,
the found_new_fault function switches the GMP state to
WAITING-PHASEL. At the leader, thgound new_fault
function creates Alew-Viewmessage containing:

e The list of processeg,, such thafaulty(i) holds.

e For each such;, the proof thafaulty(i) is true. This
proof is thei*” column in thenotice_matriz, contain-
ing at leastf + 1 valid suspect_notices for p;.

e The proposed new view to be installed next, which ex-
cludes all suchp;.

At a non-leader process, th&®und new_fault func-
tion starts a timer}. The process expectsNew-View
message fromp,,, _icader DefOreT; expires. fmy icader

found_new_fault(process_rank k) in view Vy

1: old-state— GMP-state
. if old-state= NORMAL or old-state= PHASEOQor
old-state= PHASE2or old-state= PHASE3then

N

3: GMP-state— WAITING-PHASE1
4:  if my_leader = my_rank then
5: Broadcast &New-Viewmessage
6: €se
7: Start/Restart timeT; (timer for WAITING-PHASE1L)
8: endif
9: elseif old-state= WAITING-PHASE1then
10:  if this new fault has caused me to become the new leader
then
11 Broadcast &ew-Viewmessage
12:  €ese
13: Restart the timef;
14:  endif
15: elseif old-state= PHASElor old-state=

WAITING-PHASE2then

16:  if this new fault changeehy_leader then

17: GMP-state— WAITING-PHASE1

18: if I am the new leadethen

19: Broadcast &New-Viewmessage

20: else

21 Restart the timef,

22: end if

23:  elseif old-state= WAITING-PHASE2then

24: Increase the timeout value f@g (timer for
WAITING-PHASE?2)

25:  endif

26: end if

Figure 3. The found_new_fault function

at any process indicates which process this process thinks
is the leader.) If the process receives Mew-Viewmes-
sagem from p,,y_jeader befOreT’ expires, it invokes the
received_newview(m) function; otherwise, the process in-
vokessuspect(my_leader, New-View time-out).

The received_newview function (Figure 4) checks the
validity of the New-Viewmessage received. It updates the
list of processesy;, for which thefaulty(i) predicate holds.

It also updates the entries in thetice_matriz for those
processes. The GMP maintains a data structure celiésa-

List, which is a list for storing the proposed next view indi-
cated by theNew-Viewmessages received. For eddbw-
Viewmessage, th¥iew-Listalso contains an array @fck-
New-Vievg received (calledck-array), an array ofReady-
to-Switchmessages received (callBd S-array, and an ar-

ray of Need-More-Changmessages received (callRi1C-
array). Each of the three arrays contaifi§,| elements,
which get updated when the corresponding messages are
received. After thdNew-Viewmessage has been verified to
be valid, the GMP switches its state to PHASE1 and adds
the proposed next view to thdew-Listdata structure. It
then broadcasts akck-New-Viewnessage, which contains
the signed version of the proposed next view.



received_newview(NewView_-message m) in view Vy

1: being_removed « set of processes i, to be excluded
from theV,.11, as indicated byn
2: for eachp; in the seteing_removed do
3. if i = my_rank then
4: Stop
5. endif
6: if m does not have the array efispect_notices for p;
containing at leasf + 1 valid suspect_notices then
7: Invoke the function
suspect(myleader, Bad New-View)
8: Stop
9. dse
10: if faulty(z) is not already TRUEhen
11 Sfaulty(i) — TRUE
12 Update the*" column in thenotice_matriz with
the suspect_notices in m for p;
13: end if
14:  endif
15: end for
16: my_leader « smallestj ( > 0) such thatfaulty(j) is still
false
17: if origin(m) = my_leader then
18: GMP-state— PHASE1
19:  Add the proposed next view indicated byto the
View-Listdata structure
20: Broadcast a\ck-New-Viewnessage containing the
signed version of the proposed next view
21: end if

Figure 4. The received_newview function

When the GMP receives aick-New-Viewnessage, it

received_commit (Commit_message m) in view Vy

1: if origin(m) # my_leader then
2 Stop
3: end if
4: if the proposed next view doesn't include then
5:  Stop
6: endif
7: if the justification field ofn doesn’t contair2f + 1
Ack-New-Viewthen
8:  Invoke the functiorsuspect(my-leader, Bad Commit)
9: Stop
10: end if
11: GMP-state— PHASE2
12: if the proposed next view excludes allsuch thatfaulty(i)
is TRUEthen
Broadcast &eady-to-Switcmessage containing the
proposed next view
Start a timerTs
else
cast_-NMC(m)
end if

13:

14:
15:
16:
17:

Figure 5. The received_Commit function

a Ready-to-Switclmessage containing the proposed next
view, if the proposed next view excludespalfor which the
faulty(i) predicate holds. If the proposed next view con-
tained in theCommitmessage does not exclude all known
corrupt members, then the GMP invokes thet N M C()
function (Figure 6). That may happen if new corruptions
were detected during the view installation, i.£+ 1 Sus-
pectmessages have been received for one or more members

verifies the validity of the message and then stores it in the that are not among the processes being removed from the

Ack-arrayof the corresponding new view in théew-List
data structure. Whe2f + 1 Ack-New-Viewnessages for a

group by the lastNew-Viewmessage. Theast NMC()
function broadcasts ldeed-More-Changmessage indicat-

proposed next view have been received, the second phase ofg that the proposed next view specified in the lstv-

the view installation begins.

At the leader, the GMP forms @ommitmessage con-
taining the proposed next view and justification for in-
stalling the next view. The justification is th&ck-array
which contains at leastf + 1 Ack-New-View. It shows

that a majority of the correct members agree to exclude the

faulty members indicated by thdew-Viewmessage. The
GMP now switches from PHASE1 to WAITING-PHASE2.

At processes other than the leader, if the GMP is
in PHASE1 when it has receiveAck-New-View from
2f + 1 processes, it switches to WAITING-PHASE?2
and then starts a timerls. It expects aCommit
message fromp,,y_jeader before T expires. If the
GMP receives &ommitmessagen from p.,y_jcader bE-
fore timer expiry, it invokes thereceived commit(m)
function (Figure 5); otherwise, the GMP invokes
suspect(my_leader, Commit time-out).

After checking the validity of the receivedommitmes-

View message does not exclude all known corrupt mem-
bers. A validNeed-More-Changenessage points out the
other corrupt members that need to be excluded, and pro-
vides justification in the form off + 1 Suspecimessages
received for each of the other corrupt members.

After broadcasting théReady-to-Switchmessage, the
GMP starts a timer]5. All members of the proposed next
view should send either a valRleady-to-Switcbr aNeed-
More-Changemessage before the timé&i; expires. The
function suspect(j, Phase2 time-out) would be invoked
for any p; that did not send &Ready-to-Switctor Need-
More-Changanessage before the tim&g expired.

When the GMP at each member receiveReady-to-
Switchmessage from each member of the proposed next
view, it is a confirmation that all of those members have
agreed to be part of the next view. The GMP changes its
state to PHASE3. PHASES3 is the message stabilization
phase, which involves the collaboration of the GMP with

sage, the GMP switches state to PHASE?2 and broadcastshe reliable delivery protocol. This phase is necessary if the



cast-NMC(Commit_-message m) in view V, the found_new_fault function (see Figure 3) will be in-

1: need_to_remove — {} voked. Table 1 explains the cause and effect of each reverse

2: for eachp; such thatfaulty(s) is TRUE but the next view transition. Once in WAITING-PHASEL1, the view installa-
proposed byn does not excludg; do tion proceeds as before so that the GMP changes state to
3:  addi to the listneed_to_remove PHASEL1 upon receipt of thidew-Viewmessage, and so on.
4:  Include thei*" column of thenotice_matriz containing When a process wants to join the group, it sends a signed
[+ 1 suspect_notices for p; (This serves as the proof Request-to-Joimessage to the members of the group. A

thatfaulty(i) holds and hence; also needs to be excluded  memper that receives the message will check if the new

_ from the next view) process was previously removed from the group because
gj g;g;g::ast aleed-More-Changmessage containing the of a malicious fault (time-out faults do not count as ma-
' need.to.remove list with the proofs attached licious behavior). If it was, the request is ignored. The

member then checks if the process is in the list of processes
Figure 6. The cast_NMC function authorized to join the group. This list would be given to

group communication system has to ensure that all correctthe group member at the time of its creation by a higher-

processes deliver the same set of messages broadcast in!gvel entity that cr_eated the member. The creating entity
view (for virtual synchrony{10]). In PHASE3, the GMP itself could be replicated for fault tolerance. Updates to the

gives the reliable layer a list of processes that are being!ISt can be made by the.creatmg e”“tY bas.e'd on increased
removed. The members of the current view that are alsolntrusmn—tolerance requirements and identification of new

members of the next view begin a consensus round to de-

intrusions. An example of such a higher-level entity that
cide which messages have been delivered by each of thenpPaWNs group members is theanager groupn the ITUA
at this point. To do so, each of those members reliably

architecture (see [2] and [9]). If the requesting process is in
multicasts a signed message with an array that indicatesth® list of processes authorized to join the group, the mem-
the highest-sequence-numbered message from each menper that received thRequest—to—Jplmultlcasts &Proposal
ber that has been reliably delivered at this member. After 3ne_ssage to the"Pgroup thlat contains the recgmﬂzq?est—to-
that, there is a second round in which every member mul- JoInmessage. IProposaimessages are received frgii 1

ticasts a message containing all the signed copies from thememb_erg It tnggerg a t_hree—phase view installation proce-
previous round. At the end of the second round, each mem-dure similar to the view installation procedure for removing
ber is able to form a data structure containing three arrays,a member. Note that as before, new corruptions may be

maxnumcast hasmaxnumcast andstability vector Qetec_ted_ during the view installation. If they are, the ac-
. q . tions indicated by Table 1 would take place. The difference
1. For0 < j < |Vg|, maz_num_cast[j] is the highest-

sequence-numbered multicast fr received b between the view installation procedures for adding a new
so?ne group member m y member and removing an existing member is that while the
2. For0 < j < |Vu|, has-maznum_cast[j] indi- first New-Viewmessage broadcast during the removal car-

cates which group member has received that highest—z]eessﬁ a+e1insltjhsé)?greissinqtgio?i;?r?egr;g Ihg\(’)v'\gse;;/
sequence-numbered multicast frpm message as roJof NSte that when a view instgllation is
3. For0 < j < |V,|, stability_vector[j] indicates the g proot.

highest-sequence-numbered multicast fgpnthat has underway, no other requests for joining t_hg group will bg
. . accepted. Any new process that wants to join the group will
been received by all members of the next view.

. . have to resend thRequest-to-Joimessages later, when the
Process phas_maz_num-_cast[j] 1S responsible for re-

. view installation is done.
broadcasting all messages from sequence numbers

stability_vector[j] t0 max_num_cast[j] received from
processp;. Once all such pending messages have been
delivered, the stabilization phase is completed, and the
GMP updates the group membership to that given by the ~ The GMP has the following properties. They are similar
last New-Viewmessage. That marks the end of the view to those provided by SecureRing [8] and Rampart [7].
installation, and the GMP changes its state to NORMAL. Agreement If p and ¢ are two correct processes, then
Figure 1 has reverse transitions from WAITING- ViewV, will have the same membership at both processes
PHASE1, WAITING-PHASE2, PHASE?2, and PHASES to Self-inclusion If a correct proces9 installs a viewl/,,,
WAITING-PHASEL. Reverse transitions take placed- thenV includesp.
ditional faults occur during view installation. An addi- Validity If a correct procesg installs a viewl,, then all
tional fault occurs iff + 1 Suspectessages are received correct members df, will eventually installV,,.
for a member that is not among those processes being re- Integrity If view V,, includesp but the next view,.
moved by the current view installation. In such cases, excludesp, thenp was suspected by at least one correct

2.3 Group Membership Protocol Properties



Table 1. How the GMP handles additional faults that occur during the view installation

Reverse Transition | Cause | Effect |
WAITING-PHASEL to WAITING-PHASE1 | Leader did not send idew-Viewmessage| Deputy takes over as the new leader and
or sent an invalidNew-Viewmessage broadcasts dlew-Viewthat excludes pre
viously known corrupt members and the
old leader from the next view; other mem-
bers restart timeT;
WAITING-PHASE?2 to WAITING-PHASE1 | Leader did not send@ommitmessage ol Deputy takes over as the new leader and
sent an invalidCommitmessage broadcasts dlew-Viewthat excludes pre
viously known corrupt members and the
old leader from the next view; other mem-
bers restart timeT;
PHASE?2 to WAITING-PHASE1 Need-More-Changeessage received, Qr Leader broadcasts Hew-Viewmessage
a member of the proposed next viewthat excludes previously known corrupt
did not send &Ready-to-Switclor Need-| members and the new corrupt members;
More-Changemessage before timefs; | other members restart tim&k
expired
PHASES3 to WAITING-PHASE1 Some member(s) obstructed progress| iheader broadcasts Hew-Viewmessage
the message stabilization phase that excludes previously known corrupt
members and member(s) that obstriict
progress in the stabilization phase; other
members restart timér;

way for debugging the coordination problems that those in-
teractions may create, and for rigorously proving the cor-
rectness of such systems. SPIN accepts design specifica-
tions written in the verification language PROMELA. It
has a powerful yet simple notation for expressing general
correctness requirements: standard Linear Temporal Logic
(LTL).

member ol/,..

Liveness If there is a correct processthat is a member
of viewV, and is not suspected By2|V,.| + 1)/3] correct
members o, and there is a processthat is suspected by
(Vx| — 1)/3] correct members df, thenq is eventually
removed.

3 Verification of the protocol 3.1 Specification of the protocol in PROMELA

In this section, we describe how we formally verified the ) ) .

GMP. Before taking the formal approach, we proved the In thls_sectl_on we des_crlbe hov_v we translated the proto-
correctness of the protocol informally in [9]. Despite the €0l described in the previous section into PROMELA code,
informal proofs, we were aware that the likelihood of subtle Which can be verified by the SPIN model checker. The most
errors in a complex distributed protocol such as ours was important challenge in the translation was that of choos-
not negligible. Although the use of formal methods does N the right level of abstraction of our protocol. Abstrac-
notguaranteecorrectness, we were convinced that because tions are necessary for verifying a complex protocol, such
of the sound mathematical foundations upon which formal @s ours, through model checking; otherwise, state-space ex-
methods are based, our confidence in the correctness of th@!0sion renders model checking useless. We use the term

system would improve if we employed formal methods to protocol to refer to our original intrusion-tolerant group
validate our protocol. membership protocol, detailed in the previous section. We

The formal verification of our fairly complex protocol ~ USe the ternspecificatiorio refer to the formal specification
required a formal tool that could effectively model the asyn- ©Of the protocolin PROMELA.
chronous, distributed nature of our system, and perform ver-
ificatipn on a large state space. We glsq co.nsidered. ease Oé.l.l M odeling faulty behavior of processes
learning and use as an important criterion in choosing the
verification tool. The protocol in a correct group member decides that an-
SPIN is a general verification tool for proving correct- other group member is faulty when teaspecfunction is
ness properties of distributed or concurrent systems. Theinvoked for the faulty member (resulting in the multicast
processes in the system being modeled can interact througtof a Suspectmessage), or when @uspectmessage for the
shared memory, through rendezvous operations, or throughfaulty member is received. Either of these events could hap-
buffered message exchanges. SPIN provides an effectivepen in any state of execution of the protocol. We modeled



that aspect of the protocol in our specification by stating a New-Viewmessage) that was expected from another mem-
priori which group members are faulty, and by making the berp;, thenp; multicasts eéSuspecimessage fop;. SPIN
correct members multicaSuspecmessages for the faulty  has aglobaltime-out feature, which means that time-out oc-
members at various points of execution. Consider a verifi- curs only ifnoprocess in the SPIN execution environmentis
cation of the correctness claims of the protocol for a group executable. However, it is impossible to simulate indepen-
size of 7. In oneverification cyclé, the faulty members  dent timers, or asynchronous time-outs between different
could be specified to be members with ranks 0 and 3, for group members, as is required for our purpose. Hence, in
example. Other processes could multicaSuspecimes- our specification, we modeled timer expiry by making the
sage fops when they are in the NORMAL state, and could correct group members multicéStispectnessages for the
multicast aSuspectessage fop in WAITING-PHASE1 group member that failed to take the expected action before
(so as to model non-receipt of Mew-Viewmessage). In  the timer expiry. We do not use real clocks for that purpose.
another verification cycley, andps could be specified as
faulty members, an®uspectmessages for both of them
could be multicast when the correct members are in the
NORMAL state, for example. A complete verification will  In Section 2 we described the data structures used for
involve many such verification cycles covering all possible the GMP messages. Taking advantage of the abstrac-
combinations of the members that are to be suspected, andions/assumptions described above, we retained only the
all possible combinations of the states in which $wespect  critical parts of those data structures when specifying the

3.1.2 Abstraction of multicast and data abstraction

messages for those members are to be sent. protocol in SPIN. Inter-process point-to-point communica-
Our chosen approach to modeling faulty behavior greatly tion is modeled in SPIN through use of a data type called
simplified our specification, as described below: channel A process can send contents of some specified

Abstracting out justifications A New-Viewmessage type to a channel, while other processes can receive those
gives a list of processes to be removed from the current contents from that channel. However, the current version of
view, and justification for removal, in the form ¢gf + 1 SPIN does not provide support for multicasting messages
signed Suspecimessages received for each of those pro- to a group. Hence, to model multicast within the group,
cesses. In our PROMELA specification, we can model the we created global arrays of channels, one for each GMP
receipt of an invalidNew-Viewmessage at some state of ex- message typeSuspectNew-View Ack-New-ViewCommit
ecution of our protocol by multicastingSuspectmessage  Ready-to-SwitcrandNeed-More-Changeas follows:
for the sender at that state. We can do the same for other chan suspect for[ N =[K] of {byte, byte};
mess?ges thr;t carry justgk‘:e};[ions, rla}lmely(ﬂmenr?itmes') I* rank of sender, rank of suspected process */
sage (carrie@f + 1 signedAck-New-View as justification _ .
angNeed—More-Char?gmessage (carrieﬁ+1jsigned8us- chan nvfor[N =[] Of_ {_byte’ v eVY}‘
pecs for each member it proposes should be removed in the /* fank of sender, membership list for next view */
new membership, as justification). Hence, we eliminated chan acknv_for[N =[K] of {byte, View, byte};
justifications from those messages in the specification. /* rank of sender, New-View that is being acknowledged,

Abstracting out cryptography In our protocol, mes- rank of process that multicast that New-View */
sages are signed to prevent spoofing. The underlying reli- .- commit for [N=[K of {byte,View}:

able delivery protocol uses cryptographic signatures to en- o L
sure that any attempts to spoof or to send mutant mes%ages/ rank of sender, New-View that is being committed */

are guaranteed to be detected through signature verification ¢han rts-for[NI=[K] of {byte, Vi ew};
by enough group members to trigger the removal of the at- /* rank of sender, New-View to be installed */

tempting member. In our specification, we eliminate sign- chan nnc_for[ N =[K] of {byte, Vi ew};
ing and verifying of messages, and make processes send the.

; rank of sender, membership list for next view */
same message contents to all other processes in the 9rouR. L oreV is the size of the grougE is the number of simul-

We model attempts to spoof or to send mutant messages, o is faults that can be toleratét£ | (N —1)/3)), and
from a corrupt process by making the other processes in theK is a sufficiently large constant '

group multicasBuspectmessages for the corrupt process. For example, when a process wants to multicaSta-

Modeling time-outs In our p_rotocol, if time-out oceurs pectmessage to the group, it sends the message to the chan-
at a membep; before the receipt of some message (like a nelsuspect for[i],forallifrom0toN —1. Each pro-

Lwe explain what a “verification cycle” is later in this section. cessp; then receives the contents from the charsies-

2A mutant message is a pair of messages that have the same identifiepect f or[i]. Since the underlying reliable multicast
but different contents, and that are sent to two different processes in theprotocol guarantees that if a message gets delivered at one
group. correct process, then all correct processes will deliver the




same message, we do not have to model the case in which 1. Thei nit process, which is a special SPIN process
a corrupt process sends a message (that it was supposed to  used to initialize the system state, creates the processes

multicast) only to a subset of the group. that constitute the group. It labels a subset of the group
The data structure for each GMP message is indicated as faulty by assigningfar ue value to the correspond-

by the specification for the channel used to send that mes- ing elements of théaul t _i nj ect ed array.

sage. For example, tiguspectmessage is modeled by the 2. The suspect triggers for the faulty members are acti-

suspect f or channel, which can hold two 8-bit values vated at the correct members at the specified stages of

for each message. The two 8-bit values indicate the sender  execution of the protocol.

ID (origin rank), and the rank of the suspected member. 3. The view installation procedure begins.

A view is modeled as a Boolean array df elements,

o 4. The correct members change their views to exclude the
where thei!” element indicates whether has been con- g

victed and excluded from the group. faulty mgmbers. Each correct member u.pdates the cor-
typedef View { responding elemen_t.of t_hw current vi ewarray.
bool outGroup[N }; At the end of the venﬂgatpn cycle, when a corrgct pro-
All the elements in the array are initiailized tal se. cessp; has completed switching over to the new view that

As, one by one, the faulty members are convicted, the cor- €xcludes all faulty members, it sedsne[ i ] to true. The

responding elements in the Boolean array become true.  last correct process to finish (let us calpjf) will check to
see whether the protocol propertiesagfreementvalidity,

integrity, andself-inclusiorare satisfied. For that, we define

3.1.3 Simplification of the stabilization phase four Boolean global variables, all initialized tal se.

In our protocol, the third phase of view installation (the sta- bool agreenment, integrity,

bilization phase) works in collaboration with the reliable de- sel f_i ncl usi on, al |l _good_proc_done;

livery protocol to guarantee Virtual Synchrony [10]. In our For agreemengndvalidity, px checks whether all cor-

specification, we defined a global array of channels: rect processes have the same new view excluding all faulty
chan phase3ok[N] = [N of {byte,bool }; members of the previous view. This check is expressed as

* rank of sender, whether sender performed phase 3 correctly */ the following proposition:

To model the case in which some member does notco-v ; ;:0...N —1 e (fault_injected]i] = false =
operate in completing the stabilization phase correctly, we (gt _injected|j] = true =
have other processes in the group sBodpecinessages for my-current view|i].outGrouplj] = true)
the member in that phase. To model the case when all mem- (fault_injected[j] = false =
bers behave correctly in this phase, we make each member my_current_viewli].outGroup|j] = false))

send & r ue value to allphase3_ok channels. L o
If the above proposition is satisfied, thep sets the value

of the global variablegr eenent .
For integrity, pr checks whether all correct processes

We now describe how each of the properties in Section have receivecuspecmessages fron#” 4 1 group mem-

2.3 was specified in SPIN. We define three global arrays; Pers for each faulty member. There is a global variable that
View nycurrent view N ; tracks the number oBuspecimessages received by each

3.2 Specifying the propertiesin SPIN

bool fault.injected[N ; member of the group for each member of the group.
bool done[ N| ; S typedef SuspectArr {
my _current view i] indicates the group member- byte numBuspects[N };
ship from procesg;’s perspectivep; will update only the Suspect Arr suspectArr[N;

i*" element of the arragy cur rent vi ew. Allelements  Hare suspect Arr[i]. nunBuspects[j] gives the
of the array are initialized to the same value, indicating that ,,mper ofSuspecmessages received by for p;. The

all N processes that are created are part of the group. integrity property is expressed as the following proposition:
fault_injected[i] is used to simulate a deviation

of process; from the protocol specification. For a correct V& J:0...N —1 e (fault_injected[i] = false =
procesy;, f aul t _i nj ect ed[ i ] has the valué al se. (fault_injected|j] = true =

Forsomej, if f aul t i nj ect ed[j ] hasthe valuer ue, suspect Arr[i].numSuspects|j] = F + 1))

that serves as the trigger for correct processes in the group taf the above proposition is satisfied, thgp sets the value
sendSuspecinessages for procegs during some specified  of the global variablé nt egri ty.

state of execution of the GMP. _ Theself-inclusiorproperty is expressed as follows:
thep} (;/Iiaor\;cize;]tlsotr; F():;/:clefor a group of N processes involves Vii0...N—1 e (faultinjected]i] = false =



(my_current_view[i].outGroup[i| = false)) GMP is in the NORMAL state, at the beginning of the view
installation. A naive assessment would yield 4 verification
cycles, depending on which of the 4 members is labelled
faulty. However, we only need to consider two cases, de-
pending on whether the faulty member is the leader. If the
leader is faulty, the deputy takes over as the new leader. By
symmetry of all the non-leader processes, the view installa-
tion procedure would be identical for the three other cases,
. _ _ in which any one of the non-leaders is faulty.

The liveness property is expressed simply as the con- o consider a group of size 7. Two simultaneous faults
straint that the global Boolean variable, can be tolerated in that case. The trigger for the first fault
all .good._proc.done, must eventually become frue. st come when the GMP is in the NORMAL state, but
Thatis expressed as the following LTL property: the second fault can occur in any of the 7 states of the finite

¢ all_good_proc_done state machine shown in Figure 1. Again, a naive assessment
SPIN negates this LTL formula to form a negative correct- would yield7 x 5C = 147 verification cyclesjC being the
ness claim represented by adii automaton [3]. The SPIN  number of possible choices of the two processes to be la-
model checker will prove the absence of acceptance c§cles belled faulty among the seven processes forming the group.
in the combined execution of the system (consisting of the However, only five out of th§ C' cases were unique in the
processes that form the group) and thecBi"automaton  way they affected the progress of the view installation. The
representing the claim. Thus, during each verification cycle, five cases are the ordered pairs (leader, deputy), (deputy,
SPIN will verify that no execution sequence of the system leader), (leader, non-leader), (non-leader, leader), and (non-
in any order matches the negated correctness claim. It will leader, non-leader), where each ordered pair gives the first
also verify that all possible event sequences in all possibleand second faults to be triggered during the view installa-

If the above proposition is satisfied, thgp sets the value
of the global variablsel f i ncl usi on.

Finally, pr sets a global variable called
al | _good_pr oc_done and checks the following as-
sertion to see whether all safety properties were satisfied:

assert(agreenment && integrity &&
sel f _i ncl usi on)

orders satisfy the assertion given above. tion. Therefore, we had to consider a totalsok 7 = 35
verification cycles for a full verification.
3.3 Veification and Results For a group size of 10 processes, three simultaneous

faults can be tolerated. The trigger for the first fault must

In a verification cycle, we fix the group members that come when the GMP is in the NORMAL state, but the sec-
are to be suspected, and also the state of the protocol inond and third faults may occur in any of the 7 states of
which the Suspecimessages for those members are to be the protocol. That means that there is a total of 49 pos-
sent. A full verification for a process group of si2gin- sible combinations for the fault activation points alone. A
volves several verification cycles, which cover all possible naive assessment would yield x '9C = 5880 verifica-
combinations of the members that are to be suspected, andion cycles,'{C being the number of possible choices of
all possible combinations of the states in which8wspect  the three processes to be labelled faulty among the ten pro-
messages for those members are to be sent. cesses forming the group. However, only 16 out of the'

We carried out such a full verification for groups of sizes cases were unique in the way they affected the progress of
4,7, and 10 that can tolerate 1, 2, and 3 simultaneous faultsthe view installation. The sixteen cases are the six permuta-
respectively. In essence, that covers all the cases for grougtions in (leader, deputy, deputy’s deputy), the six permuta-
sizes between 4 and 12. The reason is that full verifica- tions in (leader, deputy, non-leader), the three permutations
tion for group sizes 5 and 6 would be the same as the full in (leader, non-leader, non-leader) and the single permuta-
verification for group size 4, because each of those groupstion in (non-leader, non-leader, non-leader), where each 3-
can tolerate only one fault. Similarly, a full verification for tuple gives the first, second, and third faults to be triggered
group sizes 8 and 9 would be equivalent to the full verifica- during the view installation. Thus, we considered a total of
tion for group size 7, because the number of simultaneous49 x 16 = 784 verification cycles for a full verification.
faults that can be tolerated in each of those group sizes is 2. \we carried out all experiments on a 1GHz Pentium III
In the same way, group sizes 10, 11, and 12 are equivalent.computer with 256MB PC133 RAM. Despite our abstrac-

We now explain the actual number of verification cycles tjons, the complexity of our protocol and the huge number
involved in each of the above 3 cases. of possible interleavings of process executions meant that

Consider a process group of size 4. Only one fault can beye had to use SPIN optimizations, like partial order reduc-
tolerated, and the trigger for the fault must come when the tjon and bit-state hashing [3], to obtain a good coverage of

3A Biichi automaton has an acceptance cycle for a system executiorthe state space, given our system memory constraints.
if and only if that execution forces it to pass through one or more of its ~ Our verification showed that the GMP indeed provides
accepting states infinitely often. the properties given in Section 2.3. However, the most in-




teresting aspect of this exercise was some observations weommunication system that keeps replicated information

made that led to increased efficiency of the protocol.

In the original protocol specification, we had a data
structure View-Lis) to hold all theNew-Viewmessages re-
ceived. The structure also stored thek-New-ViewReady-
to-Switch and Need-More-Changenessages received for
any particulamNew-View During the SPIN validation ex-
ercise, we found out that it is not necessary to maintain
copies of all theNew-Viewmessages received. It is suffi-
cient to store only the laflew-Viewmessage that excludes
more members than the previodlew-View (Of course,
in our actual protocol implementation, that latBsw-View
message must be valid and carry justification in the form of
signedSuspectnessages for each member to be excluded.)
In our SPIN verification, we used the latter, more efficient
model and verified that the properties still hold.

In our original protocol specification, when two or
more simultaneous faults are involved, during the sec-
ond phase (PHASE?2) of the view installation, members
wait for Ready-to-Switclor Need-More-Changeessages
from all hitherto non-faulty members before switching to
the WAITING-PHASEL state. During the validation exer-
cise, we verified that it is correct to switch to WAITING-
PHASEL1 after receiving just one valideed-More-Change
message. SubsequeNeed-More-Changenessages or
Ready-to-Switcimessages corresponding to the dldw-
View message can be discarded without affecting the cor-
rectness of the protocol. As a generalization, we found

that it is safe to discard GMP messages that correspond to

old New-Viewmessages. (Such messages inclicle New-
View, Commit Ready-to-Switch or Need-More-Change
messages that correspond to blelw-Viewmessages.)

We also determined that once a member has been found [4]

to be faulty (through receipt of + 1 Suspect messages for
that member) all group-membership-protocol-related mes-
sages from that member can be discarded in the future.
We must point out that what we verified with SPIN was
the abstracted version of our actual protocol. Abstraction is
essential in verifying a complex system such as ours. How-
ever, abstraction involves the hiding of details, which means
that hidden details are not verified. For example, we are
not verifying the part of our system that reports suspicions
to the GMP. However, our goal was to verify the core of
our GMP given the current state-of-the-art model-checking
technology, and we believe that we were successful in that.

4 Conclusion

In this paper, we described a group membership protocol
that can provide consistent group membership while toler-
ating multiple, correlated intrusions, provided that no more
than one-third of the group members are corrupt. Such a
protocol would be at the core of an intrusion-tolerant group

[11] consistent even in the presence of faults.

Complex distributed protocols are notoriously prone to
design faults. Automated verification tools can model and
verify complicated scenarios in such protocols. We ex-
ploited the expressiveness of PROMELA and interpretative
strength of SPIN to formally verify our protocol. By ab-
stracting the GMP as described in Section 3.1, we success-
fully developed a PROMELA specification of the protocol
and the properties it claims to provide. We used the SPIN
model checker to verify that those claims hold. In doing so,
we found optimizations that could be made to the protocol
while still retaining correctness.
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