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Abstract

Attadk survival,which meangheability to provide some
level of servicedespitean ongoingattad by tolerating its
impact,is an importantobjectiveof securityreseach. In
this paperwe presenta new approach to survivability and
intrusiontolerance Our approadc, which wecall “survival
by defense”is basedon the observatiorthat manyapplica-
tionscanbe givenincreasedesistancao maliciousattadk
eventhoughthe ernvironmentin which they run is untrust-
worthy This paperdescribeshe conceptof “survival by
defense’in geneill and explainstheassumptionsnwhich
it depends.We will also explain the goals of survival by
defenseand howthey canbeachieved.

1 Intr oduction

Maliciousattackson computersystemsareatthecoreof
securityresearchandtherehave beervariousapproaches
dealwith the problem.Oneapproachwhich setsits goalat
attad prevention definessecuritypoliciesidentifying what
needsprotectionandthenattemptsto implementthat pro-
tectionin hardwareandsoftware. This approachasleadto
the developmentof whatis known asa trustedcomputing
basqTCB)[13]. Anotherapproachwhichis primarily con-
cernedaboutattadk detectionand situational awareness
hasleadto the developmentof variousintrusiondetection
systemgIDS).

Neither of theseapproachess perfect. The TCB is
trustednot to violate the securitypolicy itself, and,in most
systemsijt is alsotrustedto preventother, possibly mali-
cious,softwarefrom violating the policy. In practice,most
computersystemstoday have no suchtrustedcomputing
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base. In fact, mary of the world’'s computersystemsto-

dayrun operatingsystemsaandnetworking softwarethatare
far from the TCB ideal. Thesesystemsmay lack ary se-
curity policy, can be damagedusing well-known attacks,
andthereforecannotbe trustedto protectanything. These
systemswill continueto be usedbecauseof the mary ap-
plicationsthatalreadytargetthem,but areunlikely to bere-

designedo be moretrustworthy. Similarly, althoughthere
aremary IDSs availabletoday they mostly work off-line,

without ary directruntimeinteractionor coordinationwith

the applicationgandwith otherIDSs)thatthey aimto pro-

tect. Furthermoremary of thelDS have questionablaccu-
rag/: sometimeshey missreal attacksandsometimeshey

raisefalsealarms.

In short,attackpreventionis not absoluteandattackde-
tectionis not perfect.We therefore askthefollowing ques-
tion: what, if anything, canbe doneto tolerateandsurvive
cyber attacksassuminghat the ervironmentin which ap-
plicationswill run offers flawed protectionand imperfect
intrusion detection? In principle, the answeris “close to
nothing”. A determinedattacler can,with sufficient work,
defeatwhatever flawed protectionis offeredby the operat-
ing systemsr networking, thusgainingprivilegesthatcan
beusedeitherto kill the systemcompletelyor to corruptit
in someotherway. Althoughonemighttry to protectdata
using encryptionand digital signatureghat are computa-
tionally infeasibleto break[13, whenthatdatais processed
by the systemit will almostcertainlybecomevulnerableto
anattacler with enoughprivilege: notethatencrypteddata
is worthlessunlessit is decryptedat sometime, andit can
bereadat thattime by a privilegedattacler; alsonotethat
digitally signeddatamustbere-signedvhenit is modified,
andan attacler who gainsthe privilegeto re-signdatacan
forgenew, corruptdataaswell.

In practice,though,an attacler may not have the skill,
perseerance preparationor time neededo carry out the
attacksthat are possiblein the worst case. Someattaclers



rely on prepackagedttack“scripts” and do not have the
skill to repairthe scriptsif they fail. It may be possibleto
put variouskinds of obstaclesanddiversionsin their path.
An attaclerwho meetsunexpectedbstaclesnaylook else-
wherefor easiertargetsratherthanperseerein an attack.
An attacler who is not preparedn adwanceto circumwent
the protectionin a specificsystemwill be morelikely to
triggerintrusiondetectionalarms[§. In ary casethe more
time an attacler takes, the more vulnerablehe is to being
detectedandstoppedoy systemadministrators.

Theseare the factorsthat our “defenseenabling” ap-
proachaimsto exploit. We make a distinctionbetweersur
vival by protection whichseekdo preventtheattaclerfrom
gainingprivileges,andsurvival by defensewhich includes
protectionbut also seeksto frustrate an attacler in case
protectionfails andthe attacler gainssomeprivilegesary-
way. Protectionmechanismsre staticand pro-active; de-
fensemechanismenhancehe protectionmechanismsvith
adynamicstratey for reactingto a partially successfuht-
tack. Both protectionand defenseaim to keepa system
functioning(i.e. survival), but protectiontendsto beall-or-
nothing, eitherit works or it doesnt, whereasdefensecan
choosefrom amonga rangeof responsessomemore ap-
propriateand cost-efective thanothersunderdifferentcir-
cumstances.

2 “Survival by Defense”of Critical Applica-
tions

“Survival by defense”is not a silver bullet for defend-
ing all applicationsin general.Differentapplicationshave
differentsurvivability needsandwillingnessto bearthe as-
sociatedcost. Sometimesthe requirementsnay conflict
with eachother Thereforea uniform defensdor all appli-
cationsis practicallyimpossible.In our work, we focuson
the specificneedof a specifictype of applicationsnamely
thecorrectfunctioningof oneor morecritical applications.
Theseapplicationsarecritical in thesensahatthefunctions
they implementarethe main purposeof the computersys-
temonwhich they run. Defendingotherapplicationsn the
sameenvironment is notaprimarygoal. Neitheris defend-
ing the applications ervironmentitself, e.g.,the operating
systemsandnetworksthatsupportthe critical applications.
Defendingthe ervironmentis importantonly so far asit
helpsto defendthecritical applicationghemseles.

1Throughoutthe paperwe will usethe termservironment opemting
ervironmentor systeminfrastructue to meanmostly the hardware, and
networking andoperatingsystemsoftware. We will alsoassumehe exis-
tenceof middlevare,aclassof softwaredesignedo managehe comple-
ity and heterogeneityassociatedvith an internetworked and distributed
ervironment[1], definedasa software layer abose the operatingsystem
but belav the applicationprogramsto provide a commonandtransparent
programminggbstractioracrossa distributedsystem.

This implies that the defenseenablingtechnologymay
deploy additionalmechanisman the applications erviron-
ment,but it is usedin the contet of defendingthe critical
application. Note that we areassumingwve can modify or
extendthe designandimplementatiorof the critical appli-
cations.Thisis in sharpcontrastwith thedesignandimple-
mentationof the ervironment,which we assumes almost
completelybeyond our control. In otherwords, we must
live with flaws in the ervironmentbut, becauseur goalis
defendingeritical applicationswe will expendtheeffort on
the applicationto maskthe impactof their exploitation by
the attacler. Defenseenablingis organizedaroundthe ap-
plication to be defendedratherthan aroundthe operating
systemsandnetworks that supportit. This follows simply
becausehe applicationcan be modifiedwhereaghe envi-
ronment,for the mostpart,cannof. The existenceof mid-
dlewareis anadvantagdn this contet, becausét provides
a meansto incorporateand coordinatethe capabilitiesof
the defensamecahnismsvith the applicationwith minimal
modificationof the applicationitself.

An applicationthat doesnot function correctly is cor-
rupt. A corruptapplicationmight deliver bad serviceor it
might fail to deliver ary serviceat all. An applicationcan
becomecorruptdueto variouscauses:

e eitherbecaus®f anaccidentsuchasa hardwarefail-
ure,or becaus®f malice;

e eitherbecausdlaws in its environmentor in its own
implementatiorcausadt to misbehae.

The flaws in the ervironmentand the implementationcan
be exploited by a maliciousattacler to causea lossof pro-
tectionthatallows the applicationto be damaged.

In this paperwe focuson corruptionthatresultsfrom a
maliciousattad exploiting flawsin an application’s ervi-
ronment We assumethatthisis by farthemostlikely cause
of corruptionand so the other causeswill be neglectedin
this paper This assumptioris reasonabléecause:

o Malicious attadks which aredirectedandintentional,
arefarmoreeffectivein corruptinganapplicationthan
accidentswhich arerandom.

e Flawsin the application’simplementatiorcanbe cor-
rectedmoreeasilythanflawsin theapplication’servi-
ronmentandthelatterarelikely to be betterknown to
attaclersandexploited by them.

Giventhis understandingf corruption,the goal of sur
vival by defenseis to delayor preventcorruptionof criti-
cal applications.Note thatthe ultimateway to preventthis

20necan,however, addmechanismiike IDSsandfirewallsto increase
theenvironments level of protectionindependenof andwithoutthe con-
trol of critical applications Defenseenablingdoesnot discountsuchmea-
suresput wantsto usetheir servicesn applications defenseaswell.



kind of corruptionis to preventtheattaclerfrom gainingthe
privilegerequiredto corruptcritical applicationswhich, as
we explainedearlier happengo be the goal of survival by
protection.Defenseenabling therefore canbedividedinto
two complementargoals:

1. Theattacler'sacquisitionof privilegesmustbeslowed
down. Thisissueis discussedn section3.

2. Thedefensenustrespondandadaptto the privileged
attacler's aluseof resources.Mechanismdor doing
this arethetopic of section4.

The first goal makesthe protectionin the applications
ervironmentlast longer The secondgoal makes the at-
tacker work harderto usenewly-gainedprivilegesto cor-
rupt a critical application. Becausene have assumedhat
acquisitionof privilegeby anattacler cannotbecompletely
preventedor delayedndefinitely, both goalsareneededor
defense.

We saythat an applicationis defense-enableil mech-
anismsarein placeto causemostattaclersto take signifi-
cantlylongerto corruptit thanwould be necessarwithout
the mechanismslin otherwords,an attacler mustnot only
defeatprotectionmechanismsén the ervironment,he must
spendadditionaltime defeatingdefensenechanismadded
to the application. Section5 explains that mary defense
mechanismswill tend to be placedinto middlewvare[]],
whichis notpartof theervironment(in thetraditionalsense
we have definedit here)but is still separatérom the ap-
plication’s functionality. This separatiorkeepsthe defense
mechanismgrom complicatingeachapplications design
andallows for easyreusen multiple applications.

3 Acquisition of Privilege

If privileges could be obtainedinstantly the attacler
could immediatelygrab all the privileges neededto stop
all applicationprocessingand thus dery all service. No
defensewould be possibleagainstthis unlimited attack.
Therefore defenseenablingdepend®n slowing the spread
of privilegeto attaclersto suchdegreethatit rendersnef-
fective the objective of shuttingdown critical servicesin-
stanteneously

In orderto preventquick spreadof privilege, we divide
the systeminto several securitydomains eachwith its own
setof privileges. Theintentis to force the attacler to take
moretime accumulatinghe privilegesneededo corruptthe
applicationsThiswill betrueif:

e Eachcritical applicationhaspartsthatareintelligently
distributed acrossmary domainsso that privilege in
a setof severaldomainsis neededo corruptit. This
distribution of partswill bediscussedh section4.

e The attacler cannot accumulateprivileges concur
rently in ary suchsetof domains.This constraintwill
bediscussedaterin this section.

A securitydomainmay be a network host,a LAN con-
sisting of several hosts,a router, or someother structure.
Thedomainsarechoserandconfiguredo make bestuseof
theexisting protectionin theernvironmentto limit thespread
of privilege. The domainsmustnot overlap;for example,if
thedomainsaresetsof hoststheneachhostis in exactlyone
domain.

Eachsecuritydomainmay offer mary differentkinds of
privilege. The following hierarchy describedn order of
increasingprivilege (i.e., eachof theseprivilegessubsumes
all the previous ones),is a minimal setthat is typical in
mary domains:

e anonymoususer privilege allows interactionwith
senersin a securitydomainonly via network proto-
colssuchasHTTP thatdo not requirethe client to be
identified;

e domain user privilege: allows accesnly to awell-
definedsetof dataandprocesse# oneparticularse-
curity domain(e.g.,the usermust“log in” to getthis
access);

e domain administrator privilege allows readingand
writing of ary dataandstartingandstoppingary pro-
cessingn oneparticularsecuritydomain(e.g.,“root”
privilegeon Unix hosts).

In addition,we proposeto createa new kind of privilege
in eachdomainto impedethe attacler’s progresstowards
collectingprivileges:

o application-level privilege: allows interactionwith
a defense-enabledpplicationusing application-leel
protocols(e.g., CORBA calls that querythe applica-
tion or issuecommands).

Application-level privilege differs from other kinds of
privilege in that (a) it is not part of the ervironmentbut
is createdspecificallyto defendan application(b) it uses
cryptographidgechniquegwhichwill bedescribedater)(c)
it doesnot subsumeary of the otherkinds of privilegeand
it is notnotsubsumedby ary of them. In particulat gaining
domainadministrator(“root”) privilege doesnot guarantee
application-leel privilege; this will be explained shortly.
However, anattaclerwith application-leel privilegewould
find it easyto control,andthuscorrupt,anapplication.So
defenseenablingmustmake it hardfor an attacler to get
this privilege.

Typically, a maliciousintruderwill attacka critical ap-
plication by collectingthe privilegesneededo damagats
integrity or to stopit from providing service.Usingthe set



of privilegesjustlisted, therearethreewaysfor anattacler
to gainnew privileges:

1. Case 1: by corverting domain or anorymous user
privilegeinto domainadministratoiprivilege (e.g.,ex-
ploiting bugsin trustedservicessuchassendnai | ,
thathave domainadministratomprivilegealready);

2. Case2: by cornvertingdomainadministratoiprivilege
in onedomaininto domainadministratorprivilegein
another(e.g.,using“root” in onedomainto log in as
“root” in another);

3. Case3: by convertingdomainadministratoiprivilege
into application-leel privilege(e.g.,using“root” priv-
ilegeto invoke unauthorizedpplicationcommands).

The attacler mustbe slowed down or preventedfrom gain-
ing new privilegesin eachof theseways. How to do this
will dependon the natureof the domainsandthereforeno
generally-applicableulescanbe given. However, security
domainsthat are setsof network hostsarea very common
situationandthe following discussionis applicablein this
context.

In the first case the attacler triesto corvert domainor
anorymoususerprivilegeinto domainadministratorprivi-
lege by exploiting operatingsystemsecurityflaws. As ex-
plainedin sectionl, we assumethis will alwaysbe possi-
ble. We alsoassumehatit takessometime, possiblyonly
a matterof minutes,but it is not instantaneousThe time
it takescanbe maximizedby carefulconfigurationof hosts
andfirewalls, for example,by applyingthe latestoperating
systempatchesdisablingor blockingunnecessargetwork
protocols,andmakingthe passverd file unreadable.

In the secondcase our objective will be achievedif the
attacler is preventedfrom corverting administratorprivi-
lege in onedomaininto administratomprivilegein another
This canbedoneby properhostconfiguratiorandadminis-
tration, andhaving a heterogeneousrvironmentwith var-
ious typesof hardware and operatingsystems.For exam-
ple, hostsin differentdomainsmustnotrespeceachothers
privileges. This forcesthe attacler to startfrom scratch
whentrying to gainprivilegein eachdomain.

Once having becomea domain administrator the at-
tacker canquickly damageapplicationprocesse thatdo-
main simply by stoppingthem. With this privilege,he can
bypasghe operatingsystemaccesgontrolsthatwould nor-
mally preventthis damage. This damagethough,is con-
tained becausehe applicationis distributed acrossmary
securitydomains.

In thethird case adefense-enablegpplicationmustuse
cryptographidechniquego preventthe attacler from gain-
ing application-lerel privilege. An attacler having this priv-
ilege would be worsethanan attacler who becomesa do-
mainadministratobecauselirectattacksontheapplication

cannotbe confinedto a single securitydomainanymore:
with application-leel privilege, the attacler masquerades
as part of the applicationitself, bypassingts accesscon-
trolsandcausingt to behaeincorrectlyby sendingt bogus
commandsnddata,whichtheapplicationitself propagates
acrossthe boundariesetweensecuritydomains. The fol-
lowing techniquesrethereforeessentiafor every defense-
enablectritical application:

o Application processesnust be startedwith authenti-
cation, e.g., executablesare storedon disk encrypted
with passwverds known only to authorizedusersand
otherapplicationprocesses;

e All communicationbetweenapplicationprocessess
digitally signedwith private keys known only to the
applicationitself and usessequencenumbersto pre-
ventreplay

Thesetechniqueswill make it hard for an attacler, even
onewith domainadministratorprivilege,to masqueradas
part of the application. Assumingthe encryptionis un-

breakablethe attacler will be unableto corruptthe appli-

cationprocess’codeon disk. Assumingthe digital signa-
turesareunbreakablethe attacler will be unableto disrupt
communicatiof. However, someonawith domainadmin-
istratorprivilege couldgainapplication-leel privilegewith

enougheffort. For example,with administratorprivilege,
onecanreadthe coreimageof arunningprocessmodify it

to changethe processbehaior, or searcht to find the pri-

vate keys usedfor digital signatures.This attackcould be
madehardemwith techniquegor concealingor randomizing
thelocationof data,e.g.,passverds,within acoreimage.In

practice,however, the effort neededor this kind of attack
is likely to be much greaterthanthe effort neededsimply
to kill all applicationprocessei the domain,followed by

attackson otherdomains.

Finally, theattaclermustnotbeableto gathemrivileges
in mary domainsconcurrently This constraintmeansthat
an attackon an applicationin multiple domainscannotgo
justasfastasanattackon onesingledomain.An attackthat
proceedssequentially ratherthanconcurrently is calleda
staged attack. Defensesnablingrelieson an attacler using
only stagedattacks. We can either simply assumehat at-
tackersarelimited to stagedattacksor we cantry to make
the alternatve harderto accomplish. As a practical mat-
ter, mostattaclerswill gatherprivilegessequentiallyasthey
exploreasystemsinfrastructuresothisis notanunreason-
able assumption.On the otherhand,someattackscanbe
automatecdandcarriedout mary timesin parallel,soin the
worstcaseheattacler canviolateanassumptiorf staging.
Thisworstcasecanbe madelesslik ely by designinganap-
plicationto usea diversesetof securitydomains.Diversity

3At alogical level, becauséhe attacler candisruptthe physicalcom-
municationby cuttingthe cablesfor instance.



meangheattacler mayneedto prepareseparatattacksfor
eachkind of domain. It may also be possibleto enforce
stagingby configuringfirewalls so that an attacler cannot
accessemotedomaingatall withoutfirst gainingprivileges
in nearbyones. This paperdoesnot addresghe issuehow
to enforcestagingbut henceforthassumeshatonly staged
attacksarepossible.

This sectionhasshovn how defenseenablingmakesan
attacler take longerto collect privileges. The next section
shavs how this extra time canbe usedfor defense.

4 Control of Resources

In thetraditionalapproachto computersecurity the de-
fenderis givenadditionalprivilege initially, which is used
for settingup staticprotectionbothfor critical applications
and for ensuringthat the attacler must never get domain
administratomprivilegefor himself. In contrastdefenseen-
ablingassumetheattaclerwill eventuallygaindomainad-
ministratorprivilegein somesecuritydomainsandin those
domainsthe attacler and defenderwill bein symmetrical
positions.Whatthen? Section3 shoved how the defender
cansetup a new kind of privilege at the applicationlevel
andtry to protectit usingcryptography But the defender
canalsousedomainadministratomprivilege to disputethe
attacler’s control of domains.This is especiallyimportant
in light of the obsenationthat the attacler andthe critical
applicationscompeteover systemresources:the applica-
tion needehemandtheattaclerattemptdo take themaway
from theapplication.This sectiondiscusseshe capabilities
thatcanbe usedto tip the balanceaway from the attacler.
They include:

e Use of redundancy. Creatingmultiple security do-
mainsis not by itself sufficient to force the attacler to
spendmoretime collectingprivileges:if somedomain
were a single point of failure for the application,the
attaclerwould needonly to gaindomainadministrator
privilegein thatdomainandkill applicationprocesses
there. Clearly the applicationmustbe distributedre-
dundantlyacrosshedomains.

Thesimplestsolutionis to replicatesveryessentiapart
of theapplicationandplacethereplicasin differentdo-
mains. Doing this turnsthe problemof defenséanto a
problemof faulttolerancewherea “fault” is the cor-

ruptionof asinglereplicaby theattacler. Thereplicas
must be coordinatedto ensurethat, as a group, they

will not be corruptedwhen the attacler succeedsn

corruptingsomeof them.Many protocolsfor faulttol-

erantreplicacoordinationexist[11].

The fault toleranceproblemto solve becomesharder
or easierdependingon whetherthe attacler is ableto
gainapplication-leel privilege. If the attacler cannot

gainapplication-leel privilege thenapplicationrepli-
caswill, atworst,crashwhencorruptedandsoit will
not be necessaryor the applicationto usethe more
expensve protocolsthat protectagainst“Byzantine”
corruption[3. If, onthe otherhand,the attacler does
gainapplicationlevel privilege,suchexpensve proto-
colsbecomenecessarylin oneof our researctefforts,
we assumattaclerscannotgetapplicationlevel priv-
ilege andin anotherwe relax thatassumptiorand ex-
plore the useof hybrid-modefault-toleranceand dy-
namicswitchingbetweentoleratingcrashand Byzan-
tine failuresof applicationreplicas.

Redundang is not necessarilyestrictedto redundant
processegreplicasas describedabove) or hostsand
securitydomains. Communicatiorredundang in the
form of redundanbandwidthor alternatenetwork path
mustalsobe usedby the defense.

Monitoring : As with ary otherconflict situation,in-
formationsuperiorityis anadwantage.Therefore|t is
importantthatthe defensas awareof incidentsin the
ervironmentthat are relatedto attacksand their im-
pacton the systemresourceslntrusiondetectionsys-
tems(IDSs)[6 canbeusedto collectdataattheinfras-
tructurelevel aboutpossibleattacks.Datacollectedat
theapplicationlevel is alsodesirablethough,because
it cangive a more comprehensie view of the nature
of the attackandmoreinsightinto potentialremedies,
andbecausét is morerelevantto the needsof the ap-
plication. Two kindsof monitoringareimportantatthe
applicationlevel:

1. Quality of Service(QoS): whetherthe applica-
tion is getting the QoS it needsfrom its envi-
ronmentandwhetherit is providing the QoSre-
quired by its users. A decreaseof either QoS
measurés a potentialindicationof a possibleat-
tack.

2. Self-checkingwhethertheapplicationcontinues
to satisfyinvariantsspecifiedby its developers A
violation of suchinvariantsis anindicationthat
the applicationis corrupt, possibly becausehe
attacler hasgainedapplication-leel privilege.

Adaptation: It shouldbe obviousthatsurvival is im-
possiblewithout adaptation. The consequencef at-
tacker’s akbuseof the obtainedprivilege is, almostal-
ways, somechangein the applications ervironment
rangingfrom lossor corruptionof applicationcompo-
nentsto lossor corruptionof resourcesmeedby theap-
plication. If the applicationis not ableto adaptto the
changedsituation,the applicationwill notbeablesur
vive. This kind of adaptatiormaytake variousforms.



If the attacler deniesresourcedo a critical applica-
tion, for example by flooding communicationchan-
nels, the defensemechanismmay try to adaptto re-
storethe QoSit needsor the applicationmay adaptto
live with the reducedresource(therebydegradingthe
serviceit offers). If thesourceof anattackcanbediag-
nosedwith highconfidenceresourcesanbedeniedto
theattacler, for example,by killing the attacler’s pro-
cesses.

Eachof thesecapabilitiesareworth separateliscussions.
We have discussedhow to usereplicationandintrusionde-
tection servicesto develop adaptie applicationsthat sur
vive certainkindsof attackdn [8]. Wewill outlineourwork
on useof mixedmodefaulttolerancen intrusiontolerance
in anupcomingpapel4], andin thenext Sectionwe briefly
discussthe variousways defensve adaptatiorcanbe used
in applications survival.

Notethatit is possiblefor the attacler to defeator abuse
ary of thesecapabilitiesif he managego acquire suffi-
cientprivilege. For instancewith domainprivilege,hecan
perhapgeopardizethe replicationmechanisnby shutting
down the replicationmanagementomponentghat run in
that domain. Similarly, with applicationprivilege he can
defeatthe applicationlevel self-checkingwhich affect the
applicationacrossdomainboundariesWe assumehatit is
not possibleto preventattackson defensamechanismshat
offer thesecapabilities justasmuchasit is not possibleto
preventtheattacksontheapplicationthatthesemechanisms
aimto protect.However, we have shavedthattheattacler’s
acquisitionof privilege can be preventedor slowed down
earlier which makessuchattackson the capabilitiesmore
difficult andtime consuming.Note alsothat, eventhough
protectionof defensamechanismarenot perfect they raise
thebarthatanattacler hasto overcomen orderto success-
fully stopa critical applicationfrom functioning.

5 Use of Defensve Adaptation in Applica-
tion’s Survival

Onecanthink of multiple dimensionsn whichdefensve
adaptatiorcanbe used. Thelevel of systemarchitectureat
whichtheseadaptationsvork is onesuchdimension At the
top endalongthis dimensionare defensve adaptationsn-
volving theapplicationitself: for instancejn thefaceof an
attackthe applicationmayfind analternatevay to proceed
or degradeits serviceexpectations.At the otherendalong
this dimensionare defensve adaptationghat involve ser
vicesfrom the operatingsystemandnetwork level, suchas
changingthe detailsof how applicationcomponentsom-
municateamongthemseles. Betweenthesetwo aredefen-
sive adaptationshatmanipulate€QoSmanagemerfacilities
to obtainthe QoSit needs.

Defeat Work Around | GuardAgainst

Attack Attack FutureAttack
application retry failed redirectreqst; | increase
level request degradesrvc | self-checking
QoSmgmt resene CPU, | migrate tightencrypto,
level bandwidth replicas accessontrol
infrastructure| blockIP changeports, | configure
level sources protocols IDSs

Table 1. A classification
tions

of defensive adapta-

In anotherdimension, adaptationddiffer accordingto
how aggressiely the attackcanbe countered.At best,the
attackcanbe defeatedj.e., the effect of the attackon the
applicationcanbe completelycanceled.Secondbestis for
the applicationto work aroundthe attack,avoiding its ef-
fects. Finally, if the attackcan neitherbe defeatedhor its
effectsavoidedthe applicationcanmake changedo protect
againsssimilar attacksin thefuture.

Table 1 shovs someexampleadaptationdasedon the
two dimensiongescribedhbove. Thetableis notintended
to becomprehensie: undoubtedlytherscanbeinventedor
would be availablewith specificoperatingsystems.There
may alsobe otheruseful cateyories;for example,the table
doesnotshawv ary adaptatiorinvolving “honeypots”where
anattacleris luredinto wastingeffort on adecg.

Attackscanbethoughtof astwo broadkinds:

1. direct attacksagainstthe application,for exampleby
disruptingthe communicatiorbetweerits parts;

2. indirectattacks,jn which resourcesieedecby the ap-
plicationaredenied.

This cateyorizationprovidesthe third dimensionfor classi-
fying defensve adaptations:somework againstdirect at-
tacksandsomeagainstindirect attacks. Direct attacksare
counteredby the mechanismavorking at the application
level, plus the useof encryption. An indirect attackmight
becounteredy mechanism¢hatareatvariouslevelsof the
systemarchitectureput generally lower-level mechanisms
are more focused. For example,configuringa firewall to
block pacletsfrom a particularsourceis a highly focused
defenseput onethat needsdetailedinformationaboutthe
attackto have beencollectedfirst. At the QoSlevel, flood-
ing thenetwork canbe counteredy bandwidthresenation,
over-consumptionof CPU throughschedulingand priori-
ties, crashingof a hoderunningan applicationcomponent
by migratingthecomponentlsevhere andrelatively privi-
legedoperationcanbedisabledwith accesgontrolif there
is ahighrisk thatthey might be usedmaliciously
Whetherit canbeusedfor protectionfrom attackaswell
asfor responséo attack,or justfor responsealone seemdo



beyet anothemway to classifydefensve adaptation Mech-
anismsneededo supportsomeof the defensve adaptation
describedn table 1, canalso be usedfor protection. For
instancepnecanstartwith a high level of self-checkingor
averytight accesontrolor a CPU or bandwidthresena-
tion. While this may offer betterprotectionto begin with,
someof them comewith a high price tag. For instance,
an IDS configuredto be very sensitve to attack, hassig-
nificant costsand so needsto be usedsparingly Another
casein pointis theuseof Byzantinetoleranceechniquesn
replicationmanagementalthoughit will offer betterpro-
tectionagainstorruptionit maybeimpracticallyexpensve
toreplicateall componentsf anapplicationin aByzantine-
tolerantmode. This is one of the primary reasonsve are
investigatingadaptve use of mixed-modereplication[4],
where only someof the applicationcomponentswill be
replicated,and tolerance-modesan be switchedbetween
crashand Byzantine. Furthermoreyunningin “best pro-
tection” mode may impedethe normal functioning of the
systemn somecasesandsoshouldbeusedonly whennec-
essary For instancedisablinghighly privilegedoperations
may be the safestoption, but operatorsand administrators
will needtheseto performtheir tasks. Theseobsenations
pointouttheimportanceof thecapabilityto changebetween
variousmodesandthe associatedrade-ofs, which arefun-
damentato our survival by defenseapproach.

Defensve adaptationasdescribedso far, is mostly re-
active i.e.,theseadaptationsake placein responsé¢o some
triggers(mostoftenthemonitoringmechanismarerespon-
sible for generatingthe triggers). Defensve adaptation
could be pro-activeaswell, in which casethe adaptation
takes placewithout ary externaltrigger For example,a
clientcanperiodicallychangehesenerit talksto, or aser
vice provider periodically changeghe port throughwhich
it offersits services. This kind of adaptationis generally
appropriatefor limiting the attacler’'s knowledgeaboutthe
critical system.

A determinedattacler canpotentially overcomethe ef-
fects of defensve adaptationif he can easily predict the
adaptveresponseFor instanceconsidemnattaclerwhose
objectiveit is to cut off a particularinter-objectinteraction
by flooding an appropriatenetwork segment. If the de-
fensive adaptatiorrespondswith establishinga bandwidth
resenation, this attackwill bethwartedatfirst. If however,
the responseés predictable the attacler may comewith a
two stagestratgy: in thefirst stage he will eitherexploit
the resenation mechanisnto establisha large resenation
for himself or attackthe bandwidthmanagemenmecha-
nismto make it ineffective. Thenin the secondstage,he
will flood the network. To copewith this kind of planned
attacks,someuncertaintyneedsto be injectedin the de-
fensesothatthe adaptie responses not predictableto the
attacler. This uncertaintycancomefrom somesecretthat

is notknown to theattacleror canbebasediponsomenon-
determinismincorporatedn the adaptatiormechanismin
generaluncertaintyseemdo enhancéhevalueof defensive
adaptationespeciallyin the context of plannedandcoordi-
natedattacks.

The defensestrateyy of a particularcritical application
mayinvolve useof multiple defensve adaptationsincorpo-
rating multiple mechanismsequiredfor individual defen-
sive adaptationinto a single applicationcan greatly com-
plicate the applications design. Fortunately every one of
thesemechanismss orthogonalto an applications func-
tionality, i.e., the applicationshouldcomputethe samere-
sults regardlessof whetheror how mary defenseadapta-
tions have beenused. In otherwords, every one of these
adaptationschangeshow an applicationcomputesits re-
sults,notwhatresultsarecomputed.This orthogonalityal-
lows thedesignof defenses$o beseparatedrom the design
of functionality.

Separatinghe designof the functional(or businessys-
pectsof the applicationfrom the designof defensve adap-
tation is good software engineering. It is only naturalto
put the latter into middleware[1], which actsasaninter-
mediarybetweerthe applicationandthe infrastructureand
provides variousservicesto the applicationtransparently
In addition, advancedmiddleware suchas QuO (shortfor
Quality Objects)[9, providessupportfor adaptve behaior
and QoS awarenesswhich is especiallyuseful for defen-
sive adaptatiorand monitoring. This way the functionality
andthe defensanechanismg&anbe developedin a decou-
pled manner Ideally, defensve stratggiesandmechanisms
would be reusabldor mary differentapplications.In fact,
in mostcasesthereseemdo beafairly generabndreusable
mechanisnthatinterpretesr enforcesapplicationspecific
parameterr rules. For instance,the sameaccesscon-
trol mechanisntan be usedin differentapplicationswith
differentaccessontrol policies. However, therearecases
wherethemechanismaremorecloselytied with the appli-
cation.For example self-checkingof applicationinvariants
will dependbn application-specificlatastructures.

6 RelatedWork

MAFTIA[5] is an ESPRIT projectdeveloping an open
architecturefor transactionaloperationson the Internet.
MAFTIA modelsa successfuhttackon a securitydomain,
leading to corruption of processesn that domain, as a
“fault”; the architecturethen exploits approachego fault
tolerancehatapplywhetherthefaultshave anaccidentabr
maliciouscause. The MAFTIA architectureappeargo be
anexampleof defenseenabling.

Other projects have similar goals. The “Survivabil-
ity Architectures[] project aims to separatesurvivabil-
ity requirementsfrom an applications functional require-



ments.“An Aspect-OrientedecurityAssuranceSolution”

is aDARPA-fundedprojectat Cigital Labsthatusesaspect-
orientedprogrammingto implementsecurity-relateccode
transformation®n anapplicationprogram.

7 Conclusion

We are implementingtechnologyfor defenseenabling
under the DARPA project titled “Applications that Par
ticipate in their Own Defense” (APOD). The defense
stratgies have beenimplementedusingthe QuO adaptie
middleware[d. The implementatioris discussedn detail
in [10].

The “Intrusion Toleranceby UnpredictableAdaptation”
(ITUA) project[3, alsobeingconductecat BBN Technolo-
gies,in cooperatiowith Universityof lllinois andTheBoe-
ing Compavy, is exploring two relatedissues:

1. Toleratingplannedandcoordinatedattacksby making
defensieresponsesinpredictabldo the attacler,

2. Toleratingattacksthatcangain application-lerel priv-
ilege, by using the servicesof a hybrid-modefault-
tolerancemechanism.

Defenseenabling can increasean applications resis-
tanceto maliciousattackin anenvironmentthatoffersonly
flawed protection. This increasedesistanceneansthatan
attacler mustwork harderand take more time to corrupt
the application. This, in turn, meansgreatersurvivability
for the applicationon its own andan increasedchancefor
systemadministrator¢o detectandthwart theattackbefore
it succeeds.
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